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Abstract

Photons have a rich structure associated with their continuous variable (CV) de-
grees of freedom: spectral (time-frequency) and spatial (momentum-position). This
modal structure offers a new degree of freedom for quantum information processing
based on photons. In this thesis we study a quantum cryptography (QKD) scheme
based on the spatial correlations of the photon pairs generated from parametric
downconversion (PDC), and several major factors of the experimental implementa-
tion.

We study the methods to tailor the PDC state for different quantum information
processing purposes. In particular, we derive the conditions to generate highly cor-
related photon pairs in continuous variable (spatial or spectral) degrees of freedom,
as well as spatio-temporally factorable state. The latter allows the generation of
heralded single photons in pure states without filtering. We show that the spatially
highly correlated PDC state can be used to violate a Bell inequality constructed
from a measurement of the transverse wavevector Wigner function. This reveals
the potential of this kind of state for transferring secure informations. We further
analyse the performance of a specific QKD protocol using this kind of state. The
information content is derived for a realistic source, which demonstrates a boosted
key distribution rate. We show that due to the non-Gaussian character of the ex-
perimental imperfections, standard measures of security known for quadrature-based
CV-QKD are inadequate for single-photon CV-QKD. A specific simple eavesdrop-
ping attack, known as the intercept-resend attack, is analysed to illuminate how
secret information may be distilled well beyond the bounds of the usual CV-QKD
measures.

To access the full potential offered by the spatial degree of freedom of single
photons or entangled photon pairs, a detector array that can well distinguish single-
photon events is required. As a potential candidate, an electron multiplying charge
coupled device (EMCCD) camera is experimentally characterized. The camera ex-
hibited single-photon sensitivity, good quantum efficiency and relatively low noise.
However, it is possible that imperfect charge transfer efficiency broadens the effective
pixel size and reduces the spatial resolution.
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Chapter 1

Introduction

1.1 Quantum information processing with continuous

variables

Quantum information processing (QIP), the combination of quantum mechanics,

computer science and information theory, not only promises technical capabilities

beyond classical computing and communication systems, but also yields several new

insights into physics and profound understandings of the workings of nature. In-

spired by classical information theory, the early stages of QIP focused on discrete

quantum systems, especially on two-level systems, called quantum bits or qubits.

System with discrete and finite Hilbert spaces are also amenable to rigorous mathe-

matical treatment. However there are important quantum degrees of freedom which

take on a continuum of values, e.g., position and momentum, time and freqency,

quadrature amplitudes of the electromagnetic field etc. a straightforward way to
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employ these continuous variables in QIP is to split the continuous variables (CVs)

into discrete bins or resort to filtering one or the other discrete values [1,2]. Thus some

of the results for discrete variables (DVs) can be applied to the discretized CVs. But

these methods have limitations, since the evolution of continuous quantum variables

has some intrinsic differences from that of DV [3], which cannot be removed by the

artifical discretization. An alternative way is to keep the continuous nature of the

Hilbert space in preparing, manipulating and measuring the quantum state. Here

the only discretization is due to the finite resolution of a practical detection system.

The most commonly studied CV-QIP schemes consider the quadrature ampli-

tudes of the electromagnetic field, denoted as X̂ and P̂ , which are defined by

X̂ =
1
2
(â† + â) (1.1)

and P̂ =
1
2
i(â† − â) (1.2)

where â† and â are the creation and annihilation operators of a single mode of

the quantized field. The expectation values of X̂ and P̂ take on a continuum of

values, and may not be precisely determined simultaneously, due to the Heisenberg

Uncertainly Principle. The quantum state of the mode of the electromagnetic field

is usually described in terms of quasi-probability distributions, such as the Wigner

function W (X, P ), in the phase space of the two quadratures.

The feasibility of CV-QIP with the quadrature amplitudes has been widely stud-

ied and experimentally demonstrated in quantum teleportation [4–7], quantum dense
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coding [8,9], quantum cryptography [10–14] and quantum computation [3]. So far most

of the CV-QIP applications deal with Gaussian states, e.g. coherent states and

squeezed states, whose phase space representations, i.e. Wigner functions, are Gaus-

sian functions. The operations involved in most applications are Gaussian as well.

Operations such as phase shifting, beam splitting, squeezing, phase space displace-

ment, homodyne detection, heterodyne detection are Gaussian operations that map

Gaussian states onto Gaussian states. For more sophisticated applications, such as

universal CV quantum computation and CV entanglement distillation, Gaussian op-

erations on Gaussian states are not enough [3]. One must employ either non-Gaussian

states (Fock states, Schrödinger cat states, etc) or non-Gaussian operations (Kerr

interaction [3], photon-subtraction, photon number quantum nondemoliton measure-

ment [15], etc.) for such applications.

From a technical point of view continuous variables potentially enable one to en-

code, transfer and process more information per quantum system than dichotomic

variables associated with a qubit. This has been demonstrated in CV dense cod-

ing [8,9], quantum cryptography [10–12,14] and quantum computation [3]. Moreover,

CV-QIP implementations using quadrature amplitudes normally have high efficiency

due to their unconditionalness [3], which means that the quantum resources are gen-

erated in a deterministic manner, and no heralding or postselection conditions such

as those used in the generation of single-photon states, are required. On the other

hand, these implementations have the drawback that quantum characteristics of

such states are sensitive to loss, and usually require a phase reference, i.e. local
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oscillator, to carry out measurements.

1.2 Quantum entanglement

Best possible knowledge of a whole does not include best possible knowl-

edge of its parts – and this is what keeps coming back to haunt us.

E. Schrödinger [16]

Entanglement is one the most important concepts in quantum mechanics, and

one the of the features that distinguish quantum formalism from classical formalism.

Moreover, it is a key resource for quantum information processing [17–20]. In addition

to the well-known quantum communication applications, like quantum teleportation

and quantum dense coding, entanglement can help to reduce the communication

complexity [21], or increase the transmission distance of quantum states by entan-

glement swapping in quantum repeaters [22]. In quantum cryptography it turns out

that entanglement plays an important role in the security analysis [23–25]. Although

it is unclear whether the quantum computation speed-up benefits from entangle-

ment, entanglement is a crucial ingredient for linear optical quantum computation

with feedforward [26] or with cluster states [27]. Manipulation, characterization and

quantification of entanglement are very broad topics and a multitude of research

has been done in this field (for a comprehensive review, see [28]). This section will

concentrate on the results related to the work in this thesis.
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1.2.1 Definition and properties

The original definition of entanglement was given in a passive way: a global state

of composite system which cannot be written as a product of the states of individual

subsystems [28]. To formulate in the language of quantum mechanics, consider a

multipartite system consisting of n subsystems, the total Hilbert space H is a tensor

product of the subsystem spaces H = ⊗n
l=1Hl. Then a state |ψ〉 is an entangled

state if for any state |ψl〉 in Hl

|ψ〉 6= ⊗n
l=1 |ψl〉 . (1.3)

Due to noise and decoherence in most practical situations a general quantum state

will be a mixed state ρ instead of a pure state |ψ〉. The definition of entangled

state is modifed such that the density operator ρ cannot be written as a convex

combination of product states [28,29]:

ρ 6=
∑

i

Pi

(⊗n
l=1ρ

i
l

)
. (1.4)

Recently there has been an active definition of entanglement proposed by L.

Masanes et al [30]: entangled states are the ones that cannot be simulated by clas-

sical correlations. This defines the entanglement from its behavior instead of the

preparation of the state, and emphasize the entanglement as a signature of quantum

coherence.

In fact, entanglement is more than correlations. As first pointed by Schrödinger,
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entanglement involves the nonclassical relation between the information about the

whole system and the information between subsystems [16,28]. This is formulated into

the following entropic inequality: the von Neumann entropy of a subsystem can be

greater than the entropy of the whole system only when the state is entangled [31].

This allows negative quantum information (more precisely, partial quantum infor-

mation) to exist, which can be used for future quantum communication applications,

e.g., quantum teleportation [32].

The work of this thesis only involves bipartite entangled states, so the following

discussions will be restricted to this kind of states.

1.2.2 Characterization of entanglement

A fundamental problem in quantum mechanics is to distinguish entangled states

from separable states. This is also a necessary step for QIP applications based

on entanglement. Moreover, for some applications it is required to quantify the

entanglement contained in the state. Unfortunately there are usually no simple

answers to such questions. Numerous criteria have been suggested for different

situations. This section will discuss several of them related to the content of this

thesis.

Schmidt decomposition

The simplest situation is to characterize the entanglement of pure states. Any

bipartite pure state |ψAB〉 ∈ HAB = HA ⊗ HB of subsystems A and B can be
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written as

|ψAB〉 =
∑

j

∑

k

ajk |jA〉 ⊗ |kB〉 (1.5)

where |jA〉 and |kB〉 are arbitrary orthonormal bases of HA and HB respectively.

Then there exist unitary transformations U and V , such that |iA〉 ≡ U |jA〉 =

∑
j uji |jA〉 and |iB〉 ≡ V |kA〉 =

∑
k vik |kB〉, which allow the joint state |ψAB〉 to be

written in a diagonal form [33]

|ψAB〉 =
∑

i

√
λi |iA〉 ⊗ |iB〉 (1.6)

Hhere the λi are non-negative real numbers satisfying
∑

i λi = 1 known as Schmidt

numbers. From Eq. 1.6 it is clear that |ψAB〉 is an entangled state if and only if

there is more than one nonzero Schmidt number in {λi}. Then the entanglement

entropy

E = −
∑

i

λi log λi (1.7)

and the Schmidt number [34,35]

K =
1∑
i λ

2
i

(1.8)

can be used to quantify the degree of entanglement. For separable states, we have

E = 0 and K = 1.

Schmidt decompostion can also be used to analyse the entanglement of bipartite
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continuous variable states, which can be written as

|ψAB〉 =
∫

dxAdxBA(xA, xB) |xA〉 ⊗ |xB〉 (1.9)

Here A(xA, xB) is the joint probability amplitude which satisfies the normalization

condition
∫

dxAdxB|A(xA, xB)|2 = 1. It has been shown that A(xA, xB) can be

decomposed as [36]

A(xA, xB) =
∑

i

√
λiφi(xA)ϕi(xB) (1.10)

where {φi} and {ϕi} are two sets of orthonormal modes. The state |ψAB〉 can then

be written as

|ψAB〉 =
∑

i

√
λi |φi〉 |ϕi〉 (1.11)

where |φi〉 =
∫

dxAφi(xA) |xA〉 and |ϕi〉 =
∫

dxBϕi(xB) |xB〉. The subsequent dis-

cussions hold for both discrete variable and continuous variable states. The Schmidt

decomposition has been used to analyse the entanglement of the bi-photon state

generated from parametric downconversion [35,37]. However this method can only be

used to analyse the entanglement of pure states. The analysis of the entanglement

of mixed states needs other tools, which we discuss next.

Negative partial transpose

As shown in Eq. 1.4, a mixed bipartite separable state can be written as

ρAB =
∑

i

Pi

(
ρi

A ⊗ ρi
B

)
. (1.12)
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As suggested in [38], applying a transposition to one of the subsystems, say B, yields

another valid state, i.e., another legitimate non-negative density operator

ρTB
AB =

∑

i

Pi

(
ρi

A ⊗
(
ρi

B

)T
)

. (1.13)

If ρAB is not a separable state, ρTB
AB is usually not a physical density operator any

more, and could have negative eigenvalues [38]. Checking the positivity of ρTB
AB allows

one to tell a separable state from an entangled state. It turns out that the negative

partial transposition condition is necessary and sufficient condition for the entangle-

ment of composite systems with dimensions 2⊗ 2 and 2⊗ 3. Moreover, a quantity

called Negativity is defined as [39]

N (ρ) ≡

∣∣∣
∣∣∣ρTB

AB

∣∣∣
∣∣∣− 1

2
(1.14)

where ||X|| ≡ Tr
√

X†X is the trace norm. There is also a modified version called

Logarithmic Negativity

EN (ρ) ≡ log
∣∣∣
∣∣∣ρTB

AB

∣∣∣
∣∣∣ = log

2N (ρ) + 1
2

(1.15)

Both the Negativity and Logarithmic Negativity can be used to quantify the degree

of entanglement. For a separable state, N (ρ) = EN (ρ) = 0. Only entangled states

can give positive values for this quantity [40].

However, there are also entangled states that can have a positive partial trans-
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postion, i.e., N (ρ) = EN (ρ) = 0. This is related to the issues of entanglement

distillation and bound entanglement [41,42].

Negativity analysis can also be applied to continuous variable states. This will

be discussed in Sec. 4.3.4.

Entanglement witnesses

Many approaches to entanglement characterization have the difficulty that they

require the full information about the state, i.e., quantum tomography of the state

is required, which is difficult to implement for arbitrary states. Therefore a more

economic way to detect the presence of entanglement has been proposed, which is

called an entanglement witness [43–46]. An entanglement witness is an observable

or Hermitian operator W that (i) has at least one negative eigenvalue and (ii) has

nonnegative expectation value on every product state

〈φA| 〈ϕB|W |φA〉 |ϕB〉 ≥ 0 (1.16)

for all pure product states |φA〉 |ϕB〉 [28]. Then if a state ρAB is separable, it should

have non-negative mean value for W :

Tr(WρAB) ≥ 0 (1.17)

Therefore a state is entangled as long as Tr(WρAB) < 0. This is schematically

demonstrated in Fig. 1.1, where the separable states form a convext set, and the
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Figure 1.1 Schematic representation of entanglement witnessing.
The separable states form a convex set, while the entanglement wit-
ness, or the observable, W is a hyperplane. All the states located
to the left of the hyperplane, including the separable states, yield a
nonnegative mean value for Tr(Wρ). Only entangled states can have
a negative mean value and are located to the right of the hyperplane.

entanglement witness W represents a hyperplane [28,47].

Usually entanglement witnessing is much weaker than the positive map condi-

tions, e.g., partial transpose, in the sense that a single map is equivalent to a set of

witnesses [28]. On the other hand, an entanglement witness represents an observable

that can be directly measured. So it plays an important role in the experimental

detection of entanglement [48–50]. Moreover, when considering entanglement based

quantum communication applications, e.g, quantum cryptography, it is necessary to

decompose the witness into locally measurable observables, since it requires one to

detect the entanglement between spatially separated systems. This issue is studied

in Refs [51,52].
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1.2.3 Entanglement and nonlocality: Bell’s theorem

Although entanglement is one of the most nonclassical features of quantum me-

chanics, its first explicit notion was in the famous paper by Einstein, Podolsky

and Rosen [53] as an objection to quantum mechanics because it implies a ‘spooky

action-at-a-distance’, or nonlocality 1. Therefore they suggest quantum mechanics

is incomplete (“the wave function does not provide a complete description of the

physical reality” [53]) and must be supplemented by some local hidden variables.

In 1964 John Bell accepted the conclusions of EPR as a working hypothesis,

and formulated it into a local hidden variable model [54]. The model assumes the

measurement results (α and β) on the spacelike separated subsystems (A and B)

are predetermined by the local measurement settings (a and b) and the properties

(hidden parameters λ) the systems carry prior to, and independent of, the mea-

surements. The joint probability of the measurement results conditioned on the

measurement settings can be written as

P (α, β|a,b) =
∫

dλ ρ(λ)PA(α|a, λ)PB(β|b, λ) (1.18)

where ρ(λ) is the probability distribution of λ, PA(α|a, λ) and PB(β|b, λ) are the

probabilities of measurement results on A and B conditioned on the local measure-

ment settings and λ. Bell proved this condition would impose some constraints on

the statistical correlations of α and β in the form of Bell inequalities. Then he
1In fact, the ‘action-at-a-distance’ did not appear explicitly in the orgininal EPR paper. Instead,

they assume that two subsystems separated at a distance can not interact with each other. In
particular the measurment result of one subsystem will not affect the state of the other
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showed that properly prepared bipartite entangled states can violate this inequality.

In this sense the local hidden variable model can not be consistent with quantum

mechanics. Inspired by Bell’s work, Clauser, Horne, Shimony and Holt modified

Bell’s result to accommodate the imperfections of practical experiments [55]. Since

then, different experimental demonstrations of the violation of CHSH inequality

have been reported [56–60], which confirms the predictions of quantum discription.

However, the relation between entanglement and nonlocality is nontrivial. It has

been shown that any pure bipartite entangled state can violate a CHSH inequality

for suitably chosen variables [61,62]. While for mixed states this is not necessarily the

case. Generally speaking, Bell inequalities are entanglement witnesses [44]. Recently,

it has been shown that each entangled state σ can display some hidden nonlocality

in the sense that there exists another state ρ not violating the CHSH inequality such

that ρ ⊗ σ violates a CHSH inequality [30]. So in principle Bell inequalities can be

used for two tasks: testing quantum formalism against local hidden variable models,

and detection of entanglement within quantum formalism.

1.3 Quantum cryptography

Cryptography usually involves the transmission of secret messages between two or

more parties (for two parties, they are usually called Alice and Bob). The message

is rendered such that only the authorized parties can read it. To achieve this goal,

the message is combined with some additional information, or the ‘key’, with some

encryption algorithm. Without knowing the key, one can not extract the original
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message from the encrypted information. Therefore a crucial issue is to distribute

the key between the legitimate parties. Classical cryptography can usually be di-

vided into public key cryptosystems and private key cryptosystems. The security of

classical cryptography is usually based on computational complexity. For example,

the security of a well known clan of public key systems, the RSA cryptosystem,

is based on the fact that factoring a large integer is computationally difficult on

classical computers. However, it turns out that a quantum computer can overcome

this problem with the use of Shor’s algorithm [63]. This presents a great challenge to

public key systems. Private key systems usually offers better security. But it has a

severe problem in how to distribute the key, which is vulnerable to eavesdropping.

Fortunately, although quantum information processing poses a threat to classi-

cal cryptography, it also offers a completely new way to solve the key distribution

problem. This quantum solution is called quantum cryptography, or quantum key

distribution (QKD). The basic idea of QKD is to employ a quantum state to deliver

the secret key. Due to a fundamental principle of quantum mechanics: every mea-

surement perturbs the state (unless the state is compatible with the measurement).

Therefore the presence of eavesdropping (usually denoted by the protagonist, Eve)

will appear as a disturbance of the communication channel and thus be detected

by Alice and Bob. According to the variables that carries the information, QKD

schemes can be divided into two major categories: discrete variable QKD (DVQKD)

and continuous variable QKD (CVQKD).
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1.3.1 Discrete variable quantum key distribution: BB84 and Ek-

ert91

The idea of QKD was first proposed by Wiesner [64] and the first protocol was pro-

posed in 1984 by C.H. Bennett and G. Brassard [65], which is known as the BB84

protocol. In this protocol the information, or the key to be distributed between

Alice and Bob, is encoded into the polarization of photons. Alice chooses randomly

between two bases ⊕ (the eigenstates of Pauli σx operator) and ⊗ (the eigenstates

of the Pauli σz operator) to prepare the quantum states and sends them to Bob. In

⊕ basis, the vertically polarized state |V 〉 is assigned the value ’1’ and the horizon-

tally polarized |H〉 is assigned ’0’, while in ⊗ basis, the +45◦ polarized state |+〉

represents ’1’ and the −45◦ polarized |−〉 represents ’0’. Since σx and σz do not

commute with each other, their eigenstates are nonorthogonal. In fact

|+〉 =
|H〉+ |V 〉√

2
(1.19)

|−〉 =
|H〉 − |V 〉√

2
(1.20)

and |〈H|+〉|2 = |〈H|−〉|2 = |〈V |+〉|2 = |〈V |−〉|2 = 1/2. When Bob receives the

states he also also randomly chooses the basis to perform the measurements. If

Alice and Bob use the same basis, they get perfectly correlated results, otherwise

they get totally uncorrelated results. Hence, without other disturbance, Bob gets

a string of bits with on average a 25% error rate, which is called the raw key.

Alice and Bob then tell each other the bases they used over an authenticated public



1.3 Quantum cryptography 16

Alice Bob

Alice’s random bits: 0

0 0

0

0

0 0

0 0

0 0 01

1

1

1

1 1 1

11

1

1 1

1

1

1

1

Sending bases:

Sending states:

Receiving bases:

Bob’s received bits:

0

0

1

1

0 1

......

......

Figure 1.2 An example of key distribution process of BB84. Alice
generates a string of random bits and encode it on photons in a
randomly chosen basis (⊗ and ⊕. The mapping between the bits
and the photon states is shown to the right. When Bob receives a
photon, he random chooses a basis to perform the measurement. The
bits that Alice and Bob use the same basis (in the dashed lines) are
the sifted key.

channel, and keep only the bits corresponding to the same bases, the sifted key.

Fig. 1.2 shows an example of the key distribution process. If Eve wants to listen

to the quantum states that Alice sent to Bob, there are two principles of quantum

mechanics that get in her way. The first is the No Cloning theorem: one can not

duplicate an unknown quantum state, therefore the only option that Eve has is to

interact with the original state. The second is the Heisenberg Uncertainty Principle,

which prevents her to measure, no matter whether directly or not, the polarization

in two bases simultaneously. So she needs to choose one basis for her measurement,

and if her choice is not compatible with those of Alice and Bob, she will introduce

disturbance and unveil herself.

In fact, Eve can employ very powerful attacks. For example, she could entangle
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her ancillas with the photons that is passed between Alice and Bob, and with the

aid of a quantum memory, she can even apply joint manipulation and measurement

of her ancillas [66–68]. Fortunately, no matter what she does, she can not avoid the

disturbance to the states shared by Alice and Bob. However, in practical systems,

Alice and Bob usually will not have a perfect quantum channel. Losses and various

noise should be take into account, which will also appear as disturbance to the states

transmitted. This gives an opportunity to Eve: she can exchange the channel with

a lossless and noiseless one (for example, with quantum relay [69] or even quantum

memory), and apply her attack. Since it is hard to distinguish between the distur-

bance introduced by the channel and by Eve, Alice and Bob need to consider the

worst situation where all the disturbances are due to Eve. From the disturbance, or

the error rate in BB84, they can estimate the maximum information that Eve may

have acquired. Then they can apply error correction and privacy amplification [70,71]

to lower Eve’s information down to zero.

Since the BB84 protocol was proposed, there has been a large collection of varia-

tions, including QKD with 2 nonorthogonal states [72], QKD with 6 states [73], QKD

with blind polarization bases [74], QKD based on the relative phases of single-photon

superpostion states [75,76], etc. Among them one of particular interest is the QKD

scheme proposed by Ekert in 1991 [77], which is based on entangled photon pairs. In

that work, Ekert suggested using the violation of a Bell’s inequality as a measure of

security. Since Bell’s inequalities are entanglement witnesses, Ekert’s work actually

set connection between entanglement and security, which has later been discussed
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in a lot of works [23–25,78]. A concrete connection between Bell’s theorem and the

security of QKD has been proved recently [79].

Almost all of these schemes employ single-photon state as the information car-

riers. So, as discussed in Sec. 1.1 in principle they are not sensitive to the channel

loss. But in practice, perfect single-photon sources are hard to get using current

technology, so usually Alice and Bob should have to compromise and use an atten-

uated coherent state as the photon source. This severely limit the performance of

the scheme. Since the coherent state contains the multiphoton (n > 1) component,

Eve can apply a photon-number-splitting (PNS) attack [80–82]. To understand this

consider a pulsed laser source with 10% probability of a single photon in a pulse, and

90% probability for multiphoton events. If the channel loss is 90% or higher, Eve

could switch the channel with a lossless one, block all the single photon events and

split a photon from each multiphoton event, sending the residue to Bob. Bob will

not notice the change of the channel loss since he still receives 10% of the pulses, as

he expected. However, Eve has an identical copy of the signal that Bob possesses,

and the security of QKD is compromised. To simply the analysis, for this example

we ignore the events that a pulse contains no photon, i.e. vacuum state. Actually

the ratio of this event can play an important role in the detection of the presence of

Eve [83].

From the description of PNS attack, one can imagine that if Alice and Bob could

monitor the losses of pulses with different photon numbers, they could easily detect

the presence of Eve. But this requires a perfect photon-number-resolving detector,
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which is also not currently available. An alternative way is to randomly adjust the

intensity of the coherent state. Since the transmission (or yield) of the coherent

state is decided by its intensity in a definite way if there is no eavesdropper, by

monitoring the yield of different coherent state amplitude, it is possibly to reveal

Eve. This is called the decoy state quantum key distribution [83–86]. It has been

experimentaly demonstrated that this greatly improves the performance of practical

QKD systems, even close to the limit of the theoretical prediction [87–91].

There is another scheme against the PNS attack called SARG04 [92], which mod-

ifies the classical sifting procedure of BB84 protocol. A comparison of the perfor-

mance of decoy state QKD and SARG04 was given by C.F. Fung et al [92].

1.3.2 Continuous variable quantum key distribution

QKD schemes based on BB84 encode the quantum information on dichotomic vari-

ables, e.g. polarizations, thus the maximum information transfer rate is intrinsi-

cally limited to one bit per signal. As mentioned in Sec. 1.1, there are numerous

QIP schemes based on quantum continuous variables. So it is not suprising that

there are suggestions about employing continuous variables in quantum key distri-

bution [10,13,93,94]. Most of these schemes utilize the quadrature amplitudes of either

coherent states [95] or squeezed states [11,12] as the information carrier. Another ap-

proach is to encode the information on the choice of the quadrature while using the

value of the quadratures to test the correlations [13]. This scheme in principle possess

as similar advantages as the other CV-QIP schemes, e.g., deterministic generation
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of the signal and a potentially high key distribution rate.

Similar to DVQKD schemes, the security of quadrature-based CVQKD is guar-

anteed by the basic principles of quantum mechanics: uncertainty principle, no-

cloning theorem, no-measurement theorem, etc. However, due to the features of the

quantum state involved as the information carrier, the detailed security analysis of

practical systems requires special treatment. Since the signals are encoded on multi-

photon states, security is sensitive to the channel loss and this opens a loophole for

the beam splitter attack: Eve replaces the lossy channel with a perfect one and uses

a beam splitter to mimic the channel loss, so that she possesses a copy of the state

that Bob received with a fidelity depending on the beam splitter transmission. In

the previous works, it was suggested that the channel loss should be below 50%

(3dB) [95]. This severely limits the available communication distance. Fortunately it

has been shown that limit could be overcome by postselection [96,97] or reverse rec-

onciliation protocols [14]. An experimental demonstration of CVQKD with reverse

reconciliation was done by F. Grosshans et al in 2003 [14]. The security of CVQKD

against more powerful attacks, including non-Gaussian attack and collective attack,

has been shown in [98,99]. S. Pirandola et al showed that a CVQKD with two-way

quantum communication can improve the performance even further [100].

1.4 Continuous variables for single photons

It is well known that according to non-relativistic quantum mechanics, position and

momentum are canonical conjugate variables. Similar to quadrature amplitudes,
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they may take a continuum of values, but due to the Heisenberg Uncertainty Prin-

ciple cannot both have a definite value at the same time. So intuitively, one expects

that in principle the position and momentum of single photons could play a similar

role in QIP as the quadrature amplitudes of the electromagnetic field. However this

is not trivial consideration. As a spin-1 particle with no rest mass or charge, pho-

tons cannot be localized in coordinate space [101], i.e., there is no position operator

r̂ defined for photons. One cannot define a probability density for the position of

photons, or in terms of quantum mechanics, the photon number operator n̂V,t in a

specific space-time region {V, t} is not an integral of photon density operator over

V [102], and the photon number operators n̂V1,t1 and n̂V2,t2 for two disjoint region

{V1, t1} and {V2, t2} do not strictly commute [103]. However it has been shown by

Mandel [103] that one may approximately localize a photon in a volume V larger

than its cubic wavelength. Moreover, it has been shown that the energy density,

and so the photodetection rates, of photons is localized in space with an exponential

falloff [104]. All these results suggest that it is possible to introduce a photon wave

function in coordinate representation ~ψ(~r, t) which satisfies the equation [105–107]

i
∂ ~ψ(~r, t)

∂t
= ±c∇× ~ψ(~r, t), (1.21)

where ± corresponds to the helicity of the photon. Instead of being a probability

amplitude, ~ψ(~r, t) is the energy amplitude, i.e., the energy of the photon in a volume
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d~r about ~r is

~ψ∗(~r, t) · ~ψ(~r, t)d~r.

This result can be derived from quantum field theory as well as from Einstein kine-

matics [105–107]. From viewpoint of practical applications this definition also has

the benefit that |~ψ(~r, t)|2 gives the photodetection rates of photon counting, i.e.,

the probability density that a photon being registered by a detector at ~r, up to a

proportionality constant.

Since the photon momentum operator p̂ is well defined, there is no problem with

defining the momentum-space photon wave function ~ϕ(~p, t), which is the probability

amplitude of the photon in the momentum space. Here |~ϕ(~p, t)|2d~p(2πh̄)−3 gives the

probability of finding a photon with momentum in the volume d~p around ~p. Then

the relation between ~ψ(~r, t) and ~ϕ(~p, t) is [106,107]

~ψ(~r, t) =
∫

d~p
√

cp

(2πh̄)3/2
~ϕ(~p, t) exp [i(~p · ~r − cpt)/h̄)] , (1.22)

where p = |~p|. Since there is a factor
√

cp, ~ψ(~r, t) and ~ϕ(~p, t) are not Fourier

transform pairs. So in principle, the momentum and position (or more precisely, the

‘position where the photon is detected’) are not conjugate variables. Fortunately, Eq.

1.22 can be simplified for quasi-monochromatic photons, i.e., the spectral bandwidth

of the photon is narrow compared to its central frequency

∆ω ¿ ω̄ (1.23)
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Since the magnitude of the momentum of the photon is related to its frequency by

p =
h̄ω

c
(1.24)

for a narrowband photon, the magnitude of the momentum can be approximated as

a contant p̄, and the
√

p term can be moved out of the integration in Eq. 1.22 [108].

Then the relation between ~ψ(~r, t) and ~ϕ(~p, t) is a Fourier transform, and in this

context the position and momentum can be considered as conjugate variables. For

most of the photon states considered in this thesis, interference filters are used to

ensure Eq. 1.23 is satisfied. Therefore it is safe to treat the momentum and position

of the photons as those of non-relativistic particles.

Similarly, the time (the ‘time’ at which a photon is registered by a detector)

and frequency of a quasi-monochromatic photon can be considered as conjugate

variables as well. So in principle the continuous variables of (quasi-monochromatic)

single photons can play a similar role to the quadrature amplitudes. Moreover,

the phase-space representation now takes a new meaning as a way to represent the

wave function of the photon. This parallelism allows one to consider the operations,

e.g. QIP application, on the continuous variables of individual photons. There have

been several demonstrations employing the spatial (position-momentum) or spectral

(time-frequency) degree of freedom for the transfer of secure informations, i.e quan-

tum cryptography [2,109,110]. QIP with continuous variables of single photons removes

the requirement of an ancillary phase reference (local oscillator) for measurement,
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and is more robust against loss than quadrature amplitudes 2. Even without employ-

ing a continuum of values, the spatial and spectral properties of individual photons

offer additional degrees of freedom for information encoding, which together with

the polarization allows the generation of hyperentangled states [111,112]. This state

offers several advantages in quantum communcations. For example, it enables 100%-

efficient Bell state analysis [112], which is a crucial part of dense coding [20]. It has

also been shown that the hyperentangled states allow for quantum key distribution

without the need of a shared reference frame [113].

1.5 Outline

In this thesis, we study the spatial correlations of the entangled photon pairs and

its applications in quantum communications, especially in QKD. The spatial corre-

lations we mention here and later in the thesis mean the correlations in the spatial

degree of freedom, i.e. momentum and position. As we mentioned in Sec. 1.4, the

study of continuous variables (spatial or spectral) of single photons has kept increas-

ing over last few years. There have been several works on employing this degree of

freedom for QKD purposes. Yet most of these works artificially discretize the vari-

ables that carry information, therefore not use the full potential of the continuum

of values. Moreover, a complete analysis of the security performanc of this scheme

is still missing. Here we propose a QKD protocol that utilizes the continuum of
2If there is no extra noise, losses will only affect the detection rates of the photons, but cannot

change the distribution of the continuous variables of the photon, while the quadrature amplitudes
of electromagnetic field will accumulate noise from losses themselves
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the spatial degree of freedoms of photons, and experimentally investigate the key

elements for the implementation of this protocol. A security analysis taking into

account of experimental imperfections of practical systems is also presented. The

results lie between the conventional dichotomic and continuous variable QKDs and

highlight the differences between these alternative approaches.

This thesis is presented in six chapters, including this introduction. Chapter

2 introduces a scheme of entangled photon pair generation. This scheme is called

parametric downconversion (PDC). The properties of the spatial degree of freedom

of the PDC state are discussed. To demonstrate the ability of the spatially-entangled

PDC state for transfering secure information, chapter 3 shows a Bell inequality vi-

olation with such state without resort to spatial filtering. An experimental setup

is also proposed. Chapter 4 presents a QKD protocol based on the spatial degree

of freedom of the PDC state. The security performance of this protocol is analysed

taking into account the experimental imperfections of practical systems. The rela-

tion between the key rate and the transmission distance is given. A key element

for the implementation of this protocol is a single-photon detector array. Chapter

5 experimentally characterizes a possible candidate of such a detector array, the

electron-multiplying charge coupled device (EMCCD), and reveals the capabilities

and limits of this device. The conclusions and an outlook of future work are given

in chapter 6.



Chapter 2

Parametric Downconversion and

its Spatial Properties

2.1 Introduction

Before discussing any applications of the continuous variables of single-photon states,

it is necessary to first understand the continuous variables characteristics. This re-

quires the knowledge of the photon generation process. This thesis considers photons

generated by means of parametric downconversion (PDC) [114–116]. PDC is a three

wave mixing process in which a pump photon (p) incident on a non-centrosymmetric

nonlinear optical crystal splits with a small probability into a pair of lower frequency

photons, usually called signal (s) and idler (i) (see Fig. 2.1). Since the process is
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(a) (b)

Figure 2.1 (a) Schematic of parametric downconversion. A pump
photon is incident on a nonlinear crystal and decays into two photons
with less energy, known as signal and ilder photons. (b) The energy
diagram of parametric downconversion. The upper gray-scale band
represents the pump bandwidth, and the lower gray-scale band repre-
sents the spectral spread allowed by the phase matching constraints.

parametric, energy and momentum should be conserved [117]

ωs + ωi = ωp, ks + ki = kp. (2.1)

The latter equation is also known as the phase matching condition. The energy

conservation and phase matching conditions are not independent due to dispersions

of the material.

PDC has a number of merits that are of use in quantum optics. First, the

downconverted photons are always emitted in pairs. Hence there is always photon

number correlation between the signal and idler beams. Moreover, the emissions

are simultaneous within the coherence time of the photons (see later discussion in

this chapter). Thus detection of one photon will reveal the generation of its sibling.
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This enables PDC to be used as a heralded single-photon source. According to the

phase matching condition, the two photons are highly correlated in the spatial and

spectral degrees of freedoms, and can also be correlated in the polarizations [58,118].

As shown in this chapter, the spatially-correlated PDC state can approach asympot-

ically the famous EPR state [53]. Therefore the PDC state is a useful prototype for

a general bipartite entangled state, which has been widely used in the applications

of quantum imaging [119–122], quantum communications [17,123–125], and tests of Bell

inequalities [58,126,127].

Usually the polarization dependence of the PDC process and the polarization

correlations resulting from it can be divided into two categories called type-I and

type-II. In type-I PDC, the signal and ider photons have the same polarization, and

are orthogonal to that of the pump. In type-II PDC, one of the downconverted pho-

tons has polarization parallel to the pump and the other has polarization orthogonal

to it. Recently another type of configuration, type-0 PDC, that pump, signal and

idler photons have the same polarization, has been increasingly studied. This kind

of configuration allows to access larger nonlinear coefficients, but it usually requires

periodically-poled nonlinear crystal to support quasi-phase matching conditions [128].

2.2 Theory of parametric downconversion

The theoretical description of PDC has been studied in several works [116,119,129,130].

This section follows the procedures provided in Ref. [116] to present a derivation of

the two-photon PDC state in the perturbative regime, where probability of more
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than one photon pairs generated within one pump pulse is negligible. This will be

serve as a foundation for the following discussions. The derivation can be applied

to either Type-I or Type-II PDC process.

In quantum mechanics, given the initial state at time t0 is |Ψ0〉, then at some

later time t, the state is

|Ψ(t)〉 = exp
{
T

[
1
ih̄

∫ t

t0

dt′ĤI(t′)
]}

|Ψ0〉 , (2.2)

where ĤI(t) is the interaction Hamiltonian of the system, and T is the time-ordering

operator [131]. For practical PDC setup, the interaction strength is usually small, so

the perturbative approximation is applicable

|Ψ(t)〉 ≈
[
1 +

1
ih̄

∫ t

t0

dt′ĤI(t′)
]
|Ψ0〉 . (2.3)

The interaction Hamilotonian for PDC can be written as [116]

ĤI(t) =
1
2

∫

V
dr Ê(r, t) · P̂(2)(r, t), (2.4)

where the integration volume V is the entire interaction region, Ê(r, t) is the quan-

tized electric field operator, while P̂(2)(r, t) is the second-order polarization operator,

which can be written as

P̂(2)(r, t) = χ(2)Ê(r, t)Ê(r, t). (2.5)
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The nonlinear susceptibility χ(2) is in general a rank 3 tensor. The permutation

symmetry of the elements and the symmetry of uniaxial crystals can largely reduce

the number of independent elements in χ(2). For a particular configuration of the

PDC setup, it is possible to reduce Eq. 2.5 to a scalar form [132,133]. The electric

field in the crystal consists the pump, the signal and the idler

Ê(r, t) = Êp(r, t)ep + Ês(r, t)es + Êi(r, t)ei. (2.6)

where eµ are unit vectors of the pump, signal and idler, respectively. The pump

field is usually a strong laser field, and is assumed to propagate undepleted through

the crystal. The allows the pump to be treated classically and written as

Êp(r, t) → Ep(r, t) = Ap

∫
dkp α(kp) exp [i (kp · r− ωpt)] + c.c. (2.7)

where k and ω represent the wave vector and frequency respectively, Ap is the pump

amplitude and α(kp) is the profile of the pump in the momentum space. The field

operators of the signal and idler modes can be written as

Êµ(r, t) = Aµ

∫
dkµ

√
ωµ

n2
µ(kµ)

âµ(kµ) exp [i (kµ · r− ωµt)] + c.c. (2.8)

where nµ is the refractive index of the medium, âµ is the annihilation operator of

mode µ (µ = s, i), and Aµ is a constant.

Substituting Eqns. 2.5 - 2.8 into Eq. 2.4, and neglecting all the terms that do
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not satisfy the energy conservation condition, the Hamiltonian can be written as

ĤI(t) = A
∫

dkp

∫
dks

∫
dki

√
ωsωi

n2
s(ks)n2

i (ki)
α(kp) exp [−i∆ωt] â†s(ks)â

†
i (ki)

× ∫
V dV exp [i∆k · r] (2.9)

where A = ApAsAiχ
2/2, ∆ω represents the frequency mismatch

∆ω = ωp − ωs − ωi, (2.10)

and ∆k represents the phase mismatch

∆k = kp − ks − ki (2.11)

Substituting Eq. 2.11 into Eq. 2.2, with the initial state of the signal and idler

modes is vacuum state |Ψ0〉 = |vac〉, the PDC state is

|Ψ〉 = |vac〉+ A
ih̄

∫
dkp

∫
dks

∫
dki

√
ωsωi

n2
s(ks)n2

i (ki)
α(kp)

{∫ t
t0

dt′ exp [−i∆ωt′]
}

×{∫
V dV exp [i∆k · r]} â†s(ks)â

†
i (ki) |vac〉 (2.12)

The temporal integration in the first curly brackets of Eq. 2.12 is proportional

to, negelecting an overall phase factor, sinc[∆ω∆t/2], where ∆t = t − t0 is the

interaction time and

sinc(x) =
sinx

x
. (2.13)
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For PDC pumped with laser pulses, one is usually interested in the state after the

pulse has turned off. Thus the sinc function can be approximated in the limit

∆t → ∞ as a Dirac delta function, δ(∆ω). To carry out the volume integration

over the interaction volume in the second curly brackets, we define the propagation

direction of the pump to be the z-axis, and assume the crystal is normal to the pump,

so its surface is in the xy-plane (see Fig. 2.1(a)), and the transvere dimension of the

crystal is usually larger than the transverss profile of the pump, so the limits of the

integrations in x and y direction can be taken to infinity. The integration can then

be written as (with overall phase factors neglected)

∫

V
dV exp [i∆k · r] =

∫ ∞

−∞
dxei∆kxx

∫ ∞

−∞
dyei∆kyy

∫ L

0
dzei∆kzz

= 8π2Lδ(∆kx)δ(∆ky)sinc
[
∆kzL

2

]
(2.14)

where L is the length of the crystal in the z direction. Depending on the relative

position between the pump and the crystal, there might be a phase factor.

The next step involves the integration over the pump wave distribution α(~kp).

Although this seems to depend only on the pump wave vectors, which is a spatial

property, it also implicitly includes the spectral properties of the pump. This arises

through the dispersion relation

k =
ωn(ω)

c
. (2.15)

where k = |k| =
√

k2
x + k2

y + k2
z . So the complete description of the pump field can

be done with either the distribution of kp (kpx, kpy and kpz), or the distribution of
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k⊥p (kpx, kpy) and ωp. For the following calculations it is favorable to use the spectral

contribution explicitly. Thus we use the transformation

∫
dkp α(kp) =

∫
dωp

∫
dk⊥p v(k⊥p , ωp) (2.16)

where α(ωp) is the spectral profile of the pump, and v(k⊥p , ωp) is the transvers

momentum amplitude at frequency ωp.

Substituting Eqns. 2.14 and 2.16 into Eq. 2.12, and noting that the term
√

ωsωi/n2
s(ks)n2

i (ki) varies slowly over the frequencies and wavevectors considered

in most situations, and may be approximated as a constant, the PDC state is given

by

|Ψ〉 = |vac〉+ η
∫

dωs

∫
dωi

∫
dks

∫
dkiv(k⊥s + k⊥i , ωs + ωi)

×sinc
[

∆kzL
2

]
â†s(k⊥s , ωs)â

†
i (k

⊥
i , ωi) |vac〉 . (2.17)

where ∆kz is a function of ωs, ωi, k⊥s and k⊥i :

∆kz = kz
p − kz

s − kz
i

=
√

k2
p(ωs + ωi)− |k⊥s + k⊥i |2 −

√
k2

s(ωs)− |k⊥s |2

−
√

k2
i (ωi)− |k⊥i |2 (2.18)

Eq. 2.17 shows the complex correlation between the spectral and spatial degrees of

freedom of PDC states. This makes it very difficult to manipulate both of the degrees



2.3 Spatial distribution of parametric downconversion in momentum
domain 34

of freedom independently. Usually experiments with PDC resort to filtering to

decouple this correlation or even eliminate one degree of freedom. This thesis mainly

deals with the spatial properties of the PDC state, so for the current discussion, we

restrict our attention to frequencies of the signal and idler ωs0 = ωi0 = ωp0/2, where

ωp0 is the central frequency of the pump. This eliminates the spectral degree of

freedom. Experimentally this situation is achieved by means of interference filters

in the signal and idler beams. The required bandwidth of the filters depends on the

PDC configuration and the spatial collection aperture [134].

2.3 Spatial distribution of parametric downconversion

in momentum domain

In this thesis, the spatial distribution or spatial property of photons is the distri-

bution or property of photons in the spatial degree of freedom, i.e. position or

momentum. By applying a narrow-band filter to the PDC state in Eq. 2.17, the

state can be written as

|Ψ〉 = |vac〉+ λ

∫
dk⊥s

∫
dk⊥i f(k⊥s ;k⊥i )

∣∣∣k⊥s ;k⊥i
〉

(2.19)

with the joint probability amplitude

f(k⊥s ;k⊥i ) = v(k⊥s + k⊥i )sinc
[
∆kzL

2

]
(2.20)
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where v(k⊥s +k⊥i ) originates from the pump envelope and transverse phase-matching

function, while sinc [∆kzL/2] is the longitudinal phase-matching function. Here

∣∣k⊥s ;k⊥i
〉

is a two-photon state with the signal photon having the transverse mo-

mentum k⊥s and the idler photon having transverse momentum k⊥i .

2.3.1 Pump envelope

For practical experiment setup, the transverse pump envelope can be approximated

by a Gaussian function, so that

v(k⊥s + k⊥i ) ∝ exp
(
−w2

0

4

∣∣∣k⊥s + k⊥i
∣∣∣
2
)

(2.21)

where w2
0 is the beam waist (mininum spot size) of the pump.

2.3.2 Longitudinal phase matching function

For experimental source considered in this thesis, the downconverted modes are

usually close to the z-axis (paraxial regime), i.e., |k⊥s | ¿ ks and |k⊥i | ¿ ki. Then

the expression for ∆kz can be simplified

∆kz =
√

k2
p0 − |k⊥s + k⊥i |2 −

√
k2

s0 − |k⊥s |2 −
√

k2
i0 − |k⊥i |2

≈ kp0 − |k⊥s + k⊥i |2
2kp0

− ks0 +
|k⊥s |2
2ks0

− ki0 +
|k⊥i |2
2ki0

, (2.22)
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where kp0 = kp(ωp0), ks0 = ks(ωs0) and ki0 = ki(ωi0). For degenerate type-I PDC,

ks0 = ki0 = K, so that Eq. 2.22 can be simplified to give

∆kz = ∆k +
∆k

4kp0K
|k⊥s + k⊥i |2 +

1
4K

|k⊥s − k⊥i |2, (2.23)

with ∆k = kp0 − 2K.

If the crystal is cut for collinear phase matching, then ∆k = 0. Therefore ∆kz

can be simplified further as [135]

∆kz =
|~k⊥s − ~k⊥i |2

4K
. (2.24)

Even for type-II PDC, if the collinear phase matching conditions ∆k = 0 are

satisfied, and the birefrigence of the crystal is not too big, i.e. |ks0−ki0| ¿ ks0 +ki0,

one can make the approximation that ks0 ≈ ki0 ≈ kp0/2. Thus Eq. 2.24 can also be

applied to Type-II collinear PDC [135].

For noncollinear phase matching condition ∆k 6= 0, the situation is more com-

plex. In principle all the terms in Eq. 2.23 should be taken into account. But for

certain configurations the equation can be simplified. Recall the Gaussian pump

envelope function in Eq. 2.21, this indicates that |k⊥s + k⊥i | should be of the same

order of magnitude as 1/w0, therefore the second term can be evaluated as

∆k

4kp0K
|k⊥s + k⊥i |2 ≈ 1

4kp0K

1
w2

0

∆k. (2.25)
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When the pump, signal and idler modes are in the optical regime, the wave

vectors kp0 = 1/λp0 and K = 1/λs0 (λ is the wavelength) have the magnitudes of

µm−1, while unless the pump is strongly focused, the beam waist w0 considered in

this thesis is normally from hundreds of micrometers to several millimeters, so

∆k

4kp0K
|k⊥s + k⊥i |2 ≈ 10−6∆k ¿ ∆k, (2.26)

the second term of Eq. 2.23 is much smaller than the first term, and can then be

ignored. When the pump is focused close to the Rayleigh limit, this approximation

may not work any longer. It will be shown in chapter 4 and 5 that keeping the pump

as spatially broad as possible has several advantages for the issues discussed in the

thesis. So it is safe to remove the second term of Eq. 2.23.

Finally the joint probability amplitude of the two-photon state in the transverse

spatial domain can be written as

f(k⊥s ;k⊥i ) = C exp
(
−w2

0

4

∣∣∣k⊥s + k⊥i
∣∣∣
2
)

sinc

[
L

2

(
∆k −

∣∣k⊥s − k⊥i
∣∣2

4K

)]
. (2.27)

The function f(k⊥s ;k⊥i ) describes the main features of the correlation of the two-

photon state in the momentum domain. The joint probability distribution of k⊥s

and k⊥i is given by P (k⊥s ;k⊥i ) = |f(k⊥s ;k⊥i )|2.
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Signal

Idler

Figure 2.2 Noncollinear phase matching conditions for degenerate
type-I PDC.

2.3.3 Marginal distribution

From the joint probability distribution P (k⊥s ;k⊥i ), it is possible to obtain other

quantities of interests. One would be the marginal distribution of the signal and

idler modes P̄ (k⊥s ) and P̄ (k⊥i ). Due to the symmetry of the degenerate type-I PDC,

the marginal distributions should be the same, i.e., P̄ (k⊥s ) = P̄ (k⊥i ), and

P̄ (k⊥s ) =
∫

dk⊥i P (k⊥s ;k⊥i ). (2.28)

For the integration, k⊥s can be considered as a parameter, while k⊥i is the argument.

The first term in P (k⊥s ;k⊥i ) (the Gaussian function) has the width of approximately

1/w0, while the second term (the sinc function) has the width of roughly
√

K
∆k

1
L .

For a practical PDC setup, both the pump beam waist w0 and the crystal length L

are on the mm - cm scale. As shown in Fig. 2.2

K

∆k
=

K

2K − kp0
=

K

2K − 2K cos θ
=

1
1− cos θ

. (2.29)



2.3 Spatial distribution of parametric downconversion in momentum
domain 39

In the paraxial regime, the angle between the downconverted modes and the pump,

θ, is small. Expanding Eq. 2.29 in θ, we have

√
K

∆k
≈

√
1

1− (1− θ2/2)
=
√

2
θ
À 1. (2.30)

Therefore it is reasonable to assume

1
w0

¿
√

K

∆k

1
L

. (2.31)

For the integration in Eq. 2.28, the Gaussian function can be approximated as a

Dirac delta function δ(k⊥s + k⊥i ) (ignoring an overall normalization constant), and

the marginal distribution is given by

P̄ (k⊥s ) ∝
∣∣∣∣∣sinc

[
L

2

(
∆k −

∣∣k⊥s
∣∣2

K

)]∣∣∣∣∣

2

. (2.32)

In principle this equation is sufficient to describe the distribution of each individual

mode of the PDC state. To show the characteristics of the modes more clearly,

this equation can be simplified further using several approximations. First, the

sinc function can be approximated as a Gaussian with the same full width at half

maximum (FWHM). This approximation keeps the central peak of the sinc function,

ignoring all secondary peaks. This is acceptable for a rough description of the PDC
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states. This approximation can be expressed as

sinc (x) ≈ exp(−γx2), (2.33)

with γ = .193.

In this approximation the marginal distribution can be written as

P̄ (k⊥s ) ∝ exp

[
−γL2

2

(
∆k − |k⊥s |2

K

)2
]

∝ exp
[
− γL2

4K2

(√
K∆k − |k⊥s |

)2 (√
K∆k + |k⊥s |

)2
]

. (2.34)

According to Eq. 2.34, P̄ (k⊥s ) achieves its maximum value at |k⊥s |mp =
√

K∆k. In

degenerate type-I PDC, the signal and idler modes have the same polarization and

wavelength. But for practical applications, it is usually required to distinguish these

two modes. The only way is to make them well separated in the spatial domain,

i.e., they cannot overlap in space with each other. Mathematically this means

|k⊥s |mp À
√

var{|k⊥s(i)|}, where var{|k⊥s(i)|} is variance of |k⊥s(i)|. So the following

approximation can be applied

√
K∆k + |k⊥s | ≈ 2

√
K∆k, (2.35)

and Eq. 2.34 can be simplified as

P̄ (k⊥s ) ∝ exp
[
−2γL2∆k

K

(√
K∆k − |k⊥s |

)2
]

, (2.36)
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which is a ring with a radius
√

K∆k and width ∼
√

K
γ∆k

1
L .

Fig. 2.3 compares the experimental measurements of P̄ (k⊥s ) (left column) and

the theoretical predictions from Eq. 2.36 (right column). The experiment mea-

surements were done with a 2-f imaging system and a charge coupled device (CCD)

camera. The details of the setup are discussed in chapter 5. This comparison is done

for the PDC state generated from a β-barium borate (BBO) crystal with two differ-

ent lengths L = 1 mm (upper row) and L = 0.5 mm (lower row). It could be seen

that the theoretical fits of the experiment results are better for longer crystals. This

is due to the increased variance of |k⊥s | for L = 0.5 mm making the approximation

in Eq. 2.35 less accurate.

2.3.4 Conditional distribution

The conditional distribution of the transverse momentum of the PDC state can also

be calculated from the joint probability distribution and the marginal distribution

P (k⊥i |k⊥s ) =
P (k⊥s ;k⊥i )

P̄ (k⊥s )
(2.37)

With the same approximations applied in Sec. 2.3.3, it can be shown that

P (k⊥i |k⊥s ) ∝ exp
(
−w2

0

4

∣∣∣k⊥s + k⊥i
∣∣∣
2
)

, (2.38)

which shows the anticorrelation between the signal and idler photon transverse mo-

menta.
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Figure 2.3 Comparision between the experimental measurement
and theoretical predictions of P̄ (k⊥s ). The axes are the pixel numbers
of the CCD camera. Figures on the left are the experiment results,
and those on the right are the theoretical results according to Eq.
2.36. For (a) and (b), L = 1mm, while for (c) and (d) L = 0.5mm.
The pump wavelength is 405 nm. The estimated K = 12.88 µm−1

and ∆k = 17.27 mm−1.
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Figure 2.4 Schematic of the degenerate type-I PDC. (a) The 3D
figure shows how the downconverted photons are emitted in cones.
The cross section is shown in (b). The circular section is the
marginal distribution of signal and idler photons, which has a width
of

√
K/γ∆k/L. On the detection of one photon, the conjugate pho-

ton will be found within a diametrically opposing area with radius
1/w0.
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In type-I noncollinear PDC, the photon pairs are emitted in directions defined

by two angles, the polar and azimuthal angles, about the pump propagation axis,

z. The azimuthal angle is random for each pair, while the polar angle is determined

by the phase matching conditions. Thus the downconverted photons are distributed

around cones centered on the z axis, and the apertures of the cones are specified

by the polar angle. In the degenerate case, the cross sections of the cones are

circular and have the same radius for the signal and idler photons (Fig. 2.4(a)),

which creates, after the accumulation of a lot of pairs, a ring structure like Fig.

2.3(a) and Fig. 2.3(c). Inside this region, the photon pairs are anticorrelated. If

this anticorrelation is perfect, the photons will be found in diametrically opposing

points inside the ring. However due to the uncertainty in the transverse momentum,

introduced by the finite pump beam spatial distribution (w0), each photon is located

inside the correlation area with radius 1/w0. This is summaried in Fig. 2.4(b).

2.4 Distribution of parametric downconversion in posi-

tion domain

As discussed in Chapter 1, for the spectrally filtered photon pairs, the transverse

position can be considered as the conjugate variable of the transverse momentum.

Therefore the joint probability amplitude for the transverse positions of the PDC

state can be defined as the Fourier transform of the joint momentum probability
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amplitude:

f(r⊥s ; r⊥i ) = F{f(k⊥s ;k⊥i )} =
∫

dk⊥s dk⊥i f(k⊥s ;k⊥i )ei(k⊥s ·r⊥s +k⊥i ·r⊥i ). (2.39)

Substituting Eq. 2.27 into Eq. 2.39, we have

f(r⊥s ; r⊥i ) ∝ ṽ(r⊥s + r⊥i )∆̃(r⊥s − r⊥i ) (2.40)

where

ṽ(r⊥s + r⊥i ) = exp
(
− 1

4w0

∣∣∣r⊥s + r⊥i
∣∣∣
2
)

(2.41)

and

∆̃(r⊥s − r⊥i ) =
∫

dkv sinc

[
L

2

(
∆k −

∣∣k⊥v
∣∣2

4K

)]
eik⊥v ·

r⊥s −r⊥i
2 (2.42)

which can only be calculated numerically.

With the approximations in Sec. 2.3.3, it can be shown that ṽ(r⊥s + r⊥i ) deter-

mines the marginal distribution of the downconverted photons, which has the widths

∼ w0. This is easy to understand since the photons can only be generated in the

area defined by the width of the pump profile. While ∆̃(r⊥s − r⊥i ) determines the

conditional distribution of the PDC state, which has the width about L
√

∆k
K . This

could be seen from Fig. 2.5. The downconverted photons generated inside the crys-

tal travel in different directions due to the noncollinear phase matching condition.

The maximum separation between the signal and idler photon when they emerge
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Figure 2.5 Position correlation of PDC. The downconverted pho-
tons generated inside the crystal travel in direction separated by 2θ
due to the noncollinear phase matching condition. The maximum
separation when they emerge from the back surface of the crystal is
2Lθ.

from the surface of the crystal is

|r⊥s − r⊥i |max = 2L tan θ ≈ 2Lθ =
√

2L

√
∆k

K
. (2.43)

where Eq. 2.30 is used.

2.5 Entanglement of the PDC state

The Schmidt decomposition has been used to analyse the spatial correlations of a

collinear PDC state [35]. It has been shown that this method can also be generalized

to quantify the entanglement of noncollinear PDC states with spatial filtering [136].

The Schmidt decomposition can be applied numerically to any bipartite joint prob-
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ability amplitude using the method of singular value decomposition (SVD) [137], in-

cluding the noncollinear PDC state discussed in this section. This thesis will not

go into the details of this calculation. With Gaussian approximations, the Schmidt

number (see Sec. 1.2.2 for definition) is given by the ratio of the width of the

marginal distribution to the width of the conditional distribution, i.e., ∼
√

K
∆k

w0
L .

As dicussed in Sec. 1.2.2, there are many ways to characterize entanglement

other than by direct quantification, e.g., by use of an entanglement witness. For bi-

partite continuous variable system, a family of the widely used entanglement witness

is [138–141]

∆2(|ask⊥s + aik⊥i |)∆2(|bsr⊥s + bir⊥i |) ≤
(|asbs|+ |aibi|)2

4
. (2.44)

where ∆2(x) is the variance of x, as(i) and bs(i) are real coefficients, ks(i) and rs(i)

are transverse momenta and positions, respectively.

Due to the expression of the joint probability amplitude of the PDC state in Eq.

2.27, it is convenient to choose as = ai = bs = 1 and bi = −1. The variance product

on the left side of Eq. 2.44 can be estimated as

∆2(|k⊥s + k⊥i |)∆2(|r⊥s − r⊥i |) ≈
L

w0

√
∆k

K
, (2.45)

which is, as shown in the previous discussions, much less than unity. This shows the

transverse spatial entanglment between the signal and idler photons.
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Figure 2.6 The experimental setup to measure the spatial corre-
lations of the PDC state. Different imaging systems are used for
measuring different variables (momentum or position). By measur-
ing the coincidence rate of the two single-photon detectors, we can
estimate the joint distribution of the PDC state in different domain.

2.6 Experimental setup to measure the spatial correla-

tions of the PDC state

To measure the spatial correlations (joint probability) of the PDC state, imaging

systems as shown in Fig. 2.6 should be used. Assume the focal length of the imaging

lens (we assume same lenses are used in the two arms) is f , then to measure the

momentum correlation of the photon pair, we should have

z2 = z4 = f. (2.46)

Usually, though not necessarily, one also choose z1 = z3 = f to remove the additional

phase factor. This imaging system is known as 2-f imaging system. Two single-

photon detectors are used to scan the distribution of each photon. By measuring the

coincidence rate the detectors, we can estimate the joint distribution of the photon

pair.
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To measure the position correlation of the photon pair, we should have

1
z1

+
1
z2

=
1
f

, (2.47)

1
z3

+
1
z4

=
1
f

. (2.48)

As a special example, we can choose z1 = z2 = z3 = z4 = 2f , which is called the 4-f

imaging system.

Fig. 2.6 is only the simplest setup for measuring the correlations of photon

pairs in the spatial degree of freedom. In implementations with long distance links,

more complicated optical systems should be used to reduce the spread of the beam.

Moreover, different imaging systems may be used on each arm to measure different

variables.

2.7 Engineering the PDC state for quantum informa-

tion processing

A useful feature to produce photon pairs via parametric downconversion (PDC)

is that it offers well-developed techniques to modify the modal structure of the

downconverted photons. With the combination of a variety of lasers (with different

spectrum, spatial mode, etc.) and nonlinear crystals, the photons can be tailored in

numerous ways. Most importantly, the correlations of the spatio-temporal degrees

of freedom can be modified. Many quantum communication applications, including

the quantum cryptography scheme discussed in thesis, require the highly correlated
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PDC state. Therefore in this thesis we mainly study the generation and application

of this kind of state. There are other quantum information processing applications

that will benifit from the spatio-temporally factorable PDC state, which is studied

in Appendix A.



Chapter 3

Violation of a Bell Inequality

Based on the Spatial Wigner

Function

As mentioned in Sec. 1.2.3, the Bell inequality provides a measure of the nonclas-

sicality of a composite quantum system, by testing whether a local realistic model

can describe the results of joint measurements on the system. Moreover, the Bell

inequality provides a way to verify entanglement. Of special interest for the issues

discussed in this thesis is the fact that the Bell inequality plays an important role

in the security of quantum key distribution protocols [77,142,143]. In particular, it has

been proved that the correlations shared by Alice and Bob must violate a generalized

Bell inequality, known as CHSH inequality [55], otherwise Alice and Bob’s measure-

ment results could be produced by the quantum measurements on the seperable
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state of larger dimensions, which cannot be used for secure key generation [79].

In this section, we show that the spatial correlations of the PDC state can be

used to violate a CHSH inequality. Although this is not part of the QKD protocol

proposed in Chapter 4, it confirms the potential for the spatial correlations of the

PDC state to be used in the secure distribution of information.

3.1 CHSH inequality and experimental loopholes

The original Bell theorem assumed perfect correlations between two different sub-

systems [54]. This situaiton is difficult to achieve in realistic experiments due to

practical imperfections. Clauser, Horne, Shimony and Holt refined Bell’s work and

derived an equation that is applicable to real experiments [55]. Their result, known

as the CHSH inequality, is formualted in the following way: consider a bipartite

system with spacelike separated subsystems labelled as A and B. We denote a and

b as the local measurement settings on each subsystem, with α and β being the

measurement results each with only two possible values ±1. The joint probability

of α and β for measurement settings a and b is denoted by P (α, β|a,b). We define

the correlation function

E(a,b) =
∑

α,β

αβ P (α, β|a,b). (3.1)

which describes correlations between subsystems A and B. Then for a local realistic

hidden variable model P (α, β|a,b) should be able to be written in the form of Eq.
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1.18, and the measurement results must satisfy

|E(a1,b1) + E(a1,b2) + E(a2,b1)−E(a2,b2)| ≤ 2. (3.2)

This inequality gives a bound on any local realistic hidden variable model. It is

shown that quantum mechanics allows the combination on the left side of Eq. 3.2

to achieve a maximum value of 2
√

2 [144].

Since the publication of CHSH inequality, there have been numerous experimen-

tal demonstrations violating this type of inequalities (see, for example, Refs [56–58]),

supporting the predictions of quantum theory. However there are two major exper-

imental loopholes which make the experiment results less convincing [145].

The first loophole is called the locality loophole [146]. An ideal experimental

test for a Bell inequality should prohibit communications between the two different

measurement apparatus to speeds less than or equal the speed of light, i.e., the

measurement apparatus must be space-like separated. This requires the spatial

separation between the measurement apparatus to be sufficiently large and switching

of measurement settings to be fast, i.e., the switching time of the measurement

settings is smaller than the flight time of the detected particles so that the choice

of the measurement settings are made during the flight of particles (see Fig.3.1).

There have been many experimental efforts to close this loophole [146]. Finally the

experiment reported in Ref [60] achieved this goal by detecting correlations of photon

pairs generated by type-II PDC with polarizers separated by a distance of over 400
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Figure 3.1 A schemetic describes the locality loophole in the ex-
perimental test of Bell inequality. The gray cone shows the spread
of the information on the measurement settings of each party. This
information must arrive the other party after the detection of the
particle to ensure the localilty loophole closed.

m.

The other main loophole is known as the detection loophole. This impediment

arises from the non-unit efficiency of the signal detection. In most experiments only

a small fraction of the quantum objects are detected due to low detection efficiency,

making a supplementary assumption necessary. This assumption is that the detected

quantum objects are good candidates of the whole ensemble, that is, they faithfully

represents the ensemble. In defense of local realism, one can argue that correlations

that violate the Bell inequality are only possessed by the particles detected in pairs,
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and all the others are rejected. It was proven that unless the detection efficiency

exceeds a certain threshold of 83% [147], the violation of a Bell inequality does not

necessarily imply a contradiction with a local realistic description of the data [147–149].

There have been several efforts to improve detection efficiency in experiments with

entangled photon pairs [150,151]. However this turns out to be very difficult, not only

due to the efficiency of single-photon detectors, but also due to the large emission

angle of photons from PDC which makes high collection efficiency difficult to achieve.

Another option is to perform measurements on correlated, more localized, massive

particles, for example, atoms, ions etc. Ref [152] reported an experiment to measure

the correlations between two trapped ions with near perfect efficiency, closing the

detection loophole. Although the two major loopholes have been closed in different

experiments, there is still no single experiment that closes both of the loopholes

simulataneously.

As mentioned above, for the experiment with photon pairs, due to the detection

efficiency, the violation of a Bell inequality is usually not a decisive disproof of local

realism, but rather a signature of entanglement between the measured photons.

3.2 Violation of a Bell inequality with the spatial cor-

relations of PDC

The original Bell inequality (and the CHSH inequality as well) relies on dichotomic

outcomes of measurements made on each subsystem. Although there have been



3.2 Violation of a Bell inequality with the spatial correlations of PDC56

discussions on the generalization of Bell inequalities to N -value observables with

N ≥ 3 [123,153], as N increases the number of detectors increases as well, which makes

it challenging for experimental realizations. In this chapter we restrict our attention

to Bell inequalities based on dichotomous observables. Therefore it is necessary

to identify a way in which a given state may yield only two possible results for a

specified measurement.

The first Bell inequality violation was shown with a singlet state of two spin-1/2

particles [54], which differs from the original EPR state. Since then, the question

of whether it is possible to violate a Bell inequality using the original, continuous-

variable entangled EPR state [53] with the wave function

ψ(p1, p2) =
∫ ∞

−∞
e(2πi/h)(p1+p2)xdx (3.3)

has arisen. Here p1 and p2 are the momenta of the two particles. The actual form

of the state in Ref [53] was defined in terms of the particle positions, which is the

Fourier transform of Eq. 3.3). Although this state has some mathematical problems

due to its singularity, since the joint distribution amplitude is a delta function and

is not square integrable, it can be regarded as the limit of an appropriate class of

smooth normalizable states [1] to overcome this difficulty. In particular, the EPR

state is the limit of the collinear phase-matched PDC state shown in Sec. 2.3 (for
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simplicity, we only consider the 1D distribution)

f(k⊥s ; k⊥i ) = C exp
[
−w2

0

4

(
k⊥s + k⊥i

)2
]

sinc
[

L

8K

(
k⊥s − k⊥i

)2
]

= C exp

[
−

(
k⊥s + k⊥i

)2

σ2
+

]
sinc

[(
k⊥s − k⊥i

)2

σ2−

]
(3.4)

When w0 →∞ and L → 0 this amplitude approaches that of an ideal EPR state in

k⊥s and k⊥i . Although John Bell argued that the original EPR state, and its Gaussian

approximations, are consistent with a local realistic description due to the positivity

of their joint Wigner functions (see the following discussions for the definition) [154],

it has been shown that the positivity or negativity of the Wigner function has a very

weak relation to the locality problem [155]. Since an arbitrary system can be separated

into dichotomous observables, the realistic states that approach the EPR state can be

used to demonstrate violations of Bell-inequalities. An easier approach is to operate

on only one two-dimensional subspace of the continuous space, and discard the

photons that do not fall into it. For example, Cohen [1] shows that a Bell state can be

produced by selecting two pairs of correlated space-time modes from the continuum

occupied by each EPR particle. This allows the momentum-entangled photons to be

treated exactly like polarization-entangled photons. However, this procedure works

by throwing away nearly all the amplitude of the EPR state, creating a spin-like

state by projecting onto a dichotomic subspace of the original, continuous Hilbert

space. This idea was, in fact, the basis for a practical realization by Tapster and

Rarity of Bell inequality violations using frequency and momentum entanglement
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of photon pairs [126]. In these experiments, pinholes were used to select just two

pairs of correlated modes, thus discarding most of the correlated particles produced

by the quantum source (PDC). This severely limits the signal-to-noise ratio of the

experiments, and suffers from the detection loophole as well.

Therefore it would be a significant achievement to demonstrate that a Bell in-

equality is violated with continuous degrees of freedom, without discarding any of

the photons used to provide the information. For the issues discussed in this thesis

this is of particular importance since we aim to employ the continuum of the spa-

tial correlations without spatial filtering or projecting onto a discrete subspace of

the PDC state for quantum key distribution. Interestingly, it turns out that a Bell

inequality violation can be achieved by measuring the joint Wigner function of the

PDC state and applying the method suggested in Ref [155].

3.2.1 Wigner function and spatial parity

As mentioned in Sec. 1.1, the Wigner function [156] is a phase-space representation of

contiunuous variable quantum states, and is usually considered as a quasi-probability

distribution. For a pure single-particle state

|Ψ〉 =
∫

dk f(k)|k〉 (3.5)
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with a momentum-space wave function f(k), the Wigner function is defined as

W (x, k) =
∫

dk′ f∗
(
k + k′

)
f

(
k − k′

)
ei2k′x

=
1
2π

∫
dx′ f̃∗

(
x + x′

)
f̃

(
x− x′

)
e−i2kx′ (3.6)

where f̃(x), the Fourier transform of f(k), is the coordinate-space wave function.

Wigner function has many convenient properties. For example, its integration over

one variable gives the probability distribution of the other variable. The Wigner

function can be considered as the expectation value of a displaced parity opera-

tor [157]. To see, we follow the analysis in Ref [157] and rewrite the Wigner function

in a more quantum-mechanical way

W (x, k) = 〈Ψ|Π̂x,k|Ψ〉 (3.7)

where

Π̂x,k =
∫

dk′ ei2k′x|k + k′〉〈k − k′|

=
∫

dx′ e−i2kx′ |x + x′〉〈x− x′|. (3.8)

From Eq. 3.7 it is obvious that W (x, k) is the expectation value of the displaced

parity operator Π̂x,k. It is easy to check that

(
Π̂x,k

)2
= Î (3.9)
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where Î is the identity operator. Therefore Π̂x,k has two eigenvalues ±1, i.e., each

measurement of Π̂x,k will yield either 1 or −1, although the eigenstates of Π̂x,k are

highly degenerate. So the Wigner function is the expectation value of a measurement

with dichotomic outcomes, which is similar to the measurement of polarization or

particle spin. Thus we can construct a CHSH inequality using this measurement

operator.

Before we move on to the Bell inequality violation, it is worthwhile to examine

the operator Π̂x,k more closely. It is shown in Ref [157] that Π̂x,k is a diplaced parity

operator

Π̂x,k = D̂(x, k)Π̂D̂†(x, k) (3.10)

where

Π̂ = Π̂0,0 =
∫

dk′|k′〉〈−k′|

=
∫

dx′|x′〉〈−x′| (3.11)

is the parity operator about the origin: it changes f(k) to f(−k) and f̃(x) to f̃(−x),

and D̂(x, k) is the phase-space displacement operator, which shifts the position and

momentum operator by x and k respectively. It can be shown that Π̂x,k changes

x′−x to x−x′ and k′−k to k−k′ when applied to a wave function f(k′). Therefore

Π̂x,k reflects the state around the point (x, k) and is the the parity operator around
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that point [157]. This can also be seen by rewriting the Wigner function in the form

W (x, k) =
1
2π

∫
dx′

[
eikx′f(x + x′)

] [
e−ikx′f(x− x′)

]∗
. (3.12)

The term in the first square brackets, fx,k(x′) = eikx′f(x + x′), is the wave function

f(x′) shifted by (x, k) in phase space, e−ikx′f(x − x′) is acquired by applying the

transformation x′ → −x′ on fx,k(x′). Therefore the Wigner function measures the

overlap of f(x′) with its mirror image around (x, k), or how much f(x′) is centered

on (x, k). This also suggests a way to experimentally measure the spatial Wigner

function [158,159].

Until now we have discussed the Wigner function of a single-particle state. For

a bipartite state

|Ψ〉 =
∫

dka

∫
dkb f(ka, kb)|ka, kb〉 (3.13)

a joint Wigner function can be defined in a similar way

W (xa, ka; xb, kb) =
∫

dk′a

∫
dk′b f∗

(
ka + k′a, kb + k′b

)
f

(
ka − k′a, kb − k′b

)

×ei2(k′axa+k′bxb)

= 〈Ψ|Π̂xa,kaΠ̂xb,kb
|Ψ〉. (3.14)

From Eq. 3.14, it can be seen that W (xa, ka; xb, kb) is the correlation function of

Π̂xa,ka and Π̂xb,kb
, which is exactly the same as that defined by Eq. 3.1, with (xa, ka)

and (xb, kb) taking the place of the local measurement settings a and b respectively.
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Thus a CHSH inequality with the form in Eq. 3.2 can be easily constructed with

different pairs of (xa, ka) and (xb, kb).

3.2.2 A CHSH inequality with the Wigner function of PDC state

For the joint two-photon transverse spatial state from PDC we can construct a

CHSH inequality following Eq. 3.2 and discussions in Sec. 3.2.1

|W (xa1, ka1; xb1, kb1) + W (xa1, ka1; xb2, kb2) + W (xa2, ka2; xb1, kb1)

−W (xa2, ka2; xb2, kb2)| ≤ 2. (3.15)

Then the problem is to find proper settings (xa1, ka1), (xa2, ka2), (xb1, kb1) and

(xb2, kb2) that will allow a given state to violate this inequality. Here we first con-

sider the combinations that are suggested in Ref. [155]: ka1 = ka2 = kb1 = kb2 = 0,

xa1 = xb1 = 0, xa2 =
√

J and xb2 = −√J . It is unclear whether this is the optimal

selection in the sense that whether it allows the maximal violation of Eq. 3.15, but

we will show that this is adequate for the PDC state.

It is straightforward to calculate the Wigner function of the PDC state with

Eqns. 3.4 and 3.14. However due to the sinc function in the PDC wave function,

it is not possible to give an analytical expression for the Wigner function, and we

need to resort to numerical calculations. It is always useful tohave an analytical

expression, even with approximations, since it can give insight to the mechanisms
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at work. Therefore we start with a Gaussian state with the wave function

f(ka, kb) =
2√

πσ+σ−
exp

[
−(ka + kb)2

σ2
+

]
exp

[
−(ka − kb)2

σ2−

]
. (3.16)

Note this state is not the Gaussian approximation of the collinear PDC state in

Eq. 3.4, since the Gaussian approximation of sinc(x2) is exp(γx4). However it has

several characteristics similar to the PDC state, e.g., the Schmidt numbers (Eq. 1.8)

for this state and the PDC state vary in a similar way when the same parameters

are used, and both achieve the minimum Schmidt number at σ+/σ− = 1.

The Wigner function of the Gaussian state in Eq. 3.16 is given by

W (xa, ka; xb, kb) = exp
[
−σ2

+(xa + xb)2

8

]
exp

[
−σ2−(xa − xb)2

8

]

× exp
[
−2(ka + kb)2

σ2
+

]
exp

[
−2(ka − kb)2

σ2−

]
. (3.17)

The combination for testing the CHSH inequality is

B = W (0, 0; 0, 0)+W (
√

J, 0; 0, 0)+W (0, 0;−
√

J, 0)−W (
√

J, 0;−
√

J, 0)(3.18)

= 1 + 2 exp
[
−σ2

+ + σ2−
8

J

]
− exp

[
−σ2−

2
J

]
(3.19)

We define the ratio of the Gaussian widths

r =
σ−
σ+

. (3.20)
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When σ+ goes to infinity (r goes to 0), we have spatially anti-correlated photons

(ka = −kb), while for σ− going to infinity (r goes to infinity), we have spatially

correlated photons (ka = kb).

With Eq. 3.20, the combination in Eq. 3.19 can be rewritten as

B = 1 + 2 exp
[
−1 + r2

8
σ2

+J

]
− exp

[
−r2

2
σ2

+J

]
. (3.21)

Thus the maximum value of B is not determined by the specific values of σ+ and

σ−, but rather by their ratio r. This is similar to the Schmidt number analysis of

the state [35]. The corresponding shift in position
√

Jmax is inversely proportional

to σ+. This offers some convenience in the proposed experiment. As will be shown

in Sec. 3.2.3,
√

J is achieved by moving the position of a mirror which has a finite

resolution. Therefore it is convenient to make σ+ small and keep r a constant such

that
√

Jmax is large enough to tolerate errors due to the experimental precision.

Fig. 3.2(a) shows the calculated B as a function of r and σ2
+J . It can be seen

that for certain values of r and J , B exceeds the classical limit 2. Since B ≥ 0, the

extremum (maximum or minimum) value of |B| is the extremum of B, which can be

found by solving the condition

∂B
∂J

= 0 (3.22)

Thus we have the extremum is achieved at

Jm =
1

σ+

8
3r2 − 1

log
(

2r2

1 + r2

)
. (3.23)
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A more careful examination shows that where r ≤ 1, B achieves its minimum value

at Jm, and its maximum is 2, while for r > 1, B achieves its maximum at Jm.

Therefore we have

Bmax =





2 when r ≤ 1

1 + 2
(

2r2

1+r2

)− 1+r2

3r2−1 −
(

2r2

1+r2

)− 4r2

3r2−1 when r > 1
(3.24)

Fig. 3.2(b) shows Bmax as a function of r. It can be seen that when r > 1, the

violation of a CHSH inequality can be achieved. Note that when r → ∞, the

Gaussian state in Eq. 3.16 approaches the EPR state (Eq. 3.3), and Bmax achieves

its maximum value of 2.19. This shows that the EPR state can demonstrate some

nonlocality. This is exactly the same result in Ref [155], althought we use a slightly

different state for our analysis. A interesting point about this result is that although

the amount of the entanglement contained in the state can be made arbitrarily large

by letting r →∞, B can never exceed Tsirelson’s bound 2
√

2 [144]. This shows that

entanglement does not exhaust the full potential of nonlocality [28].

An interesting point of Fig. 3.2 is that the CHSH inequality is only violated

when r > 1. It has been shown that when r ¿ 1, the state also exhibits a significant

amount of entanglement [35], but it cannot be used to violate the CHSH inequality in

combination with Eq. 3.19. This confirms that a specific Bell inequality is an entan-

glement witness, i.e., not every entangled stated can violate a given Bell inequality.
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Figure 3.2 (a) B defined in Eq. 3.19 versus r and J . When B
exceeds 2, the violation of a CHSH inequality can be achieved. (b)
The maximum value of B versus r. When r → ∞, Bmax approaches
its limit 2.19.
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In fact, we can construct another combination

B = W (0, 0; 0, 0) + W (0,
√

J ; 0, 0) + W (0, 0; 0,−
√

J)−W (0,
√

J ; 0,−
√

J) (3.25)

which means instead of applying shift in position of the particle wave function, we

apply the shift in momentum. A similar analysis implies that the combination in

Eq. 3.25 can be used to violate the CHSH inequality if and only if when r < 1,

and achieves the maximum value 2.19 when r → 0. Therefore the combinations for

violating a Bell inequality should be carefully selected according the state used in

the setup.

Now we calculate B for a realistic PDC source. We consider the degenerate

collinear type-II PDC photon pairs generated by pumping a L = 3 mm thick β-

barium borate (BBO) crystal with a monochromatic pump at 400nm with beam

waist w0 = 2 mm. The estimated wave vector of the downconverted photon is

K = 12.9 µm−1. Then the ratio between σ− and σ+ in Eq. 3.4 is

r =
σ−
σ+

= w0

√
2K

L
= 185 À 1. (3.26)

The value of r is proportional to (Ldif/L)1/2, where Ldif is the diffraction length of the

pump beam. The result of Eq. 3.26 is the normal situation unless the pump beam

is strongly focused. Therefore we choose B of the form in Eq. 3.18. As mentioned

previously, this calculations is done numerically with the two-photon wave function

shown in Eq. 3.4. We should indicate that in contrast to the Gaussian correlated
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( )

Figure 3.3 The numerically calculated B versus
√

J for a practical
PDC source. It can be seen that with a proper shift

√
J (1.76 µm),

a CHSH inequality is violated.

state, the Wigner function of the PDC state has negative values at some points due

to the sinc function. The numerically calculated B versus
√

J is shown in Fig. 3.3.

At
√

J = 1.76 µm, B reaches its maximum value 2.2, a clear violation of the CHSH

inequality. This number is also slight larger than the limit of the Gaussian states,

2.19, indicating a stronger violation.

Therefore it is possible to violate the Bell inequality using the correlations of

continuous spatial variables of a realistic PDC source. Rather than manipulating

the input state using a projection in order to obtain a Bell state, we construct

a dichotomic observable that is non-zero for any biphoton state. Although the

idea is similar to the CHSH inequality violations with the entanglement in field

quadratures suggested in Ref [155,160], the use of the spatial degree of freedom of the



3.2 Violation of a Bell inequality with the spatial correlations of PDC69

entangled photon pairs overcomes one of the main obstacles of the entanglement

in field quadratures: the degradation of quantum correlations due to inevitable

optical losses and inefficiencies in real systems. Experiments using photon pairs are

not hampered by losses, since the photon number is decoupled from the observed

correlated variables such that viable results can be postselected.

3.2.3 The proposed experiment setup

Another advantage of using the spatial Wigner function of photons is that it can

be measured directly using Sagnac interferometers [158,159]. Recall the Wigner func-

tion expression in Eq. 3.12, the Wigner function W (x, k) is the overlap of the wave

function f(x′) with its mirror around (x, k), which can be acquired by a spatial

integration of the overlap between eikx′f(x + x′) and a complex conjugate of its

replica rotated by 180◦. For the electromagnetic field, or photons, translation of the

transverse spatial state f(x′) by x, giving f(x+x′), can be realized by displacement

of f(x′) in space by x, and the added transverse phase factor eikx′ can be achieved

by changing the transverse propagation direction by k. Thus the transverse spatial

Wigner function of a single photon W (x, k) can be measured by the Sagnac interfer-

ometer depicted in Fig. 3.4(b) [158]. Before entering the interferometer, the photon

is steered by a mirror (M1 in the figure). The displacement and tilt of the mirror

determines x and k respectively. The interferometer includes an image rotator (a

Dove prism [158] or a three-mirror setup [159] to rotate the geometric phase of the

photon), which acts as the spatial inversion of the photon. The output signal of the
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interferometer is collected by a focusing lens and directed to a large area detector

to perform the spatial integration.

The two output ports of the Sagnac interferometer correspond to two possible

measurement results (+ and −, or symmetric and anti-symmetric) of the spatial

parity operator Πx,k. Since the Wigner function is the expectation value of Πx,k,

it should be proportional to the difference between the signal intensities of the two

detectors. For the measurement of the joint Wigner function, an apparatus con-

sisting two separate Sagnac interferometers should be employed (Fig. 3.4(a)). The

coincidence events between different detectors (+a+b, +a−b, −a+b and −a−b) cor-

responds to four possible measurement results of Π̂xa,kaΠ̂xb,kb
, therefore the joint

Wigner function is given by

W (xa, ka;xb, kb) =
C(+a+b)− C(+a−b)− C(−a+b) + C(−a−b)
C(+a+b) + C(+a−b) + C(−a+b) + C(−a−b)

(3.27)

where C(·) is the number of coincidence events.

By selecting appropriate configurations of the PDC source and displacements

of the mirrors, the results of measurements can violate local realism. Nevertheless,

there will likely be some restrictions on the possible states testable in this way due

to the finite numerical aperture of the Sagnac interferometer.

Recently another experimental violation of a Bell inequality with spatial parity

has been reported [161]. This experiment also employs an appropriately tailored

PDC state. Instead of measuring the parity of the wave function in the phase space
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Figure 3.4 (a) Apparatus for measuring the spatial joint Wigner
function of the PDC source. Each arm consists of a Sagnac inter-
ferometer shown in (b). The displacement and tilt of the mirror M1
determine the point (x, k) for measuring the Wigner function.



3.3 Detection loophole revisited 72

(x1, k1;x2, k2) with Wigner function, they concentrate on the parity in position.

This is achieved by local parity analysers, which change the geometric phases of the

photons by θa and θb respectively. With properly selected combinations of (θa, θb),

a Bell inequality violation is demonstrated.

3.3 Detection loophole revisited

The proposed scheme for examining Bell’s theorem with spatial parities has a signif-

icant benefit: it allows one to employ the full continuum of the joint wave function

of the two photon state from PDC, without any spatial filtering. This can drasti-

cally reduce the optical loss, though improvement of the detector efficiency is still

required to close the detection loophole. However, recall the spatial correlation in

Eq. 3.4 is only applicable for the degenerate PDC state, i.e. spectral filtering is re-

quired, which introduces remarkable loss as well. To fix this problem it is necessary

to study whether the correlation of a PDC state in the spatial degree of freedom,

without any spectral filtering, is able to violate a Bell inequality. This requires to

study entanglement in a larger Hilbert space [134], and Bell inequalities should be

adapted to this new Hilbert space. An alternative approach is to find a PDC state

that decouples the spatial degree of freedom from the spectral degree of freedom,

some ideas of which were presented in Appendix A.



Chapter 4

Quantum Key Distribution

Using Continuous Variables of

Single Photons

The distribution of secret information via optical channels, e.g. quantum key dis-

tribution (QKD) (see Sec. 1.3 for the introduction), provides an important example

of the technological capability of quantum correlations. As discussed in Sec. 1.3,

current QKD schemes can usually be divided into two major categories. One is the

Bennett-Brassard (BB84) protocol [65] and a large collection of its variations [162],

which employ dichotomic variables, e.g. the polarization or relative phase [75], of

single photons or entangled photon pairs to transfer information securely. Thus the

maximum achievable information transfer rate is intrinsically limited to one bit per

photon. The other QKD category utilizes continuous variable (CV) multi-photon
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systems [10,13,94] where the amplitude and phase quadratures of coherent states [14,95]

or squeezed state [11,12] serve as the information carriers. While CV-QKD systems

potentially enable higher key distribution rate, since measurment results can have

a continuum of values instead of two, they appear to be much more sensitive to

losses [93], restricting the security for longer distances. Entanglement purification,

postselection [96] or reverse reconciliation protocols [14] can enhance the range of se-

cure communications in this approach.

As shown in Sec. 1.4, the spatial (position and momentum) and spectral (time

and frequency) degrees of freedom of quasi-monochromatic single photons can play

a similar role as the quadrature amplitudes of the electromagnetic field. Therefore

it is possible to implement quantum information processing applications with these

variables. For example, experimental demonstrations of encoding qudits (d > 4)

on the spatial degree of freedom of entangled photons generated with parametric

downconversion (PDC) process have been reported [163,164], which demonstrates the

potential of continuous variables of single photons for quantum communications.

Recently there have been several considerations to employ these variables for dis-

tributing secret information. These schemes, i.e. single-photon CV-QKD, have been

suggested as a means to increase the information transfer rate by coding more than

one bit per photon. Compared to quadrature-based CV-QKD, single photon CV-

QKD eliminates the local oscillators required for homodyne detection, and as we

will show in this chapter, decouple the channel loss from the quantum correlations.

Experimental implementations have demonstrated the feasibility of these schemes
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by utilizing the spatial [2,109] or spectral [110] degree of freedom of single photons or

entangled photon pairs generated by PDC. Yet, the security of such schemes has not

been analysed in a thorough way, and as we show here, this is not a trivial extension

of either BB84 or the conventional CV-QKD security proofs.

In this chapter, we evaluate the potential of the spatial properties of PDC for

QKD by considering a realistic PDC source with practical detectors and a lossy

quantum channel. The analysis here also works for CV-QKD employing the corre-

lations of time-frequency entangled photon pairs [110]. Although the spectral degree

of freedom of a properly engineered PDC state can demonstrate a large entangle-

ment [165], which is extremely benificial for quantum communications, to make use of

this correlation, one requires nonstationary optical elements, such as shutters, phase

modulators and especially detectors whose response time is in the femtosecond-

picosecond range, or alternatively, devices with very high spectral resolution, on

the order of the pump bandwidth. These devices are difficult or impossible to build

with current technology. Spatial correlations are, however, easier to manipulate with

current technology, therefore allowing more complete assessment of the channel se-

curity.
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4.1 Information content of the parametric downconver-

sion state

Analysis of the amount of information shared between different parties (Alice, Bob

and Eve) plays an important role in quantum cryptography. It determines the

transfer rate of secret keys. Therefore we start with an analysis of the information

content in the PDC state.

There are several ways to quantify information. The most well-known definition

was given by C. E. Shannon: the amount of information is defined by the reduction

of uncertainty [166]. A key concept in the quantification of information is entropy.

The entropy of a random variable X measures the uncertainty about X before we

know the exact value of X. Assume the value of X has a probability distribution p(x)

(here we consider the situation that X is a continuous variable), then the entropy is

defined as [166] (in units of ’bits’).

H(X) = −
∫ ∞

−∞
dx p(x) log2 p(x). (4.1)

Entropy also measures the amount of information that one can gain after learning

the value of X. Consider a communication process with a perfect channel, i.e.

lossless, no noise, no distortion etc., the sender (Alice) transmits the value of X

to the receiver (Bob) along this channel. Then H(X) quantifies the amount of

information that is transfered from Alice to Bob.

In practical systems, due to the imperfections of the transfer channel (losses,
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noises, distortions etc), Alice and Bob may have different variables X and Y , i.e.

X 6= Y . Suppose Alice tries to send X to Bob and Bob receives Y . X and Y are

not perfectly correlated in the sense that the conditional probability distribution

p(x|y) 6= δ(x− y), (4.2)

where δ(·) is the Dirac delta function. In this situation the conditional entropy is

defined as

H(X|Y ) = −
∫ ∞

−∞
dy

∫ ∞

−∞
dx p(x, y) log2 p(x|y), (4.3)

where p(x, y) is the joint probability distribution of X and Y . H(X|Y ) quantifies

Bob’s uncertainty in X after he receives Y . Recalling information is quantified as

the reduction of uncertainty, the amount of information that is transfered from Alice

to Bob is

I(X;Y ) = H(X)−H(X|Y ), (4.4)

which is also known as the mutual information of X and Y . Substituting Eq. 4.1

and Eq. 4.3 into Eq. 4.4, we have

I(X; Y ) =
∫ ∞

−∞
dy

∫ ∞

−∞
dx p(x, y) log2

p(x, y)
p(x)p(y)

, (4.5)

where p(x) and p(y) are the marginal distributions of X and Y , respectively.

Eq. 4.5 has a symmetric form between X and Y . Therefore it is not necessary to

assume that X is the variable being sent and Y the variable being received. I(X; Y )
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( ; )I X Y

Figure 4.1 A Venn-diagram depicting the relations between H(X),
H(Y ), H(X|Y ), H(Y |X) and I(X; Y ).

is the amount of information shared between the two communicating parties, i.e.,

it is the amount of information that X has about Y , and Y has about X as well.

This is reflected by the fact that I(X; Y ) has another form

I(X; Y ) = H(Y )−H(Y |X). (4.6)

The relations between H(X), H(Y ), H(X|Y ), H(Y |X) and I(X; Y ) are depicted

in Fig. 4.1. In some sense I(X; Y ) can be considered as a quantification of the

correlation between X and Y .

With this introduction to information theory, we can apply this idea to calculate

the information content of the spatial correlations of two-photon PDC states. Here

we consider a degenerate type-I PDC state, the joint amplitude f(k⊥s ;k⊥i ) of which

is give in Eq. 2.27, and the joint probability distribution of k⊥s and k⊥i is given
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by p(k⊥s ;k⊥i ) = |f(k⊥s ;k⊥i )|2. Previous treatment of this problem [2] ignores the

longitudinal phase-matching function (sinc(∆kL/2) in Eq. 2.27), by assuming the

phase-matching spatial bandwidth is much broader than the pump function α(k⊥).

In this case the joint probability distribution is approximated as

p(k⊥s ;k⊥i ) ≈ exp
(
−w2

0

2

∣∣∣k⊥s + k⊥i
∣∣∣
2
)

. (4.7)

This gives an uniform marginal distribution of k⊥s and k⊥i , which is unphysical and

will give infinite mutual information I(k⊥s ;k⊥i ). Therefore retaining the longitudinal

phase-matching function is critical to bounding the shared information from above.

Unfortunately, with the the longitudinal phase-matching function the mutual infor-

mation can not be estimated analytically, even with the Gaussian approximation

given in Eq. 2.33. In order to make progress we must resort to numerical calcula-

tions. For the numerical analysis we model our practical source of entangled photon

pairs by considering degenerate Type-I PDC in a BBO crystal with a phase-matching

angle of 3◦, pumped at 400 nm wavelength. Fig. 4.2(a) shows the calculated mutual

information between the transverse momemta of signal and idler photons I(k⊥s ;k⊥i ).

Similarly, the Fourier transform of Eq. 2.27 gives the joint amplitude of the trans-

verse positions of the photons f(r⊥s ; r⊥i ), which determines the mutual information

I(r⊥s ; r⊥i ) between the transverse positions of the two photons.

The graph illustrates the information transfer gain for CV single photon sys-

tems. It is shown that for a practical PDC state, over 8 bits of information can be
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(a)

(b)

Figure 4.2 Mutual information for spatially entangled photon pairs
generated by Type-I PDC in BBO crystal in the (a) momentum and
(b) position. This figure shows how the crystal length and the pump
waist affects the averaged mutual information in momentum and po-
sition.
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transfered through the spatial degree of freedom of one photon pair. This should

be compared with binary coding, for which a maximal value of one bit is obtained.

The amount of shared information between the transverse spatial state of PDC pho-

tons may be increased by increasing the pump waist w0 and decreasing the crystal

length L, though the penalty for these changes is a reduced efficiency of photon pair

generation, resulting in low signal rates. This is an expected result since increasing

w0 makes the conditional distribution of the transverse momenta of the PDC state

(P (k⊥s |k⊥i ) in Eq. 2.38) narrower, while decreasing L makes the marginal distribu-

tion of the transverse momentum of the PDC state (P̄ (k⊥s ) in Eq. 2.36) broader.

Therefore the reduce of the uncertainty in the transverse momentum of the signal

photon after the measurement of the transverse momentum of the idler photon be-

comes larger. We should mention that if we continue increasing the length of the

crystal, the mutual information will meet a minimum and goes up again. This is be-

cause the photon pair generated from the PDC state is changed from anti-correlated

to correlated. The turning point is where the photon pair is separable or quasi-

separable [35]. This situation is beyond the scope of this thesis. The entanglement of

the two-photon state in our analysis is reflected by considering the correlations or

the mutual information for direct measurements of a pair of conjugate continuous

variables, namely the position and momentum of the photons. Alternatively, one

may quantify the entanglement contained in this degree of freedom by decomposing

the state into its Schmidt modes [35], and evaluating the corresponding concurrence

(the Schmidt number defined in Eq. 1.8). We verified that this approach yields



4.2 The QKD protocol utilizing the spatial correlations of the PDC state82

the same asymptotic behavior, which confirms the consistency of our results with

more general entanglement measures. However the difference between the values of

I(k⊥s ;k⊥i ) and I(r⊥s ; r⊥i ) indicates that mutual infomation analysis is not a univer-

sal way to quantify entanglement. QKD further requires that the measurements of

non-corresponding variables do not exhibit correlations; our calculations show that

the mutual information between momentum and position (I(k⊥s ; r⊥i ) and I(r⊥s ;k⊥i ))

is negligible (less than 0.01 bits).

4.2 The QKD protocol utilizing the spatial correlations

of the PDC state

To analyse the performance of a single-photon CV-QKD system we need to specify

the protocol. The proposed CV-QKD protocol is depicted in Fig. 4.3. The six basic

steps of the scheme are:

1. Transmission of raw key. Pairs of entangled photons are generated in a non-

linear crystal and transmitted to Alice and Bob separately via a quantum

channel. The two parties choose randomly to detect either the transverse po-

sition (r⊥) or momentum (k⊥) of each photon they receive. The outcome

values registered by Alice and Bob are the raw keys.

2. Key sifting. Alice and Bob announce by an authenticated public channel the

basis in which they measured for each photon (position or momentum) and

drop the bits where they used different bases. The remaining values constitute
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the sifted key. Due to the deviation of the PDC state from a perfectly corre-

lated state (the EPR state) and the disturbance of the transmission (losses,

noise, etc.), Alice and Bob may possess different sifted key.

3. Estimate the transmission disturbance. For QKD schemes with dichotomic

variables, this step aims to estimate the transmission bit error rate with a

subset of the sifted key. Since we consider a QKD protocol with continuous

variables, there is no bit error rate defined. Rather Alice and Bob compare

a subset of their sifted keys to construct the joint probability distribution of

their measurement results, which reveals the properties of the transmission

channel and the level of the transmission disturbance (loss, noise, etc). For

quantum cryptography, Alice and Bob must consider the worst situation: all

the discrepancies are introduced by an eavesdropper (Eve). With their joint

probability distribution of the sifted keys, Alice and Bob can estimate their

shared information and bound the information acquired by Eve.

4. Interactive error correction. The final goal of QKD is to allow Alice and Bob

to possess the same secret key. Therefore they should remove the discrepancies

in their sifted keys. This is done by exchange some reconciliation messages cal-

culated from their bit strings over the public authenticated channel while min-

imizing the information revealed to Eve. There are various protocols for this

step [167–169]. Depending from whom the reconciliation messages are sent, this

protocol can be divided into two categories: forward reconciliation (Alice sends

the messages) [167] and reverse reconciliation (Bob sends the messages) [170]. Re-
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verse reconciliation plays an important role in the quadrature-based CV-QKD

to overcome the channel loss [14]. It is also useful to discretize the continous

variable at this step [169]. After this is done, Alice and Bob possess the same

key, which is called the reconciled key. We will not discuss about the details of

the reconciliation algorithms in this thesis, but rather focus on the conditions

for the success of reconciliation.

5. Privacy amplification [71]. Taking into account the transmission disturbance,

the information leakage during error correction, the characteristics of the

source, Alice and Bob estimate the total information possessed by Eve. Then

they shorten the reconciled key by a ratio calculated from a chosen function

in order to annihilate Eve’s information. The remaining data is the final key.

6. Authentication. At the beginning of the communication Alice and Bob use

predefined messages, the authentication key, to establish authentication. After

that, every time when they start a new session of key distribution, a small part

of the previous private key will be used as the authentication key.

There are various options for steps 3 – 6. For example, there are more powerful

ways to distill the secret keys known as the advantage distillation which tolerates

higher transmission disturbance, but is less efficient [78]. Moreover, one can use a

quantum mechanical way, known as entanglement purification [15], to distill the key.

The protocol listed here is a classical option which is most plausible with current

technologies. The technical details of each step and the comparison between different



4.2 The QKD protocol utilizing the spatial correlations of the PDC state85

 

Figure 4.3 The scheme of single-photon CV-QKD. PDC photons
are transmitted to Alice and Bob via a quantum channel. Then each
party choose to measure either the position (r⊥) or momentum (k⊥)
randomly and independently. The uncertainty principle ∆k⊥ ·∆r⊥ ≥
1 prevents the simultaneous measurement of both variables. After the
measurement they estimate the correlations of the results through an
authenticated classical channel and draw the secret key.
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protocols is a big topic and beyond the scope of this thesis. But rather we will discuss

the preconditions for the success of the key distillation, which is the crucial part of

a QKD protocol.

4.3 Security performance of single-photon CV-QKD

4.3.1 General security analysis: the EPR criterion

To accomplish a successful quantum key distribution, the QKD system must allow

Alice and Bob to distill a secret key from the sifted raw key that is inaccessible to

the adversary, Eve. This strongly depends on the success of the error correction and

privacy amplification steps of the QKD protocol. As mentioned in Sec. 4.2, there

are two ways to perform the error correction: forward reconciliation and reverse

reconciliation. We consider forward reconciliation first. It has been shown that the

achievable secret key rate is bounded below by [171]

∆I = IAB − IAE . (4.8)

where IAB is the mutual information between Alice and Bob, while IAE is the

mutual information between Alice and Eve. This equation indicates that the secure

key distillation is possible when Alice and Bob has more inforamtion than Eve.

Since the legitimate parties (Alice and Bob) only keep the values that they measure

the same variable, IAB is an average of mutual information when both measure in

the momentum basis (I(kA,kB)) and in the position basis (I(rA, rB)). Here we
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Figure 4.4 This figure depicts the eavesdropping attack discussed
in the context. Alice, Bob and Eve share a tripartite entangled state
ρABE . Alice and Bob measure the momentum or postion of their
received photons. E is Eve’s ancilla.

remove the ⊥ symbol for simplicity. We consider the case when both measure in the

momentum basis first. To estimate IAE we assume individual attacks: Alice, Bob

and Eve share a tripartite entangled state and perform the measurement for each

signal they received, as shown in Fig. 4.4. This can be achieved by entangling Eve’s

ancilla with the photon pairs transmitted to the legitimate parties. Eve can also

block all photon pairs, preparing a tripartite state by herself and sending two of the

photons to Alice and Bob separately. Quantum memories that can store quantum

states coherently allow Eve to perform more powerful attacks known as coherent

attacks. Here Eve keeps all her ancilla photons until Alice and Bob finish their

classical communication through the authenticated channel, and performs positive

operator valued measures (POVM) on the ancilla photons. It has been shown that

the security against finite-size coherent attacks is similar to the individual attacks

discussed below [98].
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With these assumptions, we have

IAB = H(kA)−H(kA|kB), (4.9)

IAE = H(kA)−H(kA|E), (4.10)

where E is the measurement result Eve obtains from her ancilla. Since Eve’s ancilla

can be any quantum state, this measurement is not necessarily performed in the

momentum or position representation. Substituting Eq. 4.9 and 4.10 into Eq. 4.8,

we have

∆I = H(kA|E)−H(kA|kB). (4.11)

Alice and Bob have the full knowledge about H(kA|kB) since they can estimate the

joint distribution p(kA,kB) with their sifted keys. To estimate ∆I, it is necessary

to bound H(kA|E) with the information that Alice and Bob possess. Recall that

Alice, Bob and Eve share a tripartite entangled state, if Bob measures position rB of

the signal he received, and Eve measures her ancilla E, Alice’s received state will be

projected onto ρA|rB ,E (pure or mixed). The measurement results for the momentum

or position of ρA|rB ,E are restricted by the entropic uncertainty relation [172–174,174]

HρA|rB,E
(kA) + HρA|rB,E

(rA) ≥ log2 πe. (4.12)

Recall that entropy is a measure of uncertainty of a variable. Eq. 4.12 is an uncer-

tainty relation between conjugate variables kA and rA. There are some arguments
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that this relation is a stronger condition than the Heisenberg uncertainty relation

in the sense that it provides a tighter bound on the uncertainties of conjugate vari-

ables [172,175] .

Then we have the conditional entropy

H(kA|rB, E) =
∫

drB

∫
dE p(rB, E)HρA|rB,E

(kA), (4.13)

H(rA|rB, E) =
∫

drB

∫
dE p(rB, E)HρA|rB,E

(rA). (4.14)

Here H(kA|rB, E) and H(rA|rB, E) are conditional entropies of Alice’s measure-

ment results (kA and rA) when Bob and Eve’s measurement results are rB and E

respectively. From Eqns. 4.12 – 4.14, we have

H(kA|rB, E) + H(rA|rB, E) ≥ log2 πe. (4.15)

In the derivation of Eq. 4.15, we consider the state Alice has after Bob and Eve’s

measurements, which assumes that Bob and Eve perform the measurement before

Alice. This is not a necessary condition. Since the joint probability distribution

p(kA, rB, E) and p(kA, rB, E) are determined by the tripartite entangled state, not

the sequence of the measurements.

From information theory, we have [176]

H(X|Y,Z) ≤ H(X|Y ), (4.16)

H(X|Y,Z) ≤ H(X|Z). (4.17)
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This can be understand as that any additional information (Z in Eq. 4.16 and Y in

Eq. 4.17) will never increase the entropy. With Eqns. 4.15 – 4.17, we have

H(kA|E) + H(rA|rB) ≥ log2 πe, (4.18)

which bounds H(kA|E) with Alice and Bob’s measurement results rA and rB.

Combining Eqns. 4.11 and 4.18, we have

∆I ≥ log2 πe−H(rA|rB)−H(kA|kB), (4.19)

which can be evaluated with Alice and Bob’s sifted keys. Eq. 4.19 allows Alice and

Bob to bound the secret key rate without knowing Eve’s action. We need to mention

that we obtain Eq. 4.19 by considering the secret information when both Alice and

Bob measure the momentum of the photons they received (Eq. 4.11). Therefore, rA

and rB are not the variables directly accessible, but rather the variables that could

have been measured. It is reasonable to assume that the photons that both of Alice

and Bob measure in the momentum basis has the same state as the photons that

both of them measure in the position basis. Therefore H(rA|rB) in Eq. 4.19 can be

estimated by the statistical properties of the measurement results when Alice and

Bob actually measure in the position basis.

We can further simply Eq. 4.19 by bounding the conditional entropies with the
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inequality (see Appendix B for details)

H(X|Y ) ≤ 1
2

log2

[
2πe∆2(x|y)

]
(4.20)

where ∆2(x|y) is the variance of X conditioned on Y defined in Eq. B.14. Thus Eq.

4.19 can be simplified as

∆I ≥ 1
2

log2

(
1
4

1
∆2(rA|rB)∆2(kA|kB)

)
(4.21)

For simplicity, we consider the situation where both the position and momentum are

1D variables. So a sufficient condtion for ∆I ≥ 0, i.e. non-zero secure information

is transfered from Alice to Bob, is

∆2(rA | rB)∆2(kA | kB) ≤ 1
4
. (4.22)

Similarly the security analysis for the situation when both Alice and Bob measure

the position of the photons yields the same result. This result is expected due to

the symmetry form of Eq. 4.22 in position and momentum. For high entanglement,

this condition coincides with the EPR criterion [177,178]:

∆2(rA − rB)∆2(kA + kB) ≤ 1
4
. (4.23)

But according to Eqns. B.16 and B.17, Eq. 4.22 is usually a less strict condition

than the EPR criterion. From the discussions in Sec. 2.5, the PDC state satisfies
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Eq. 4.22. This has also been experimentally demonstrated recently [49,164].

For reverse reconciliation, the achievable secret key rate is bounded below by [171]:

∆I = IAB − IBE . (4.24)

With a similar analysis we arrive at the following sufficiency condition for ∆I ≥ 0

∆2(rB | rA)∆2(kB | kA) ≤ 1
4
. (4.25)

4.3.2 Limitations of experimental imperfections on the legitimate

parties

As mentioned previously, there have been several experiments that have measured

the spatial correlations of the PDC state. However, almost all of these experiments

employ a single detector to scan throughout the momentum or position values (with

one exception in Ref [163], which employed three APD detectors on each party, and

the spatial resolution is far from enough to explore the full characteristics of the

spatial-correlated PDC state). In principle the outcome of each measurement is bi-

nary: either the photon hits the detector or not. Thus the information content in

each of these experiments is reduced to one bit per photon. This setup is not suit-

able for single photon CV-QKD because not all of the possible position/momentum

values are monitored at the same time. To realise the full potential of continuous

variables, an array of detectors (avalanche photodiodes (APDs), pixels of a charge-

coupled device (CCD) camera, etc.) is needed. To allow the information content
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PDC
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system

Imaging

system

Alice Bob

Figure 4.5 A schematic discription of the singl-photon CV-QKD
system. The entangled photons pairs are generated by the PDC pro-
cess and sent to Alice and Bob separately through free space trans-
mission. Each receiver manipulates the photon they received with
imaging systems (Sec. 2.6) and measures the momentum and posi-
tion of the photon with a detector array. The choice of the imaging
system can be implemented with a beam splitter.

IAB detected, the detector number n should satisfy n ≥ 2IAB . This implies that the

dark count of the detectors will have a much higher impact on the error rate or key

discrepancy than in standard BB84.

To see this, we consider a simplified setup shown in Fig. 4.5. The entangled pho-

ton pair is generated from the pump pulse with probability PPDC and sent to Alice

(signal) and Bob (idler) through two quantum channels with transmission coefficients

tA and tB. Here we only consider the loss of the channel. For free space transmis-

sions, the atmospheric turbulence effect introduces additional disturbance. This can

be largely suppressed with the help of adaptive optics, and so we ignore it here.

We should mention that it has been shown that the turbulence effect can cause the

entanglement sudden death in an orbital-angular-momentum entangled two-photon

state [179]. Although there is no proof that this effect will also cause entanglement

sudden death in the continuous degree of freedom, it should be considered in the

real implementation of a long distance link. Each party employs imaging systems to

choose between the measurements of the position and momentum of the photons.
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The choice of the imaging system can be implemented with a beam splitter. To

measure the continuous variables, r and k each party maps the photon transverse

field distribution to n identical detectors which are time-gated synchronously with

the pump pulse. Since it is impossible to make the detector array infinitely large,

there will be some truncation in the measurement. The magnification of the imag-

ing system and the size of the detector array should be carefully selected to make

the measurement region large enough so that the truncation effect is negligible. We

denote the probability of recording a dark count (a false signal that cannot be dis-

tinguished from a single-photon event) within the detection time window for each

detector as Pdark and the detection efficiency as η. The overall detection efficiency

for Alice and Bob are ηtA and ηtB respectively. Alice and Bob keep only the results

when one and only one detector clicks. For the analysis we ignore the backgournd

light, which can be suppressed by carefully adjusting the transmission system. In

principle this kind of noise can be treated similarly as the noise of detectors. So

there are four cases to be considered: both parties have a dark count; Alice detects

a photon and Bob has a dark count; Bob detects a photon and Alice has a dark

count; both parties detect a photon. We analyse these four cases separately:

1. Both parties have a dark count. This can be further split into two situations:
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(a) PDC pairs are not generated. The probability for this situation is

P (d, d|no PDC) = (1− PPDC)
(

n

1

)
Pdark(1− Pdark)n−1

×
(

n

1

)
Pdark(1− Pdark)n−1

= (1− PPDC)n2P 2
dark(1− Pdark)2n−2. (4.26)

(b) PDC pairs are generated, but not detected by Alice and Bob due to the

loss. The probability for this event is

P (d, d|PDC) = PPDC(1− ηtA)(1− ηtB)n2P 2
dark(1− Pdark)2n−2. (4.27)

Therefore the overall probability for the dark count - dark count event is

P (d, d) = P (d, d|no PDC) + P (d, d|PDC)

= [1− PPDC + PPDC(1− ηtA)(1− ηtB)]

×n2P 2
dark(1− Pdark)2n−2. (4.28)

Since the detectors are assumed to be identical, the measurement results of

Alice and Bob should both be uniform over the measurement region, and

uncorrelated with each other.

2. Alice detects a photon and Bob has a dark count. No doubt there is a PDC

pair generated. Alice detects one of the photons and there is no dark count
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in her detector array, while Bob fails to detect a photon and there is one dark

count in his detector array. The probability for this situation is

P (p, d) = PPDCηtA(1− Pdark)n(1− ηtB)
(

n

1

)
Pdark(1− Pdark)n−1

= PPDCηtA(1− ηtB)nPdark(1− Pdark)2n−1. (4.29)

In this situation, the measurement result of Alice should have the same dis-

tribution as the marginal distribution of the signal photon, while Bob’s mea-

surement results are uniform over the measurement region. Alice and Bob’s

measurement results are uncorrelated with each other.

3. Bob detects a photon and Alice has a dark count. This is identical to the pre-

vious situation with the positions of Alice and Bob switched. The probability

for this event is

P (d, p) = PPDC(1− ηtA)ηtBnPdark(1− Pdark)2n−1. (4.30)

In this situation, Alice’s measurement results are uniformly distributed over

the measurement region, while Bob’s measurement results obey the marginal

distribution of the idler photon. Their measurement results are uncorrelated.

4. Alice and Bob both detect a photon. This requires that a PDC pair is gener-

ated, both parties detect it and both parties do not have a dark count. The
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probability for this situation is

P (p, p) = PPDCη2tAtB(1− Pdark)2n. (4.31)

This is the only situation that reveals the quantum correlation of the photon

pair. The joint probability distribution of the measurement results of the two

parties is determined by the wave function of the PDC state.

There are also situations that the photon and a dark count arise at the same

detector simultaneously. However the probability of this situation is negligible if

Pdark ¿ 1, which is a requirement for the detector array to distinguish the single-

photon event. Similarly, the situation that two dark count arise at the same detector

can also be ignored.

As mentioned in the previous discussion, among all the cases only P (p, p) will

reveal the quantum correlations. This probability decreases as the channel loss and

the number of the detectors increase due to the increase of the background noise

level. We consider a practical system with APDs as detectors and nanosecond time

gating. The probability for generating a PDC pair within a pump pulse is around

PPDC = 0.01. The quantum efficiency of a typical APD (the probability that an

input photon is converted to a photoelectron) is η = 0.6. The dark count level

of a typical APD is around 250 dark counts per second. Therefore with a one-

nanosecond time window, the probability Pdark to have a dark count is 10−6. For

the PDC source we fix the length of the BBO crystal to 2 mm and assume a 2
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mm pump waist. The source can be anywhere between Alice and Bob. Here we

consider the configuration where the source lies at Alice’s station, i.e. tA ≈ 1 and

tB = t, where t is the transmission probability of the channel between Alice and Bob.

Fig. 4.6 shows the changes of P (d, d), P (p, d), P (d, p) and P (p, p) (renormalized by

P (d, d)+P (p, d)+P (d, p)+P (p, p)) with respect to channel loss l = 1−t for n = 128

and n = 256 detectors. It is clear that P (p, p) decreases with the increase of l, while

both P (p, d) and P (d, d) increases with l. P (d, p) also decreases with increasing l,

since the probability that Bob detects the photon decreases when the channel loss

increases, and the PDC source lies at Alice’s station, so whether she detects the

photon or a dark count is not affected by the channel loss. For a fixed l, P (p, p) for

n = 256 is smaller than that for n = 128, while all the other three probabilities are

larger.

With this configuration, it can also be seen that for up to 40 dB of channel loss,

P (p, p) and P (p, d) are much greater than P (d, p) and P (d, d), which means that

the probability that Alice detects a photon is much higher than the probability that

she detects a dark count. This is due to the zero loss for the photon transmission

to Alice (though the detector efficiency still matters). Therefore it is a reasonable

approximation to neglect the situation in which Alice has a dark count.

Fig. 4.7 shows the changes of the products ∆2(rA | rB)∆2(kA | kB) and

∆2(rB | rA)∆2(kB | kA) with repect to channel loss. In the security analysis of

QKD protocols, Eve is assumed to have the full power allowed by quantum me-

chanics, e.g. she can replace a quantum channel with a lossless one, or change the
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(a)

(b)

Figure 4.6 The change of P (d, d), P (p, d), P (d, p) and P (p, p) with
respect to channel loss. Each probability is renormalized by P (d, d)+
P (p, d) + P (d, p) + P (p, p)
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detectors with noiseless ones. In principle, she can remove most of the disturbances

of the transmission of quantum signals between Alice and Bob, and apply her eaves-

dropping attack. As long as the disturbance Eve introduced is no greater than that

Alice and Bob expect from the original channel, they cannot tell that Eve exists.

Therefore they must consider the worst-case scenario that all the disturbance is due

to Eve and set an upper bound for the disturbance. Recall the condition for security

is that either of the two products ∆2(rA | rB)∆2(kA | kB) for forward reconciliation

and ∆2(rB | rA)∆2(kB | kA) reverse reconciliation is no bigger than 1/4 (Eqns. 4.22

and 4.25). From Fig. 4.7, this is satified for channel loss below 4.4dB(1.7dB) (chan-

nel throughput t = 36%(/68%)) assuming a detector array with n = 128/256 pixels

for forward and reverse reconciliation. Both Eqns. 4.22 and 4.25 yield almost the

same results, which means the forward reconciliation and reverse reconciliation have

almost the same performance for this single-photon CV-QKD configuration. This is

different from some quadrature-based CV-QKD [14], in which reverse reconciliation

allows much higher channel loss than forward reconciliation. This difference is due

to different experimental imperfections in single photon CV-QKD and quadrature-

based CV-QKD.

For near-ground (terrestrial path) free space transmission the extinction coeffi-

cient varies within a large range (from 0.07 dB/km [180] to 28.9 dB/km [181]) due to

the weather conditions. Here we assume it is 1dB/km, so the corresponding secure

distance is 4.4km and 1.7km for n = 128 and n = 256 respectively. Beyond this

range Eqns. 4.22 and 4.25 are no longer satisfied, and Eve stands a chance to gain
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Forward reconciliation

Reverse reconciliation

(a)

(b)

Figure 4.7 Variance products ∆2(rA | rB)∆2(kA | kB) and ∆2(rB |
rA)∆2(kB | kA) with repect to channel loss l. When they are blow
1/4 (the dotted line), the security of the single-photon CV-QKD is
insured.
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Figure 4.8 The effect of experimental imperfections for different
CV-QKD schemes. For quadrature-based CV-QKD, the channel loss
broadens the signal distribution, but still keeps the Gaussian char-
acteristics, while for single-photon CV-QKD, the channel loss and
detector noise yield a totally non-Gaussian distribution.

complete information about the key shared between Alice and Bob. But at these

distances the probability of uncorrelated events P (p, d) + P (d, p) + P (p, p) is less

than 1%, which means that the noise level is still extremely low. This is because

that ∆2(X|Y ) (the uncertainty in X when the value of Y is known) increases rapidly

when the correlation between X and Y decreases.

4.3.3 Limitations of experimental imperfections on Eve: intercept-

resend attack

Analysis of the variance product seems to suggest that this QKD scheme is not suit-

able for long-distance use. But we note that Eq. 4.22 is a tight bound for general

CV-QKD schemes and it is possible to loosen the bound when considering special

characteristics of the experimental imperfections in the single-photon CV-QKD pro-

tocol. Reconsidering the discussions in Sec. 4.3.1, we note that the equality in Eq.
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4.21 can only be achieved when Eve’s attacks satisfy certain strict conditions. The

most important condition is that the distribution of Bob’s measurement outcomes

conditioned on Alice’s results should be Gaussian (see Appendix B). A Gaussian at-

tack is well known to be optimal for conventional CV-QKD using the quadratures of

multi-photon states since in these systems experimental imperfections—mainly the

loss of the channel—will preserve the Gaussian character of the transmitted state

(recall the discussions in Sec. 1.1, this means the phase-space representation of the

state is still a Gaussian function), broadening Bob’s distribution (see Fig. 4.8). By

replacing the channel with a lossless one and applying a Gaussian attack, Eve can

hide behind the existing experimental imperfections. The normal way for Alice and

Bob to detect Eve is to monitor the covariance matrix of their results. In contrast,

for single-photon dichotomic-variable QKD (BB84 etc), the experimental imperfec-

tions (loss, noise, etc) yield uncorrelated detection events between Alice and Bob,

which are typically interpreted as background noise. In single-photon CV-QKD the

experimental imperfections play a similar role to those in standard dichotomic single-

photon QKD. The events registered by each party are either from the PDC photons

or from the detector noise, and the latter has a uniform distribution (due to the uni-

formity of the detectors). Hence Alice and Bob expect un-broadened Gaussian joint

probability distributions from the quantum correlation measurements interspersed

with uncorrelated flat background events, which in total represents a non-Gaussian

distribution. In order to stay undetected Eve must mimic this distribution. There-

fore she only has limited options and the optimal attack for multi-photon CV-QKD
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is prohibited here. Moreover, for non-Gaussian distributions, the left side of Eq.

4.21 can be much bigger than the right side, which means even when the EPR cri-

terion is violated (∆2(rA | rB)∆2(kA | kB) > 1/4), it is still possible for Alice and

Bob to draw the secret key (∆I > 0).

It is unclear what will be Eve’s optimal attack under the above conditions, but

a possible eavesdropping strategy is an intercept-resend attack: Eve intercepts the

photon sent to Bob, measures it in the randomly chosen variable (momentum or

position), and resends a photon in the eigenstate based on her measurement result.

If, by chance, she has chosen the same measurement basis as Alice and Bob, her

operation will appear as an undisturbed channel between these two parties. Oth-

erwise, measuring the conjugate variable Eve introduces a flat background noise,

which cannot be distinguished from the dark noise of the detector array. There-

fore by adjusting the loss of the channel, Eve can hide her disturbance behind the

experimental imperfections. We define an intercept-resend ratio λ as

λ =
Number of photons intercepted by Eve

Total number of photons Alice sends to Bob
.

Now we estimate the mutual information I(A,B) and I(A, E). Here we ignore the

channel loss and detector noise, and assume all disturbances are due to the presence

of Eve, since this is the worst case that maximize Eve’s information. We first consider

the situation that both Alice and Bob measure the momentum of the photons. Since

Eve does not know which variable the legitimate parties measured, she can do no
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better than just picking randomly a measurement basis. There is 50% chance that

she will pick the wrong basis for the photons she intercepted. If she measures the

correct variable (the momentum), the joint probability of Alice and Bob is

pEk(kA, kB) =
∫

dkE pEk(kA, kE , kB)

=
∫

dkE pPDC(kA, kE) pEk(kB|kA, kE), (4.32)

where pPDC(kA, kE) is given by the joint distribution of the momentum of the PDC

state. Since the state that Eve resends to Bob only depends on her measurement

result, pEk(kB|kA, kE) reduces to pEk(kB|kE). If the state the Eve resends is the

eigenstate of momentum, we have pEk(kB|kE) = δ(kB − kE) where δ(·) is the Dirac-

delta function. Therefore Eq. 4.32 can be written as

pEk(kA, kB) = pPDC(kA, kB), (4.33)

which is exactly what Alice and Bob expect from an undisturbed channel. If Eve

measures the wrong variable (the position), the joint probability distribution of Alice

and Bob is

pEr(kA, kB) =
∫

drE pEr(kA, rE , kB)

=
∫

drE pPDC(kA, rE) pEr(kB|kA, rE). (4.34)

Similarly, for an intercept-resend attack, pEr(kB|kA, rE) = pEr(kB|rE). Moveover,
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if the state that Eve resends is an eigenstate of position, kB and rE are correlated

(neglecting a phase factor), and pEr(kB|rE) = pEr(kB) is a uniform distribution over

the measurement region. Thus Eq. 4.34 can be simplified as

pEr(kA, kB) = pPDC(kA) pEr(kB), (4.35)

where pPDC(kA) =
∫

drE pPDC(kA, rE) is the marginal distribution of kA from the

PDC state. Eq. 4.35 is exactly the same joint probability distribution when Alice

receives a photon and Bob has a dark count. This attack cannot mimic the situations

when Alice has a dark count, but this is not a problem, since Alice’s detector array

will automatically generate these events, and as shown in Fig. 4.6, this situation

can usually be ignored. To summarize all three situations (Eve does not intercept

the photon, Eve measures the momentum of the photon, Eve measures the position

of the photon), the joint probability distribution of Alice and Bob is

p(kA, kB) = (1− λ)pPDC(kA, kB) +
λ

2
pEk(kA, kB) +

λ

2
pEr(kA, kB)

=
(

1− λ

2

)
pPDC(kA, kB) +

λ

2
pPDC(kA) pEr(kB). (4.36)

The mutual information I(kA, kB) can be estimated from p(kA, kB) with numerical

methods. Since Eve can learn from the public channel the measurement basis that

Alice chose, the mutual information between Alice and Eve is

I(A,E) =
λ

2
IPDC(kA, kE) +

λ

2
IPDC(kA, rE) ≈ λ

2
IPDC(kA, kE). (4.37)
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If Eve cannot learn Alice’s measurement basis, I(A,E) should be estimated from

pPDC(kA, kE)+ pPDC(kA, rE) and is smaller than what is given in Eq. 4.37. This is

due to the fact that by revealing their measurment basis, the legitimate parties leak

additional information to Eve.

The mutual information when Alice and Bob both measure the position of the

photons can be calculated in the similar way. Fig. 4.9(a) shows the calculated

I(A,B) and I(A, E) with a type-I PDC source generated from a 2 mm-thick BBO

crystal with a 2 mm pump beam waist. It can be seen that ∆I = I(A,B)−I(A,E) ≥

0 for λ < 76%, which is the limit that allows Alice and Bob to draw a secure key

with forward reconciliation. However, Fig. 4.9(b) shows the EPR criterion (Eq.

4.22), which proves that Eq. 4.22 is only a sufficient condition for security, since for

a non-Gaussian attack, it is possible to draw the secure key when this condition is

violated.

For reverse reconciliation, the secret key rate is determined by ∆I = I(A,B)−

I(B, E). We expect I(B,E) should be sightly higher than I(A,E), since for each

photon that Eve intercepts and resends to Bob, their measurement results should be

perfectly correlated when they measure the same variable. Therefore the secret key

rate should be slightly lower for the reverse reconciliation than forward reconciliation.

As mentioned previously, although Eve’s best strategy is to remove the experi-

mental imperfections, the disturbance introduced by Eve should not exceed what is

expected by Alice and Bob from the experimental imperfections, otherwise she will

reveal her presence. If she intercepts and resends λ of the photons, there is a 1−λ/2
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(a)

(b)

Figure 4.9 (a) Mutual information between Alice and Bob (IAB),
and that between Alice and Eve (IAE) in terms of λ. (b) The prod-
uct of position-momentum variance in Eq. 4.22 in terms of λ. The
entangled photons are generated by a 2mm thick BBO crystal and
the spot size of the pump is 2mm.
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chance she appears as an undisturbed channel, and Alice and Bob’s measurement

results have the same distribution as if they both detect a photon from a PDC pair

(the situation with probability P (p, p) in Sec. 4.3.2); while there is a λ/2 chance

Eve introduces uncorrelated results between Alice and Bob, which is exactly same

situation as when Alice detects a photon and Bob has a dark count (the situation

with probability P (p, d) in Sec. 4.3.2). By balancing the disturbance introduced by

Eve with the background noise, which originates from experimental imperfections,

we find the maximum allowed intercept-resend ratio for Eve satisfies the condition

1− λmax/2
λmax/2

=
P (p, p)
P (p, d)

. (4.38)

Substituting Eqns. 4.29 and 4.31 into Eq. 4.38, we have

λmax = min





2n
(

1
l − 1

) (
1

Pdark
− 1

)
+ n

, 1



 (4.39)

where l = 1− tη is the channel loss and n is the number of detectors. For a lossless

channel (l = 0) or noiseless detectors (Pdark = 0), λmax = 0, i.e. no eavesdropping

is possible; while for fixed l and Pdark, λmax increases with n. Eq. 4.39 clearly shows

how the experimental imperfections open loopholes for Eve to attack.

The analysis for the intercept-resend attack shows that the minimum secret

information that Alice and Bob are able to distill (∆Imin = Imin
AB − Imax

AE ) can

be directly estimated from λmax. Combining this analysis and Eq. 4.39, we are

able to estimate ∆Imin for a given channel transmission loss, which is shown in
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Figure 4.10 The minimum secret information per recorded photon
pair (∆Imin) is estimated numerically from λmax. The corresponding
channel loss l is calculated from Eq. 4.39. The initial entangled
photons are generated by a 2mm-long BBO crystal and a pump at
400nm with 2mm beam waist.
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Fig. 4.10. Comparing this result with those of the variance product analysis in

Sec. 4.3.2 (4.4dB(1.7dB) for n = 128(256)), it is evident that the secure loss level

(35dB(31.5dB) for n = 128(256)) is significantly improved for this eavesdropping

strategy.

4.3.4 Entanglement and security

An important question in quantum cryptography is the relationship between entan-

glement and security. It has been proven that distributed entanglement between

Alice and Bob is a necessary precondition for successful secret key distribution [25].

Also connections between quantum and secret correlations have been established [24].

Nevertheless it is still not clear how to draw a secure key from distributed entangle-

ment, though there are several suggested protocols for particular situations [23,182].

For classical privacy amplification (forward or reverse reconciliation), the security

limit is usually a stronger condition than the entanglement threshold [183]. As an

example, we recall that the condition for security under a Gaussian attack is that

the variance product should be no larger than 1/4 (the EPR criterion in Eq. 4.23),

while the entanglement threshold is 1 (the entanglement witness in Eq. 2.45). We

show that this is also the case for intercept-resend attack.

We start by considering the bipartite state shared between Alice and Bob. De-

note the PDC state as

|ΨPDC〉 =
∫

dksdki f(ks, ki)|ks, ki〉 (4.40)
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where f(ks, ki) is given by Eq. 2.27. Here we ignore the higher photon number

components, since we assume this the PDC process is weak (PPDC = 0.01).

When Eve does not apply measurement on the photon sent to Bob, i.e. she does

not intercept and resend the photon, the state between Alice and Bob is

ρAB|nE = |ΨPDC〉〈ΨPDC |. (4.41)

If Eve measures the momentum ki of the photon meant for Bob, and resends a

photon in the state |ki〉 to Bob, then the photon sent to Alice is projected into the

state

|ΨA|ki
〉 =

1√∫
dks|f(ks, ki)|2

∫
dks f(ks, ki)|ks〉, (4.42)

where the factor in front of the integration is required for normalization. Thus the

joint state of Alice and Bob is

ρAB|Ek =
∫

dki p(ki)|ΨA|ki
〉〈ΨA|ki

| ⊗ |ki〉〈ki|, (4.43)

where

p(ki) =
∫

dks|f(ks, ki)|2, (4.44)

is the probability distribution of Eve’s measurement result. State ρAB|Ek is a sep-

arable state which contains no quantum correlations (entanglement) between Alice
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and Bob. Substituting Eqns. 4.42 and 4.44 into Eq. 4.43, we have

ρAB|Ek =
∫

dki

∫
dks

∫
dk′s f(ks, ki)f∗(k′s, ki)|ks〉〈k′s| ⊗ |ki〉〈ki|. (4.45)

Similarly, if Eve measures the position ri of the photon sent to Bob, and resends

a photon in state ri to Bob, the joint state of Alice and Bob is

ρAB|Er =
∫

dri

∫
dks

∫
dk′s f̃(ks, ri)f̃∗(k′s, ri)|ks〉〈k′s| ⊗ |ri〉〈ri|, (4.46)

where

f̃(ks, ri) = Fki [f(ks, ki)] =
∫

dki f(ks, ki)eikiyi , (4.47)

is the Fourier transform of f(ks, ki) over ki. Substituting Eq. 4.47 into Eq. 4.46, we

have

ρAB|Er =
∫

dks

∫
dk′s

∫
dki

∫
dk′i

∫
dk′′i f(ks, ki)f∗(k′s, k

′
i)|ks〉〈k′s|

⊗|k′′i 〉〈k′′i + k′i − ki|. (4.48)

The state ρAB|Er is also a separable state.

Combining these three situations, the overall state shared by Alice and Bob is

ρAB = (1− λ)ρAB|nE +
λ

2
ρAB|Ek +

λ

2
ρAB|Er. (4.49)

Note that although ρAB is expressed in terms of ks and ki, it is independent of the
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variables that Alice and Bob choose to measure.

To analyse the entanglement of ρAB, we resort to the logarithmic negativity

discussed in Sec. 1.2.2 (Eq. 1.15). To estimate the negativity of a continuous

variable state, we need to calculation of the Wigner function of the state. This is

difficult for ρAB in practice. Therefore, instead of calculating the exact value of

negativity, we try to bound it from below by decomposing the state into a N × N

basis

|mn〉 =
∫ km+1

s

km
s

dks

∫ kn+1
i

kn
i

dki gmn(ks, ki), |ks, ki〉, (4.50)

where

km
s = −k0 + (m− 1)∆k m = 1, 2, · · ·N, (4.51)

kn
i = −k0 + (n− 1)∆k n = 1, 2, · · ·N, (4.52)

∆k =
2k0

N
. (4.53)

Here k0 is selected so that [−k0, k0]⊗ [−k0, k0] covers the majority of the momentum

distribution of the signal and idler photons, i.e. |f(ks, ki)| is negligible if (ks, ki) is

outside this area.

The decomposition should not increase the amount entanglement in the original

state. To guarantee this, gmn(ks, ki) is factorable in the sense that gmn(ks, ki) =

um(ks)vn(ki). Again, we should emphasize that with this decomposition we calculate

a lower bound instead of the exact value of negativity. The decomposition can be
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considered as Alice and Bob projecting their local states into

|ψm〉 =
∫ km+1

s

km
s

dks um(ks)|ks〉, (4.54)

and

|φn〉 =
∫ kn+1

i

kn
i

dki vn(ki)|ki〉, (4.55)

i.e., they apply the operator

Λ =
N∑

m=1

N∑

n=1

|ψm〉〈ψm| ⊗ |φn〉〈φn| (4.56)

on state ρAB. Since Λ belongs to the class of local operations and classical com-

munications (LOCC), the decomposition does not increase the amount of entangle-

ment [184].

For simplicity, we choose um(ks) = vn(ki) = 1/∆k. The elements of the dis-

cretized density matrix ρd is given by

ρmn,op = 〈mn|ρAB|op〉. (4.57)

The partial transpose ρTB
d required to calculate the logarithmic negativity can be

acquired by

ρTB
mn,op = ρmp,on (4.58)

and the Logarithmic Negativity can be calculated with Eq. 1.15.
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We numerically calculate ρd and EN (ρd) for N = 2 and N = 4, which is shown

in Fig. 4.11. The PDC source considered here has the same configuration as that in

Sec. 4.3.3. With N = 4, we already see that the state shared between Alice and Bob

remains entangled until λ = 1. Recall that classical privacy amplification requires

λ < 76% to draw a secret key. This shows that the detection of entanglement is not

a sufficient condition for security with privacy amplification under intercept-resend

attacks.

Entanglement purification [15] and advantage distillation [78] exceed privacy am-

plification in the sense that they may be able to employ the full potential of entan-

glement. But they are either very difficult to implement with current technology

or have very low efficiency. Hence for a practical QKD scheme, the detection of

entanglement may not be enough for secret key distillation.

4.4 Summary

To conclude, we have shown the potential to transfer more than one bit of informa-

tion per photon through the spatial properties of entangled photon pairs. This result

enables single-photon continuous-variable quantum cryptography. Due to the special

non-Gaussian distributions of Alice and Bob’s measurement results, the options for

eavesdropping are quite limited. A detailed security analysis of a plausible attack,

intercept-resend, shows that this protocol increases the secret key rate for mid-range

transmission distances. Whether Eve gains advantages by means of more powerful

attacks requires further study. However, it is clear that Gaussian attacks, optimal
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(a)

(b)

Figure 4.11 The calculated Logarithmic Negativity for the state
shared between Alice and Bob after a intercept-resend attack. The
initial entangled photons are generated by a 2mm-long BBO crystal
and a pump at 400nm with 2mm beam waist.
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for quadrature-based CV-QKD, are not optimal here. Refinement of the security

analysis should take into account of turbulence effects for free space transmission,

which will give Eve more options to attack.



Chapter 5

Characterization of

Spatially-Multiplexed

Photodetectors at the

Single-Photon Level

Photons have a rich structure associated with their continuous variable (CV) de-

grees of freedoms: spectral (time-frequency) and spatial (position-momentum), as

discussed in the previous chapters. This structure plays an important role in pho-

tonic quantum technologies, such as quantum information processing or quantum

enhanced precision measurement. The manipulation and measurement of the spa-

tial or spectral properties of photons requires experimental setups and detection
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devices that differ from those commonly used in the optics laboratory. For the

spectral degree of freedom, one requires nonstationary optical elements, such as

shutters, phase modulators and especially detectors whose response time is in the

femtosecond-picosecond range, which is much faster than those generally available.

Such devices are difficult or impossible to build with current technology. On the

other hand, optical elements with the analogous high spatial and angular resolu-

tions are readily available, which makes spatial properties easier to manipulate. As

dicussed in Sec. 4.3.2, to access the full potential of the continuous spatial variable

a large array of detectors should be used to ensure high spatial resolution. Each

detector in the array should have single-photon sensitivity enabling detection of in-

dividual light quanta, sufficiently high quantum efficiency and spatial resolution,

and low noise (a more quantitive analysis is given in Sec. 5.1. Such a detector

array has emerging applications in quantum imaging [122] and spatially multiplexed

photon-number-resolving detection [185]. Some candidate detector arrays include the

multi-pixel photon counter (MPCC), the avalanche photodiode (APD) array [185]

and the charge coupled device (CCD). Among these options the CCD provides

the largest potential number of pixels due to the relatively developed fabrication

technology. There have been some experimental demonstrations [186,187] using an in-

tensified CCD (ICCD) to detect the spatial location of single photons, which show

the pairwise correlations between the signal and idler photons from PDC states.

ICCD amplifies the input signal with an image intensifier, which converts the input

photons into photoelectrons, amplifies them through a micro-channel plate (MCP),
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converts the amplifed electrons back to photons and guide them to the CCD chip

through a fiber optic coupler or a lens. This process limits the detection efficiency

and spatial resolution of ICCDs. Recently another CCD for low light level detection

has been developed. This CCD, the electron multiplying CCD (EMCCD), is ex-

pected to possess higher quantum efficiency and spatial resolution than the ICCD,

though it also has its own defects.

Although the EMCCD has already been employed in astronomy [188] for low light

level sensing, there is still no complete description of its performance in quantum

optics applications, especially experiments that use non-classical light sources (e.g.

single photons). In this chapter we develop methods to test the crucial parameters

of a detector array in this exacting region and implement these tests experimentally.

The light source employed in our experiments generates spatially entangled photon

pairs by means of parametric downcoversion (PDC). We describe an experiment

to use a detector array to characterize the spatial correlations of this source. The

measurement results reveal the feasibility and limits of such a detector array when

the input light level is single or a few photons. In particular we apply these tests to

a typical EMCCD camera.

This chapter is organizes as follows: in Sec. 5.1 we discuss several crucial param-

eters of a detector array for single-photon detection, in Sec. 5.2 we introduce the

principle of EMCCD operation. The details of the experiment setup is provided in

Sec. 5.3. The tests of the major characteristics of a EMCCD camera with this setup

are described in Sec. 5.4. In Sec. 5.5 we develop a model to measure the spatial
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correlations of the PDC state with a detector array, and compare experiment results

acquired with the EMCCD camera with numerical simulations.

5.1 General requirements for a single-photon detector

array

To employ a detector array for low-light level, e.g. few photons detection, the

detector array should possess several properties. Here we discuss several important

requirements that such a detector array should possess for low-light level (one to

few photons) detection.

5.1.1 Single-photon sensitivity

For a standard photodetector, each input photon has a chance to generate a photo-

electron, with a probability determined by the quantum efficiency of the detector.

However, due to the peripheral electronics, the detector unavoidably has some noise,

which has a root mean square (RMS) error on the order of several to tens of elec-

trons with current technology. This error is difficult to reduce below sub-electron

levels even with cooling (superconducting photon detectors have much lower noise,

but they are not widely available). Therefore with standard detectors, in order to

recognise a single-photon event requires one to distinguish a photoelectron from a

noise fluctuation with a RMS noise of several electrons, which is not feasible. To

overcome this difficulty, some detectors amplify the photoelectron with an internal

gain before it passes through the readout circuits. This can be achieved by impact
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ionization (also known as the avalanche effect) in avalanche photodiodes (APDs) or

secondary emission in photomultiplifier tubes (PMTs) [189]. If the internal gain is

sufficiently large (102 – 106 for APDs, and up to 108 for PMT), the amplitude of

the single-photon event will exceed the readout noise, and thus enable one to be

distinguish single-photons.

5.1.2 Noise performance of a detector array: spurious charges

As mentioned in Sec. 5.1.1, a photodetector with internal gain is able to overcome

most of the noise of normal detectors, but it also introduces a new source of noise:

spurious charges may be generated ahead of the internal gain. For example, dark

counts of APDs, which are due to the thermal generation of electron-hole pairs inside

the semiconductors. These spurious charges will also experience internal gain, and

thus can hardly be distinguished from the photoelectron generated by the input

photon. The false detection events caused by these spuriou charges increase the

error rate in the measurement of the properties of quantum light. As discussed in

Sec. 4.3.2, for detector arrays, this problem can be more severe, for these dark counts

scales rapidly with the number of detector pixels. Assume the probability to generate

a spurious charge on one pixel of the array within a specified time period is Pdark.

If the pixels are identical and independent with each other, then the probability

to generate one spurious charge within n pixels is nPdark(1 − Pdark)n−1 ≈ nPdark

when Pdark ¿ 1. For the cases that no more than one photon is incident onto the

detector array within the specified time period, increasing the number of pixels n
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Figure 5.1 A schematic showing the 1D random walk of the elec-
trons in a detector array.

will decrease the signal to noise ratio. A rough requirement is nPdark < ηpixel, or

n < ηpixel/Pdark, where ηpixel is the quantum efficiency of a pixel. This sets a limit

for the size of the useful area of the detector array.

5.1.3 Crosstalk

For an ideal detector array, each pixel should act as an independent detector. How-

ever, for an integrated detector array, there is a possibility for signal leakage between

different pixels due to scattering in the optical window, peripheral circuit noise, etc.

This will cause crosstalk between different pixels and introduce additional error in

the detection process. In particular, for a single-photon input, this will increase the

uncertainty in the position measurement of input photon, and reduce the spatial

resolution of the detector array.

The actual crosstalk behavior of a specific detector array depends on its design

and contruction. Here we consider a simple model to show how it affects detection

performance. Suppose that after one photo-electron is generated in a pixel of the

detector array, it will experience several steps of random walks between adjacent
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pixels before it is read out. The number of steps N is decided by the readout time

and pixel transition time. For simplicity, the random walk is assumed to be one

dimenstional, i.e., during each step, the electron can move either to the left pixel, to

the right, or stay at the same pixel, with probability pl, pr and 1−pl−pr respectively

(Fig. 5.1). Define the original pixel to be the 0th pixel and the right to be positive

direction, after N steps, the probability that the electron appears in the dth pixel is

Prm(d) =





∑min{N, N+d
2
}

nr=max{d,0}
(

N
2nr−d

)(
2nr−d

nr

)
pnr

r pnr−d
l (1− pr − pl)N+d−2nr for |d| ≤ N

0 for |d| > N

.

(5.1)

The mean value of d is µ(d) = N(pr − pl), and the variance is δ(d) = N(pr + pl)−

N(pr−pl)2. So the position of each photo-electron will be displaced by µ(d) with an

uncertainty
√

δ(d). When pr = 0, equation 5.1 becomes a binominal distribution,

which describes the charge transfer efficiency (CTE) issue of CCD arrays [190] (the

noise when the charge in one pixel are moved to an other, see Sec. 5.5.3 for details).

Fig. 5.2 shows two examples of the distribution Prm(d). Practical detector arrays

usually have very low crosstalk for strong light input, e.g. for a typical CCD camera

with a large charge packet (> 1000 electrons), pl is below 0.00001 [190]. However, for

low illumination levels, crosstalk may not be negligible due to the nonlinear relation

between the CTE and the intensity of the charge packet [190].

In this section we discussed several parameters that are crucial for the perfor-

mance of a detector array with low-light level input. In the following sections we

will calibrate these parameters of a particular detector array, a EMCCD camera,
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(a)

(b)

Figure 5.2 Probability of the crosstalk P (d) after N = 1000 steps
of random walk. (a) Symmetric random walk with pr = pl = 0.001.
(b) Unsymmetric random walk with pr = 0 and pl = 0.002.
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and show their impact experimentally.

5.2 Principle of EMCCD operation

A CCD image sensor can be considered as an array of photoactive capacitors (pixels).

When an image is projected on a CCD array, an electric charge packet is created

in each pixel with total charge proportional to the light intensity incident on that

pixel. Once the exposure is done and the charge is accumulated, a control circuit

causes the charges to be transferred from one pixel to the next. To accomplish

the charge transfer a CCD is usually designed as three-phase device. Fig. 5.3

schematically shows how such a device works. Each pixel of the CCD consists of

three gates (electrodes), each of which connects to phase (voltage)-1, -2 and -3 clocks

(φ1, φ2 and φ3 in Fig. 5.3). During the charge collection, i.e. exposure period, one

phase (φ1) is biased low and the other two phases (φ2 and φ3) are biased high,

forming potential wells. Charges generated during exposure are collected in these

wells. To transfer the charges from one pixel to another, the phases are controlled

with different clock signals. For the situation described in Fig. 5.3, the charges are

collected during time t1. At time t2 charge transfer commences. The φ2 clock is

biased low, forming the same well as φ1. Thus the charges diffuse into two wells.

During t3, the φ1 clock goes high, which forces charges to transfer to the φ2 phase.

From t1 to t3, φ3 is kept high as a barrier between different pixels. During t4 and

t5, the charges are transferred from φ2 to φ3. This process is repeated. At t7 the

charges have been transferred through 3 phases, i.e. from one pixel to its neighbour,
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completing a period of charge transfer.

There are three architectures for scientific CCDs: interline, full frame transfer

and frame transfer. The EMCCD we employ has a frame transfer structure, which

will be discussed briefly. The details of the other two architectures are beyond

the scope of this thesis. The structure of a standard frame transfer (FT) CCD

consists of an image area, a storage area, a shift register and an output amplifier (a

structure similar to that shown in Fig. 5.4 but without the gain register). Usually

the image area and the storage area are two halves of the same CCD chip which have

exactly the same number of pixels and are independently clocked. The storage area

is optically opaque and masked. During the exposure time a number of incoming

photons hit the image area. A fraction of these, given by the quantum efficiency

of the sensor chip, each generate a photo-electron. Once the exposure time has

elapsed, the accumulated charges are rapidly transferred to the storage area, and

then transferred vertically, line by line, to the horizontal shift register. From here

the charges are transferred horizontally to the output amplifier. An EMCCD has

the same structure, but with the shift register extended to include a section called

the gain register (see Fig. 5.4). The gain register is similar to the shift register; it

contains a three-phase structure (see Fig. 5.4(a)) that is driven with a sequence of

clocks to move the charges from one register element to the next. The difference is

that in a gain register element one of the three phases (φ2 in Fig. 5.4) is a high-

voltage pulse (typically 40 - 60 volts) [191,192]. Due to this high electric field the

electrons transferred from φ1 to φ2 can experience impact ionization (or avalanche
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One pixel

Charge transfer direction

Figure 5.3 A schematic showing how the three-phase structure
works to transfer charges. By adjusting the clock signal on each
phase (φ1, φ2 and φ3), the charges can be transferred from one pixel
to another.
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multiplication). This impact ionization increases the number of electrons in the

charge packet and adds noise. The gain per stage g is actually quite small, only

around 1.01 to 1.015. However, with a large number of stages N , a substantial total

mean electron multiplication (EM) gain G = gN can be achieved. For example, with

N = 520 and g = 1.015, a total gain of over 2300 can be reached. To ensure good

dynamic range (the maximum signal that can be detected or the full well capacity)

and gain stability (the higher the gain, the greater the noise added to the amplified

signal due to the voltage fluctuations), the actual gain is normally chosen to be no

greater than 1000.

For a conventional CCD without a gain register, the detection limit of the input

signal intensity is largely determined by the readout noise introduced by the output

amplifier, whose variance σread varies between a few to tens of electrons depending

on the readout rate. The multiplication process in an EMCCD applies internal gain

via the gain register to the signal prior to the output amplifier, which acts to reduce

the effective readout noise to levels smaller than one electron RMS. This makes single

photo-electron detection possible. Ideally the same gain would be applied to every

electron that passes through the gain register. Unfortunately due to the stochastic

nature of the multiplication process this is not a one-to-one mapping between the

number of the input and output electrons. Rather, there is a large range in the

number of output electrons that can be produced from a given number of input

electrons. In general, the probability distribution of the number of electrons, x,
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Figure 5.4 Schematic of EMCCD. Charges are driven across the
shift and gain register by a sequence of voltage phases. The EMCCD
achieves gain by applying a large voltage at phase φ2 causing an
avalanche multiplication of the number of electrons through impact
ionization, which is shown in (a) and (b).
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after the gain register, given n input electrons, can be approximated by [193]

pEM (x|n) =
xn−1 exp(−x/G)

Gn(n− 1)!
. (5.2)

Here G is the total mean EM gain associated with the gain register.

Figure 5.5(a) shows pEM (x|n) for up to n = 4 with G = 1000. The spread in the

number of output electrons increases the noise in camera signal and, through this,

introduces uncertainty as to how many photo-electrons were at the input. In turn,

this introduces uncertainty in the number of photons impinging on the camera. This

camera noise is quantified by the excess noise factor (ENF ) defined as

ENF =
σout

Gσin
, (5.3)

where σin and σout are the standard deviations of the input and output signals. For

coherent light input, where the photon number distribution is Poissonian, the ENF

tends to
√

2 when the gain is high [191,193]. This can be understood as doubling of the

input noise. This noise performance is equivalent to that of a noiseless conventional

CCD with half the quantum efficiency. When the input signal level is low, i.e.,

no more than one photon per pixel on average, the EMCCD can be operated in

a photon counting mode. Here any output signal with the number of electrons

above some threshold that is much higher than the readout noise, is treated as

arising from single-photon detection. Fig. 5.5(b) qualitively shows the probability

distributions of the number of electrons after the output amplifier of the EMCCD
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(a)

(b)

Threshold

Figure 5.5 Theoretical calculations for (a) the output probability
distributions of the EM gain for 1-4 input photo-electrons with G =
1000. (b) the probability distributions after the output amplifier for
no photo-electron and single photo-electron input. A threshold is
used to distinguish between these two events. Figure (b) is schematic
and both the axes have arbitrary units.
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for two different input events. When there is no photo-electron input (the dotted

line), the output consists of the readout noise, which has a Gaussian distribution

pout(x|0) with variance σread. For single photo-electron input (the solid line), the

output pout(x|1) is given by the Gaussian readout noise pout(x|0) convolved with

the exponentially decaying amplified signal pEM (x|1) for one photo-electron. To

distinguish between zero and one input photo-electrons, one sets a signal threshold

of 6σread. Any signal registered above this level is treated as a photo-electron.

Therefore the probability that a photo-electron will be detected is

Pt =
∞∑

x=6σread

pout(x|1) ≈ exp(−6σread

G
). (5.4)

Pt quantifies the capability of the camera to distinguish between zero and one input

photon-electrons. This is the single-photon sensitivity of the camera. The effective

quantum efficiency of an EMCCD when operated in this photon-counting mode is

ηeff = ηPt, (5.5)

where η is the quantum efficiency of photo-electron generation. If the gain is suffi-

ciently high G À σread, we have ηeff ≈ η, which shows that the photon-counting

operating mode of the detector removes the uncertainty introduced by the electron

multiplication process and enables the detector to utilize the full quantum efficiency

of the photo-electric conversion. However thresholding does have a drawback. As the

input light intensity is increased, there is a growing chance that two photons will be
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absorbed by a single pixel. Thresholding will attribute the output signal to at most

one photon incorrectly. Basten et al. have shown that the photon-counting mode

can be applied accurately up to 0.5 photon per pixel [193] for light with Poissonian

input photon-number distribution. For the experiments described in this chapter,

we maintain the input signal below this level.

5.3 The experimental setup

To examine the feasibility of current array detectors for spatially-resolved single-

photon level detection, we performed a series of experiments on an EMCCD camera.

The EMCCD camera we employ in our experiments is the Andor iXon DV887DCS-

BV X-1223, containing a CCD87 sensor from E2V Technologies. This CCD is com-

monly used for low-light level applications in astronomy, but as far as we know there

is little work describing its performance in quantum optical experiments, especially

at the single-photon level. We tested the main characteristics (detection efficiency,

noise performance, etc., see Sec. 5.4 for details) of the EMCCD relevant for single-

photon detection. The light source we employ is the photon pairs generated from

the PDC process.

Fig. 5.6 sketches the experimental setup. The output of a Coherent Compass

405 laser diode module (with a wavelength of 405nm) is spatially filtered and then

used to pump a 1mm-long β-barium borate (BBO) crystal to generate the Type-I

PDC. The pump power can be adjusted to control the production rate of the PDC

light. An interference filter (IF – 810 nm central wavelengh and 6 nm bandwidth) is
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Figure 5.6 The experimental setup to study the spatial correla-
tions of PDC with EMCCD. The downconverted photons propagate
through a 2-f imaging system and are detected by the EMCCD cam-
era. The inset shows the distribution of the photons at the detection
plane.

used to select degenerate photon pairs which propagate through an imaging system

and are detected by the EMCCD camera. Both the distance between the crystal and

the imaging lens (L3 in Fig. 5.6), and the distance between the imaging lens (L3)

and camera are set to equal the focal length of the imaging lens f . This 2-f imaging

system performs a transverse spatial Fourier transform and maps the transverse

momentum k⊥ distribution of the light originating at the crystal into the transverse

position r distribution of the light in the detector plane with r = f
kk⊥. Here k = ω/c

is the wavenumber of the photon in free space. Hence, the joint distribution P (rs, ri)

of observing a photon at position rs with its partner at ri is

P (rs, ri) ∝ PPDC(
K

nof
rs,

K

nof
ri), (5.6)
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where K = ks = ki is the wavenumber of the degenerate downconverted photons

inside the crystal, no is the refractive index of crystal for the ordinary light, and

PPDC is the joint probability distribution of the momenta of the signal and idler

photons created by the PDC, i.e. PPDC(ks,ki) = |f(ks,ki)|2, where f(ks,ki) is the

joint probability amplitude of PDC state given in Eq. 2.20. Recall the discussion

about the position of photons in Sec. 1.4, P (rs, ri) can be understood as the prob-

ability that a pixel at position rs detects one photon and simultaneously a pixel at

position ri detects the other photon. Similarly, the marginal distribution for the

signal photon is given by substituting k⊥ = K
nof r into Eq. 2.36

P (rs) ∝ exp

[
−2γL2K∆k

n2
of

2
(rs − nof

√
∆k

K
)2

]
, (5.7)

and the same expression is applied to the idler marginal distribution. The marginal

distribution in Eq. 5.7 represents a ring with a diameter Dr = 2nof
√

∆k/K and

width Wr = nof/(L
√

γK∆k), as shown in the left inset of Fig. 5.6. The conditional

distribution can be deduced from Eq. 2.38 and gives

P (rs|ri) ∝ exp
(
−w2

0K
2

2n2
of

2
|rs + ri|2

)
. (5.8)

The signal and idler photons are diametrically anti-correlated in position. The

diameter (the full width at 1/e2 maximum) of the conditional distribution is

∆C ≈ 4nof

Kw0
. (5.9)
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In summary, the position distribution of the photons at the EMCCD surface has the

same properties of the momentum distribution of the PDC state discussed in Sec.

2.3, with the mapping condition r = nof
K k⊥. This is shown in the left inset of Fig.

5.6.

It is useful to have the distribution of the PDC photons fit onto the whole area of

the EMCCD camera, i.e. Dr +Wr ≈ SCCD, where SCCD is the scale of the EMCCD

array. From the parameters given in Sec. 5.4.1, SCCD = 16µm× 512 = 8.2mm. We

choose the phase-matching angle of the PDC process to be approximately 3◦ (the

angle between the downconverted modes and z-axis in free space), and the focal

length of the lens to be 5 cm. This gives Dr ≈ 5.2 mm and Wr ≈ 0.5 mm.

5.4 Major characteristics of EMCCD

With the setup described in Sec. 5.3, we tested the key characteristics necessary to

utilize the Andor iXon DV887DCS-BV X-1223 EMCCD camera in quantum appli-

cations. Here we discuss the results of these tests.

5.4.1 General features

Table 5.1 shows some of the main parameters given by the manufacturer, Andor

Technology. The vertical clock speed here is actually the vertical shift time for one

pixel (recall the three-phase structure). The pixel size and number of pixels define

the spatial resolution of the camera, which determine the configuration of PDC

setup and the imaging system used in our experiment, as shown in Sec. 5.3. This
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will be further discussed in Sec. 5.5 as well. The readout mode, readout rate and

clock speed define the temporal resolution of the camera, which will be discussed in

Section 5.4.2.

Table 5.1 Values of the major parameters of Andor iXon DV887.

Description Values
Pixel Size (µm) 16× 16
No. of Pixels 512× 512
Readout Mode normal imaging mode, frame transfer mode
Readout Rate 1, 3, 5, 10 MHz
Vertical Clock Speed (µs) 0.4, 0.6, 1, 1.8, 3.4, 6.6, 13
Pre-Amplifier Gain 1×, 2.4×, 4.7×
Cooling Method / Temperature -75◦C/-95◦C with air/water cooling
Quantum Efficiency (η) 75% at 810 nm

5.4.2 Time response features

The timing of detectors is an important issue for quantum communications, including

quantum cryptography, where it sets the maximum transmitted key rate. It is also

important for many quantum optical applications involving conicident detection of

multiple photons, e.g., in heralded single-photon sources, bipartite entanglement

measurements, violation of a Bell inequality with entangled photon pairs, etc. Here,

the detector time resolution sets the minimum time window with which the output

signal can be gated to eliminate excess noise. For APDs, the time resolution is

limited by the avalanche jitter, which is around half a nanosecond, while for a CCD

camera, it is limited by either the shutter time or the minimum exposure time. If

short enough, the exposure time itself could be used as a coincidence gating circuit
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between different pixels, ensuring that two detected photons were likely to have

originated from the same emitted pair. Due to the nature of its image intensifier,

i.e. the adjustable control voltage between the photocathode and the micro-channel

plate, the intensified CCD camera can have shutter times as short as a few hundred

of picoseconds, which is shorter than the 3ns typically used in standard coincidence

counting experiments with APDs. In contrast the EMCCD camera uses an electronic

shutter similar to a normal CCD cameras which limits exposure times to no less than

a few microseconds.

The Andor iXon DV887 camera can be operated in a non-frame-transfer mode as

well as the frame transfer mode, and these have different minimum exposure times.

In non-frame-transfer mode, the image area is kept clean from collecting charges until

the exposure phase starts (stimulated by an internal or external trigger). When the

exposure is done, the charges built up in the image area are quickly transferred

to the storage area and read out through the shift register. At the completion of

the readout phase, the camera is kept clean from collecting charges again until the

next exposure phase starts. The minimum exposure time in this mode is 20 µs

and is not related to the other time settings of the camera. A major difference

between the frame transfer mode and the non-frame-transfer mode is that in frame

transfer mode, apart from the transfer of charges from the image area to the the

storage area, the image area is not cleaned between two exposure phases. Unless

the previous read out phase is completed, the charges in the image area cannot be

transferred to the storage area and the image area is kept exposed. Therefore the
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exposure time has a minimum setting limited by the readout time, which is decided

by the readout speed, the exposed area of the sensor and the number of pixels

binned together. In our experiment the camera is operated in the frame transfer

mode. To minimize the noise (see Sec. 5.4.3), the readout speed is set to 1 MHz and

the vertical shift speed is chosen to be 0.4 µs. For this configuration the minimal

exposure time is 0.02 s, which is much longer than the few nanoseconds typical in

coincidence counting. Consequently, if we want to measure spatial correlations of

the PDC state, the photon-pair generation rate of the PDC light source should be

reduced to minimize the chance that two unpaired photons are detected in the same

pixel or diametrically opposed pixels within the 0.02 s exposure time. The Andor

camera is also equipped with a mechanical shutter, the operation time of which is

tested to be 0.2 s by comparing the exposure level with and without this shutter.

For the camera we used we found some synchronization problems between the CCD

and the mechanical shutter, and so the shutter is not recommended for use.

5.4.3 Noise performance

Similar to normal CCDs, the noise source of an EMCCD can be divided into off-

chip noise (readout noise from the amplifiers, analog-to-digital quantization noise,

etc.) and on-chip noise. As discussed in Sec. 5.2, when the multiplication gain is

sufficiently high, the contribution from off-chip noise is negligible. Excluding the

multiplication gain noise as a separate type of noise, the on-chip noise is due to

the spurious charge discussed in Sec. 5.1.2, which consists of thermal dark current,
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clock-induced charge (CIC) etc. (for details, see Ref. [190]). These processes create

electrons even when no light is incident on the detector. These electrons are subse-

quently multiplied as described in Sec. 5.2 and can result in false photon detections.

Dark current in an EMCCD has a similar origin to that of the dark counts in APDs

mentioned in Sec. 5.2. Its contribution to the signal can be greatly reduced by

cooling the camera and keeping the exposure time as short as possible. CIC is gen-

erated when the camera is clocked during readout, and so it is mostly determined

by the amplitude and frequency of the clock. In principle, CIC will increase slightly

with the decrease of the operating temperature [190], but it has been shown that this

increase is negligible for an EMCCD [194]. There are several points that a manufac-

turer needs to consider to minimize CIC when designing the camera, but for a user,

there are very limited options and CIC sets the ultimate limit for the performance

of EMCCD at low light levels.

To measure the noise performance at the single-photon level of the iXon DV887

camera, we take a number of frames with the camera blocked, i.e., with no input

signal. The histogram of the digitized output signal (in A/D counts or digitization

numbers (DNs)) of the camera is shown in Fig. 5.7(a). Here the multiplication

gain is set to its maximum, the vertical shift speed set to 3.4 µs, readout speed

set to 1MHz and a temperature of -75◦ C. As expected from Sec. 5.2, the noise

distribution is a weighted average of the two distributions (readout noise and single-

electron events) shown in Fig. 5.5(b). The Gaussian-like peak is solely due to the

readout noise (in these events, no on-chip noise source created an electron), while



5.4 Major characteristics of EMCCD 143

(a)

(b)

Figure 5.7 The noise performance of the iXon DV887 camera. (a)
A histogram of the output digital signal per pixel for 2000 frames
with a maximum multiplication gain and no input light. (b) A fit of
the tail in (a) to an exponential decay in order to determine the noise
contribution from clock induced charge.
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the tail in the high DN region is the contribution due to multiplication of single

electrons created through on-chip noise. In a careful examination this tail is found

to be largely independent of the exposure time indicating it is mostly from the

CIC. By examining the width of the peak when the multiplication gain is turned

off, the RMS error of the readout noise (σread) is estimated to be less than 2 DNs.

According to the manufacturer, for this readout speed there are 12 electrons per DN.

This implies the readout noise is less than 20 electrons/pixel/frame. To estimate the

CIC noise, we assume a distribution similar to that of single photo-electrons given

by Eq. 5.2

pcic(x) =
ncic

Gcic
exp(−x/Gcic), (5.10)

where Gcic is the mean gain, and ncic is the equivalent number of input electrons per

pixel per frame due to CIC. Fig. 5.7(b) shows the fit of Eq. 5.10 to the experimental

data in the high DN region (more than 6σread away from the Gaussian peak). This

gives the evaluation of ncic = 0.04 electrons/pixel/frame and Gcic = 180. The

minimum CIC we found for this camera is ncic = 0.005 electrons/pixel/frame with

vertical shift speed of 0.4 µs and readout speed of 1 MHz, which means there is

one false photon detection every 200 pixels per frame. Although every quantum

optical application will have different requirements we can use this pixel number as

an effective limit on the single-photon-detector array size and, thus as benchmark

to compare competing detector arrays.
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5.4.4 Multiplication gain

The multiplication gain G can be estimated in a similar way as Gcic. Photon pairs

generated from a PDC source are used as the input light to the EMCCD camera.

The photon-pair generation rate is first set to be high enough to allow the EMCCD

camera to image the ring structure of the PDC (Fig. 5.8(a)) during one exposure. An

area APDC of 10×10 pixels is selected around an arbitrary point on the peak intensity

circle in the ring. Then the generation rate is lowered to ensure the maximum signal

collected in APDC is much less than one photon per pixel per frame. A histogram

of the EMCCD output signal from the pixels in APDC contains contributions from

multiplied photo-electrons, multiplied CIC and the readout noise. We attempt to

remove the latter two contributions by first recording histograms of the output signal

within APDC , with and without input light. Each measurement is performed with

2000 exposures. The difference between the two histograms is due to single photon

events. We fit an exponential decay function to the tail of the difference between the

two histograms (shown in Fig. 5.8(b)) and find that the detected number of photons

is 0.152 photon/pixel/frame and the gain is G = 247. Comparison between G and

Gcic shows that CIC noise experiences less gain than input signal. This agrees with

our expectation that the CIC will be created at random points in the gain register

and, thus pass through fewer multiplication steps on average. This has also been

confirmed by S. Tulloch [195].

From the measurement results in Sec. 5.4.3 and 5.4.4 and Eq. 5.4, if the camera

is operated in photon-counting mode, the effective efficiency will be reduced by a
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(a)

(b)

Figure 5.8 Measurement of the EM gain for a single photon input.
(a) The ring structure of PDC detected by the EMCCD. An area
of 10 × 10 pixels around the peak intensity is selected to construct
an output signal histogram. The histogram is used to determine the
EM gain for single input photo-electron. (b) The solid line is the
histogram of the output distribution of single photon events. This is
fitted with an exponential decay function (the dotted line) to estimate
the EM gain and the average number of detected photons per pixel.
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factor of Pt = 0.67. This rather large reduction is due to the low gain of our

particular camera, which might be caused by gain-aging of the EMCCD [196]. For

another EMCCD camera that we tested from Hamamatsu, we measured an EM gain

of over 1000 and Pt > 0.9, which is an evidence of the potentially superior quantum

efficiency of a brand new EMCCD operating at its peak.

5.4.5 Comparison between EMCCD and APD

To conclude this section, the detection efficiency of our EMCCD is compared with

a standard silicon APD (Perkin Elmer, model no. SPCM-AQR-13-FC 5387.Rev.F).

This APD module is the most widely used single-photon detector in quantum optics

experiments. The attenuated laser diode pump, Coherent Compass 405 is coupled

into a single-mode fiber and used as the input light for both of the detectors. The

intensity of the laser is adjusted to give around 18000 clicks per second with the

APD. The number of photons detected by the EMCCD is estimated with the method

mentioned in Sec. 5.4.4 to be 13662 photons per second, which is close to that from

the APD. Considering the additional loss introduced by the coupling into the camera,

the intrinsic detection efficiencies η of the back illuminated EMCCD and APD are

at the same level, at least for the wavelength we tested (405 nm).
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5.5 Characterizing spatial correlations of PDC with an

EMCCD array detector

As mentioned in previous chapters, photon pairs generated from PDC exhibit a high

degree of correlation in their spatial degree of freedom. In order to experimentally

access this degree of freedom requires a large detector array. From the various tests

mentioned in Sec. 5.4, the EMCCD has single-photon sensitivity, good quantum

efficiency comparable to APDs and relatively low noise. However, it is still unclear

whether an EMCCD can be used as a detector array in which each pixel in the

camera acts as an independent detector, and thus has the ability to reveal the non-

classical spatial correlations of PDC light. In this section we discuss an experiment

that employs an EMCCD to characterize the spatial correlations of PDC. The ex-

perimental results are compared with a numerical simulation of the EMCCD output

signal, including all the factors discussed in Section 5.4. The difference between the

experiment and theoretical model reveals the capabilities and limits of the EMCCD

camera.

5.5.1 The measurement method

Typical experiments with two-photon states from PDC employ a pair of detectors

counting coincidences with nanosecond time gating. This requires the generation

of no more than one photon pair within the time-gating window, and a noise level

low enough to achieve a reasonable signal to noise ratio. When a detector array,

as mentioned in Sec. 5.1.2, is employed, the noise level increases linearly with
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increasing number of pixels, which makes it difficult to distinguish the photon pair

from background noise. One option to overcome this problem is to employ only a

small area of the detector array to keep the noise low. For example, as shown in Sec.

5.4.3, the tested EMCCD has a CIC level no less than 0.005 electrons/pixel/frame.

When this camera is used to measure the spatial correlations of the PDC state by

using only a select group of pixels, the effective area should be much smaller than

200 pixels to obtain a sufficient SNR. However, there is always some advantage to

employ the full area of the detector array. For example, with an increased number

of detectors it is possible to close the detection efficiency loophole for the violation

of Bell inequalities [197]. Moreover, larger detector arrays will benefit the signal

collection, i.e., enable the characterization of the spatial properties of SPDC without

moving detectors.

To overcome the limit on the effective area imposed by noise, we resort to a

different method. In this method the pump intensity is adjusted to allow several

photon pairs to reach the camera within one time window (the exposure time for

CCD). The detected photon level is much less than 1 photon/pixel/frame to avoid

two photons registering as one, while still greater than the average CIC contribution

in order to maintain a good SNR. To characterize the spatial correlations of the

photons each frame F (x, y) (here F (x, y) is the image pattern recorded by the CCD,

x and y are the horizontal and vertical coordinates in number of pixels) is convoluted

with itself in order to measure the amount of overlap between this frame and its

copy inverted and shifted version F (2x0 − x, 2y0 − y). The result of each individual
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x

y

Figure 5.9 A frame with 3 photon pairs recorded. For each photon
at point (x, y), there is another photon at (2xc − x, 2yc − y), where
(xc, yc) is the correlation center. In our setups, the photons are not
perfectly correlated, but with uncertainties ∆x and ∆y.
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convolution is then added together to give the total correlation

Ctot(x0, y0) =
N∑

l=1

F l ∗ F l, (5.11)

where ∗ denotes convolution and N is the number of frames. Fig. 5.9 shows a frame

F (x, y) with 3 photon pairs recorded. Since the photon pairs are anti-correlated in

momentum, for each photon at (x, y), there is another photon at the diametrically

opposite point (2xc−x, 2yc−y) (where (xc, yc) is the center of the anti-correlation).

Therefore Ctot will exhibit a peak where the shift (x0, y0) = (xc, yc) such that each

point in the original frame overlaps with the diametrically opposite point in the

mirrored frame. In our setup, due to the PDC source configuration, the imaging

system and other experimental imperfections, the coordinates of the two photons in

each photon pair are not perfectly correlated, but with uncertainties ∆x ≈ ∆y ≈ ∆C

(Eq. 5.9). We will show that as long as ∆C is not too big (no more than 5 pixels),

the peak of Ctot is still able to be detected. In practical situations, photons are

not always recorded due to the detection efficiency, and various noise should also

be taken into account. Nevertheless, the noise is completely uncorrelated, therefore

after accumulation of several frames, the contribution from noise is reduced, and

one expects a peak with width ∆C to appear.

To see the correlation between photon pairs, our setup also allows one to apply

an alternative method which is similar to the experiments done with APDs. In

this method one can fix a given pixel and measure the coincidences between this
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pixel and all other pixels. However, this requires a large number of frames, while

the measurement of Ctot(x0, y0) is more efficient since it uses all the pixels on each

frame.

Here we give a more complete analysis of Ctot to show its physical meaning and

how it is determined by the characteristics of the input state and the detector array.

We assume the input state to the detector array is an entangled two-photon state

with joint probability distribution Ptwin(rs, ri) at the detection plane, with no further

assumptions of the particular form of Ptwin(rs, ri). Here we still use the labels signal

and idler to distinguish each photon in the photon pair. The marginal distributions

of each photon are Ps(rs) and Pi(ri) respectively. The number of photon pairs

generated during the detection time window (i.e. frame for EMCCD) is m with

probability P (m). The overall detection efficiency of one pixel is η. Then the total

correlation defined in Eq. 5.11 is (see Appendix C for the calculations):

Ctot(r) = N〈m〉η
[
Ps(

r
2
) + Pi(

r
2
)
]

+ N〈m2〉η2
[
Ps(r) ∗ Ps(r) + Pi(r) ∗ Pi(r)

+2Ps(r) ∗ Pi(r)
]

+ 2N〈m〉η2
∑
rs

Ptwin(rs, r− rs) + Cnoise. (5.12)

Here 〈·〉 denotes the ensemble average, and Cnoise is a constant proportional to the

spurious charge level, and N is the total number of frames again. Only the term

with Ptwin(rs, r − rs) records the spatial correlation of the two-photon state, and

contributes to the correlation peak discussed previously. The width of the peak can
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be estimated as

Σpeak =
∑
r

r2
∑
rs

Ptwin(rs, r− rs)

=
∑
rs

∑
ri

(rs + ri)2Ptwin(rs, ri)

= ∆2(rs + ri). (5.13)

Here we select the origin of the coordinates to make sure 〈rs + ri〉 = 0. Recall the

2–f imaging system maps the momentum distribution on the detection plane, so

that Σpeak ∝ ∆2(ks + ki). We define another correlation function

C ′
tot(r) =

N∑

l

F l ? F l, (5.14)

where ? denotes the autocorrelation. With similar analysis, we will see that C ′
tot(r)

has a peak with width ∆2(rs − ri). If the photon pairs are transmitted through a

4–f imaging system, which images the position distribution of the photons onto the

detection plane, C ′
tot(r) measures the position correlations of the input state. As

mentioned in previous chapters, ∆2(ks + ki)∆2(rs− ri) reveals the entanglement of

the input state. Other properties of Ctot(r) for the PDC state will be discussed in

Sec. 5.5.2

5.5.2 The simulation model

Eq. 5.12 gives a rough description of the total spatial correlation Ctot(r) measured

by a CCD array. For convenient comparison with the experimental results, we also
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developed a simulation using MatlabR©. In the simulations, the detected photon level

(at the peak of the PDC distribution) is varied from 0.05 photon/pixel to 0.2 pho-

ton/pixel. The overall detection efficiency is difficult to determine experimentally.

In the model we assumed η = 0.05, which should be lower than the actual value.

We used Eqns. 5.7 and 5.8 to simulate the distribution of the downconverted pho-

tons over the camera sensor taking into account the input photon level, the overall

quantum efficiency, the random and Poissonian distribution of the photon numbers

and the uncertainty in the transverse momentum conservation of the photon pairs.

The continuous distribution is discretized to the size of the pixels, and noise added

to the resultant matrix in order to simulate the clock induced charge (CIC), where

a spurious photo-electron can be generated in each pixel with a probability Pcic.

Generally Pcic varies with the EMCCD configurations, and is measured experimen-

tally. However, as a demonstration, in the simulation discussed in this section we

use Pcic = 0.04, which is one of the values we obtained by experiment in Sec. 5.4.3.

The simulation of a single frame registered by the camera considering the over-

all set of parameters described above is shown in Fig. 5.10(a). Fig. 5.10(b) shows

one frame after applying the thresholding, i.e. the camera is operated in photon-

counting mode. After accumulation of several frames, the circular pattern pro-

duced by the distribution of transverse momenta in degenerate PDC becomes clear.

Figures 5.10(c) and (d) show the accumulation of one hundred and one thousand

thresholded frames, respectively, from which the ring may be clearly distinguished.

As a sample of the simulation output, Fig. 5.11 shows the 1D versions of the
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Figure 5.10 Frames generated by the simulation model. (a) One
frame without threshold and (b) the same frame after threshold. (c)
and (d) show the accumulation of 100 and 1000 frames, respectively,
after each one is thresholded. The pump beam waist in this example
was w0 = 2 mm and the crystal length is L = 0.5 mm.
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total correlation Ctot for the case where the pump beam waist is 2 mm. This gives

a correlation area (∆C = 12.5 µm in Eq. 5.9) of around one pixel. Figure 5.11(a) is

the correlation of just one frame. This graph is very noisy and does not allow one

to extract any information about the correlations. For n = 1000 frames the total

correlation is shown in Fig. 5.11(b). In this particular example we see a pronounced

peak at the centre of the distribution, which is the signature of spatial correlations

as discussed in Sec. 5.5.1. Although the EMCCD has 512 pixels in each dimensions,

to show the complete characteristics of Ctot we would need an array of double the

size due to the convolution calculation. The small peaks close to the edges are due

to the contribution of Ps( r
2) + Pi( r

2) in Eq. 5.12. For degenerate type-I PDC, this

is just the PDC ring with double radius. The large, broad peak close to the center

(the ‘bell’ shape) is due to the term Ps(r) ∗ Ps(r) + Pi(r) ∗ Pi(r) + 2Ps(r) ∗ Pi(r) in

Eq. 5.12.

The same procedure was repeated for varying the pump beam waists from 100 µm

to 3 mm, with detected light levels of 0.1 photon/pixel/frame, and over 1000 frames.

Some results are shown in Fig. 5.12(a)-(e). As a comparison, in Fig. 5.12(f) we

show the result for uncorrelated photons. These photons have the same marginal

distribution of the PDC state, but there is no correlation between each photon and

all the others, therefore there is no correlation peak at all. Here we only show the

measurements for the center 512 pixels. Since the background is determined by the

marginal distribution of the photons and the noise level, which does not vary with

the pump beam waist, it remains at the same level from figure to figure. The height
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(a)

(b)

Figure 5.11 The 1D version of simulated results of total correlation
Ctot. The number of frames analyzed is: (a) n = 1, (b) n = 1000.
The pump beam waist in this example was w0 = 2 mm, and the
length of the crystal is L = 0.5 mm.
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and width of the central peak that characterizes the spatial correlations is seen to

change with the pump width as shown in the insets of Fig. 5.12. This is expected

since the pump width defines the correlation area. As the pump waist gets smaller,

the correlation area in the camera becomes larger (∆C is inversely proportional to

w0). This reduces the overlap at the centre of the distribution and of its rotated

version. After accumulation of 1000 frames, the reduced pump beam waist causes

an increase in the width of the correlation peak and a reduction in its height. When

the pump is strongly focused (w0 = 0.1 mm for example), the correlation peak is so

wide and low that it cannot be distinguished from the wide peak. In this case the

camera is not able to distinguish PDC light from uncorrelated light as can be seen

in the Fig. 5.12(e) and (f).

Let us define the height of the correlation peak as

H = 1− 1
4

∑

m=±1

[
Ctot(xmax, ymax + m) + Ctot(xmax + m, ymax)

Cmax

]
, (5.15)

where Cmax = max[Ctot(x0, y0)], xmax and ymax are the coordinates of Cmax, i.e.

they define the position of the correlation peak. The second term in Eq. 5.15 is

an average value of the total correlation when we move one pixel outward from the

centre in the ±x and ±y directions, normalized by Cmax. Therefore H shows the

‘sharpness’ of the correlation peak. Fig. 5.13(a) shows the variation of the simulated

results of H with the pump beam width w0 for three different input photon levels

of the PDC light (N = 0.5, 0.1 and 0.2 photons/pixel) and for an uncorrelated light
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(a) Pump width 2 mm

(c) Pump width 0.5 mm

(e) Pump width 0.1 mm (f) Uncorrelated light

(d) Pump width 0.3 mm

(b) Pump width 1 mm

Figure 5.12 Simulated 1D correlation curves for: (a)-(e) the signal
and idler beams generated by PDC with different pump beam waist
and (f) photons with the same circular distribution of the PDC state,
but totally uncorrelated. The inset in each figure shows a zoom in
the correlation peak.



5.5 Characterizing spatial correlations of PDC with an EMCCD array
detector 160

with the same marginal distribution as the PDC state. As expected the uncorrelated

light shows no peak. Saturation is observed in H for the entangled beam from PDC

light when w0 is large enough for ∆C to be below one pixel size.

The results presented in Fig. 5.13(a) were obtained by considering a “perfect”

2-f imaging system, a monochromatic pump beam and neglecting the crosstalk be-

tween different pixels. In a realistic experiment, misalignments, finite pump band-

width and non-negligible crosstalk would increase the effective correlation area of

the downconverted photons. Fig. 5.13(b) shows the variation of H in terms of the

correlation width ∆C in pixel numbers. It can be seen that for a correlation width of

more than 5 pixels the correlation peak can hardly be distinguished from the back-

ground. Thus the increased correlation width should be no more than five pixels to

allow the measurement of correlations. One possible way of avoiding these effects

could be to increase the pixel size of the detector. In the camera this is possible

through binning several pixels to act like one “super-pixel”. However this must be

traded against the additional noise in this super-pixel.

Another conclusion to be drawn from Fig. 5.13(a) is that, for a fixed pump beam

waist, there is an optimal input intensity to maximize H. This cannot be attributed

to a change in the degree of correlation, which is defined by the pump beam width,

but solely due to the variation in the background level (SNR). If we increase the

input level (from 0.1 photons/pixel to 0.2 photons/pixel in Fig. 5.13(a)) there will

be a reduction in H caused by an increase in the height of the bell-shaped part of

the correlation curve. If we decrease the input photon level (from 0.1 photons/pixel
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Figure 5.13 (a) Variation of the correlation peak height defined in
Eq. 5.15 with the pump beam waist for three different SPDC input
photon levels and uncorrelated light. (b) Variation of the normalized
peak height (for 0.1 photon/pixel in (a)) with the correlation width.
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to 0.05 photons/pixel in Fig. 5.13(a)), the noise will dominate the measurement and

the background will reduce the relative height of the peak. This point is made clear

by examing Eq. 5.12. By substituting the joint distribution (Eq. 5.6) and marginal

distribution (Eq. 5.7) of the PDC state into Eq. 5.12, we find the maximum value

of Ctot is

Cmax = Ctot(r = 0)

= 4
√

2〈m2〉η2γLK + 2
√

π〈m〉η2w2
0K

2 + 4π
3
2 n2

of
2
0 Cnoise, (5.16)

while the maximum for the background in Ctot (contributions from uncorrelated

events) is

Cuncorr
max = 4

√
2〈m2〉η2γLK + 4π

3
2 n2

of
2
0 Cnoise. (5.17)

Thus H can be approximated as

H ≈ Cmax − Cuncorr
max

Cmax

=
2
√

π〈m〉η2w2
0K

2

4
√

2〈m2〉η2γLK + 2
√

π〈m〉η2w2
0K

2 + 4π
3
2 nof2

0 Cnoise

. (5.18)

Note H in Eq. 5.18 is not exactly that defined in Eq. 5.15, since Cuncorr
max does not

equal the second term in Eq. 5.15. However, this is a good approximation.

From Eq. 5.18, it is clear that for a fixed noise level Cnoise there is an optimal

signal level 〈m〉 that maximizes H. Apart from this, it can also be seen that H

increases not only with increasing pump beam waist w0, but also with decreasing
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crystal length L, which yields the same asymptotic behavior as the mutual informa-

tion analysis in Chapter 4 and the concurrence analysis in Ref. [35] between the signal

and idler mode. This implies that H quantifies the non-classical spatial correlations

for certain two-photon states.

The results shown in this section are examples using particular values for the

parameters intended to illustrate the salient effects. To compare with the results of

a particular experimental setup, the parameters for the actual experiment should be

used. Still the general characteristics and behavior should be the same.

5.5.3 Experimental results and analysis

According to numerical simulations, for a fixed input light level 〈m〉, the height of

the correlation peak decreases rapidly with increasing correlation width. With the

parameters used in Sec. 5.5.2, it can be seen from Fig. 5.13 that when ∆C is greater

than six pixels the peak is almost negligible. Since ∆C is inversely proportional to

the pump beam width w0, it is advantageous to make the pump width as large

as possible, while ensuring it still completely passes through the crystal aperture.

This is achieved by adjusting the magnification of the spatial filter in Fig. 5.6. We

estimate ∆C by measuring the width of the pump image on the detection plane.

This is done by monitoring it with EMCCD, or alternatively by gradually blocking

it with a razor blade and measuring the transmitted power using a power meter.

For unknown reasons, we were unable to obtain ∆C below one pixel, even though

this is still much larger than the Rayleigh limit. The best we achieved for ∆C is
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around 2 pixels, with a pump beam waist larger than 0.5 mm.

Another issue that should be mentioned is the large unexpected noise level. The

EMCCD is configured for its optimal noise performance at the single-photon level

with a vertical shift speed of 0.4 µs, readout speed of 1 MHz and a temperature of

-75◦C. The EM gain is set to the maximum level (∼ 250). As mentioned in Sec.

5.4.3, under these conditions the CIC is approximately 0.005 electrons/pixel/frame.

This is confirmed by measuring frames in a dark environment, and estimating the

detected signal plus noise level. We look for background light from the source by

turning on the pump, and rotating the BBO crystal by 90◦ degrees in the xy-

plane to ensure no PDC photons are generated but all other conditions remain the

same. Then we estimate the background level in the area that is far from the pump

image. The result is 0.008 electrons/pixel/frame. The increase in background is

due to fluorescence of the crystal and other optics, as well as the random scattered

light. When the crystal is rotated back to its original position, which allows for

the generation of downconverted photons, the pump intensity is adjusted so that

the detected signal level at the peak of the PDC ring is 0.11 electrons/pixel/frame.

Immediately we notice a strong increase in the background. This is confirmed by

measuring the detected signal level in an area far from the PDC ring, which is found

to be 0.07 electrons/pixel/frame. Futher tests show that this background increases

with the pump power. However, from an analysis of the marginal distribution of

the downconverted photons, we expect the probability to detect a photon in this

area to be negligible. Therefore the sharp increase in background is unexpected,
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and as we show with the rotated crystal tests, this should not be due to the crystal

fluorescence. We performed the same test with several different BBO crystals, and

obtained similar results. The reason for this issue is not clear to us. We took

into account this effect in our simulations, and treat the increased background as

uncorrelated events for the following analysis.

The crystal length selection is also a key issue. As shown in Eq. 5.18, a thinner

crystal will give a more distinct correlation peak. Nevertheless, a thinner crystal

also makes the distribution of the downconverted photons broader, therefore the

intensity of the signal also decreases. Due to the background problem discussed

above, thinner crystals give a lower signal-to-noise ratio. We performed tests with

three different crystal length: 0.5 mm, 0.7 mm and 1 mm. The 1-mm thick crystal

gave best results as quantified by the distinguishability of the correlations.

Figures 5.14 and 5.15 shows the experimental results for different input light

levels and simulation results for comparable parameters. The results shown here

are for Ctot averaged over the number of frames. The simulations are run with the

parameters of the experimental setup (noise level, gain, etc). The largest difference

between the simulation and experiment are in the background levels. We believe

this is due to small noise level differences between the simulations and experiments.

Although these differences are minute, after summing over 512 × 512 pixels, the

cumulative differences become significant. Due to the increased background and

crystal length, the correlation peaks in the simulation results are not as distinct

as those shown in Sec. 5.5.1, but still strong enough to be distinguished from the
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background. However, the experimental results are not as convincing. They do not

show a clear signature of the correlation peak that can be distinguished from noise

fluctuations.

This could be due to a problem with EMCCDs that has recently been reported in

connection with astronomical imaging, which is the charge-transfer efficiency (CTE)

problem. The CTE problem is another example of the crosstalk problem discussed

in Sec. 5.1.3. For the previous simulations we assumed that each pixel of EMCCD

is an independent detector. This is not a completely accurate description of the

situation. As shown in Fig. 5.4, the signal detected by each pixel will be transfered

through the same shift register and gain register. A measure of the ability of the

CCD to transfer the charge from one potential well to another is given by the CTE,

which has a typical efficiency of is less than unity. If the charges do not move to

the adjacent stages at the required time, they will be left behind in one or other

of the transfer steps and registered as if they come from a different originating

pixel. Although the CTE of each transfer could be high for large charge packets

(over 0.9999), after more than 1000 transfers, this will induce a noticeable spread of

the charge from one pixel into adjacent pixels (for 0.9999 CTE, the spread will be

over 2 pixels). This introduces crosstalk between different pixels and thus blur the

final image. Moreover, the CTE is usually worse for low light levels. It has been

reported that below the 0.5 photon/pixel/frame input level, the CTE of a typical

EMCCD could cause a spread of several pixels [188]. There is no doubt that this

effect will increase the effective correlation width ∆C (if the spread caused by the
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(a)  0.1 photon/pixel/frame Simulation results

(b)  0.1 photon/pixel/frame Experimental results

Figure 5.14 1D correlations curves Ctot averaged with the number
of frames with the detected signal level 0.1 photon/pixel/frame. (a)
is the simulation result, while (b) is the experiment result. The insets
in the figures are zoomed plots of the correlation peak
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(b)  0.15 photon/pixel/frame Experimental results

(a)  0.15 photon/pixel/frame Simulation results

Figure 5.15 1D correlations curves Ctot averaged with the number
of frames with the detected signal level 0.15 photon/pixel/frame. (a)
is the simulation result, while (b) is the experiment result. The insets
in the figures are zoomed plots of the correlation peak
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crosstalk is
√

δ(d) (see Sec. 5.1.3), then the effective correlation width will become

√
(∆C)2 + δ(d)) and thus decrease the height of the correlation peak. Comparing

the simulation results with the experimental results, we estimate the CTE induced

spread to be 2 to 3 pixels. This then defines the effective spatial resolution of

EMCCD for single-photon detection.

5.6 Summary of EMCCD configurations

As can be seen from the previous sections, an EMCCD allows users to change several

acquisition parameters, which enables significant flexibility to configure the detector

for different purposes. However, this also causes additional complexities for its

usage. Since the most important issue in our experiments, and most applications

with single photons, is the signal to noise ratio (SNR), we summarize the relations

between different parameters and their effects on the SNR in Fig. 5.16. In principle,

to reduce the noise, the readout speed should be decreased. On the other hand the

clock speed also affects the CTE and thus the SNR in a more complex way. The

effect of gain is a bit complicated: it amplifies the signal, while the CIC level also

increases slightly with the increased gain. Fig. 5.16 explains how the parameters will

affect the SNR. For practical setups to achieve the best performance the EMCCD

array should be calibrated experimentally.
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Figure 5.16 The relations between different parameters of EM-
CCD and their effects on signal to noise ratio (SNR). The clock con-
figuration affects noise in several ways. In most situations a slow
clock will be beneficial, though this will reduce the operating speed
of the camera. The gain will amplify both the signal and spurious
charges (CICs), as well as introduce additional noise quantified by
excess noise factor (ENF). However one needs to keep the gain large
enough to overcome the readout noise.



Chapter 6

Conclusion

Continuous variables (CVs) of single photons (momentum-position, time-frequency)

offer another degree of freedom for quantum information processing (QIP) applica-

tions in addition to the dichotomic variables, e.g. the polarization. In particular, in-

formation can be encoded into the CV degree of freedom, enabling a photon to carry

the d dimensional generalization of the qubit, the ’qudit’. This can dramatically in-

crease the information content per transmitted photon, which enables higher data

rates for various applications of quantum communication including quantum key dis-

tribution (QKD) [109,110]. Moreover, QKD with high dimensional states has the ad-

vantage of increased sensitivity to eavesdropping [198]. Considering the CV degrees of

freedom, parametric downconversion (PDC) sources also produce high dimensional

entanglement between the photons in each generated photon pair. This entangle-

ment can be used to violate Bell inequalities in high dimensionality [123,153,199], and

thus demonstrate that nature cannot be described by a local realistic theory.
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Manipulation and measurment of single photon CVs require different schemes

and devices than those for polarization. The work presented in this thesis studies

a CV-QKD scheme based on the spatial degree of freedom the PDC state. An

EMCCD camera is tested as a potential candidate for the detection device.

6.1 Summary

The thesis starts with the introduction of several crucial concepts, including the con-

tinuous variable quantum information processing (CV-QIP) based on the quadra-

tures of the electromagnetic field, quantum entanglement, quantum key distribution

(QKD) and CVs of single photons (position-momentum, time-frequency). The sim-

ilarity between the CVs of single photons and those of the electromagnetic field

enables one to consider CV-QIP applications using single photons or entangled pho-

ton pairs.

To analyse a single-photon CV-QIP application, one need to know the charac-

teristics of the CV degrees of freedom of the single-photon state, which is largely

determined by the generation process of the state. In this thesis we consider entan-

gled photon pairs generated from the parametric downconversion (PDC) process, de-

scribed in chapter 2. A theoretical framework is presented, and the spatio-temporal

modal structure of the resulted two-photon state is derived. We emphasize the spa-

tial degree of freedom of the PDC state by removing the spectral degree of freedom

with interference filters.

The ability of a bipartite state to violation of a Bell inequality has many con-
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nections with secure information transmisstion. In Chapter 3 we study this issue for

the spatially correlated PDC state. A CHSH inequality based on the joint Wigner

function of a two-photon state is contructed. This inequality allows one to employ

the full continuum of the joint spatial amplitude of the PDC state. With a nu-

merical calculation, it is shown that a realistic PDC state can strongly violate this

inequality with a maximum value of 2.2, which demonstrates the ability of this state

for secure information transmission. The extension of this method, together with

the improved single-photon detector, may close an important experimental loophole

of Bell inequality violations: the detection loophole.

The performance of the single-photon CV-QKD scheme based on the spatial

degree of freedom of entangled photon pairs is analysed in chapter 4. We derive

the information capacity in the spatial correlation of a realistic PDC state. The

results confirm the potential to transfer several (I > 7) bits of information per

photon through the spatial degree of freedom. A QKD protocol utilizing this form

of information coding is proposed. Similar to the quadrature-based CV-QKD, the

EPR criterion is a sufficient condition for the security of this QKD scheme. However,

the non-Gaussian characteristics of the experimental imperfections (channel loss

and detector noise) distinguish single-photon CV-QKD from quadrature-based CV-

QKD, and severely limits the options of eavesdropping attack. A plausible attack,

intercept-resend, is analysed to illuminate how secure information may be distilled

well beyond the bound of the EPR criterion. As an example, it is shown that

the secure information can be distilled with channel loss up to 35 (31.5) dB and a
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detector array of 128 (256) pixels. A logarithmic negativity calculation confirms the

entanglement between the legitimate parties.

Although the spatial correlation of the PDC state exhibits a large information

content, to access this information content is not trivial. It requires one to employ

a single-photon detector array, which has not been widely studied. In chapter 5 we

develop methods to test the crucial parameters of a detector array for single pho-

ton detection, and implement these tests experimentally to a electron-multiplying

charge coupled device (EMCCD) camera. With the photon pairs generated from

a PDC source, we test the time response, noise performance, single-photon ampli-

fication and detection efficiency of this camera. The results show that the EM-

CCD has single-photon sensitivity, good quantum efficiency (comparable to a stan-

dard avalanche photodiode) and relatively low noise (spurious charge of 0.005 elec-

trons/pixel/frame). An experiment that employs the EMCCD camera to measure

the spatial correlations of the PDC state reveals the impact of the imperfect charge

transfer efficiency of the camera, which reduces the spatial resolution by a factor of

two or three.

6.2 Outlook

The work in this thesis can be roughly divided into three topics: i) engineering of

the CV degrees of freedom of single photons or entangled photon pairs; ii) detection

device for the CV degrees of freedom of photons and iii) their employments in QIP

applications, specifically, in QKD. Therefore the future work will also follow these
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three directions.

Engineering of the CV degrees of freedom of the PDC state

As can be seen from the discussions in previous sections, the internal correlations

(the correlations between the spectral and spatial degrees of freedom) and the ex-

ternal correlations (the correlations between the signal and idler photons) of the

PDC state strongly affect its performance in QIP applications. When PDC is used

as a heralded single-photon source, it requires one to eliminate the correlations be-

tween the signal and the idler photons. On the other hand, many applications, for

example, information transmission, Bell inequality violation etc., will benefit from

increasing the correlations in one CV degree of freedom while suppressing the corre-

lation between different degrees of freedoms. Appendix A shows that the generation

of a signal-idler factorable state is possible with non-collinear type-I PDC. This

analysis considers a relatively simple situation, where the transverse walkoff of the

pump in the crystal is ignored. For a short crystal, we expect this effect should

be negligible. However, the existence of this effect will introduce additional spatio-

temporal correlations between the two photons, decreasing the factorability of the

PDC state. Therefore a more complete analysis that include the pump transverse

walkoff is required to reinforce the results shown in this thesis. Moreover, due to

the unsymmetric nature between the signal and idler photons in type-II PDC, we

expect the generalization of this analysis to type-II PDC will be beneficial. For

example, it allows one to use the state generated with degenerate collinear phase
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matching conditions. However, the calculation should consider the variation of the

extraordinary refractive index in different directions as well as the transverse walkoff

of the extraordinary photon. We expect this can be done with numerical modelling.

Coupling photons into single-mode fibers is also a widely studied issue [200–202],

since it is one possible solution to the long distance transmission of photons as well

as integrated optical QIP circuits. It has been shown that the coupling efficiency

strongly dependends on the modal structure of the PDC state [200]. Moreover, fiber

coupling not only acts as a spatial filter, but also affects the joint spectral amplitude

of the two-photon state due to the spatio-temporal correlations. Therefore to achieve

a bright, factorable, fiber-coupled two-photon state requires further study.

As for the issue to increase the correlations in the CV degrees of freedom of

photon pairs, we have shown that spatial correlation of the PDC state generated from

a bulk crystal can be increased by adjusting the pump beam waist and the crystal

length. However, this is not very efficient. It has been shown that by controlling the

group velocity dispersion of the pump photon and the downconverted photon with

a superlattice of nonlinear crystal and linear segments, the spectral correlations of

the PDC state can be dramatically boosted (Schmidt number up to 107) [165]. As far

as we know, few work has been done for the spatial correlations of the PDC state.

We expecting similar analysis could be applied for the spatial degree of freedom of

PDC states. This might be achieved with 2D photonic crystal structures.
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Other candidates of single-photon detector arrays

Apart from EMCCD and ICCD, there are other candidates of single-photon detec-

tor arrays, for example, the multi-pixel photon counter (MPPC) [203] and the spatial

resolving photon multiplier (PMT). Both of these detector arrays have been devel-

oped very recently, and their performance has not been completely tested. At the

time when this thesis is finished, an experiment to test the photon number resolving

performance of a MPPC is reported [204]. The major characteristics concerned in

that work are quite similar to those we discussed in chapter 5. Since the method

discussed in chapter 5 is designed to test any single-photon detector array, we believe

our method will be a good complement to those discussed in Ref [204], and can also

be used to test the performance of any other detector arrays for quantum optical

applications.

Improving security analysis of single-photon CVQKD

In this thesis we have shown that the experimental imperfections of single-photon

CV-QKD force Eve to apply non-Gaussian attacks, which, to our knowledge, have

been scarcely studied in the previous works on CV-QKD. In chapter 4 we discuss

the impact of one possible attack, intercept-resend attack. However, this is quite a

simple attack. Whether more complex attacks, such as coherent attacks, will allow

Eve to acquire more information is still unclear. This is a difficult question to answer

since the analysis of non-Gaussian operations is not trivial. Instead we expect to set

a bound on the maximum information that Eve can acquire with some inequalities
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such as entropic uncertainty relations. How to get a bound tight enough also requires

further study.

When consider the QKD protocol based on photons transmitted through free

space, the turbulence effect should also be taken into account. Although the distor-

tion introduced by this effect on information transmission can possibly be reduced by

adaptive optics, it opens a potential loophole for eavesdropping attacks. Therefore

it is worth to extend the security analysis to include the turbulence effect. There are

also suggestions on QKD protocols based on the spectral correlations of entangled

photons transmitted throught optical fiber [205]. Our analysis could be generalized for

this scheme taking into account of the characteristics of fiber channel and detection

device.



Appendix A

Parametric Downconversion

Engineering

A.1 Introduction

In this appendix we give a more detailed study of the spatio-temporal correlations of

the PDC state. We mainly consider two types of correlations within the continuous

variable degrees of freedom of the two-photon PDC state. One is the correlation

between the spectral and spatial degrees of freedom due to the dispersion relations

of the nonlinear medium, as mentioned in Sec. 2.2. Mathematically, this means

that the two photon joint amplitude f(ωs, ωi,~k
⊥
s ,~k⊥i ) cannot in general be written

in the product form g(ωs, ωi)h(~k⊥s ,~k⊥i ). This correlation makes it difficult to achieve

full knowledge of either degree of freedom, since it requires to trace over the other

degree of freedom. Practical systems usually resort to filtering (either spatial or
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spectral) to remove one degree of freedom making the analysis easier. However the

filtering process significantly decreases the photon flux. An alternative option is to

use waveguided PDC to decouple the spatial degree of freedom from the spectral

degree of freedom [206]. Still this approach also restricts the ability to modify spatial

correlations of the downconverted photons.

The other correlation is the correlation that binds the signal and idler photons

within each pair due to the phase matching conditions. This correlation makes

the PDC state a bipartite entangled state and offers several benefits for quantum

information processing applications, e.g., quantum dense coding [20], quantum tele-

portation [207], and as will be shown in Chapter 4, quantum cryptography. However

this type of entanglement degrades the performance of the PDC state when used as

a heralded single-photon source. Since a detector used to record the trigger pho-

ton cannot resolve the frequency, nor the position precisely, the remaining heralded

photon will be projected into a mixed spatio-temporal state. To be more precise,

since we need to consider all the possible outcomes of the detection of the trigger

photon, the reduced density matrix of one photon (say, the signal photon) when the

other photon (idler) is detected can be calculated by tracing over the idler degrees

of freedom in the biphoton density matrix

ρ̂s ≡ Tri(ρ̂), (A.1)
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where the biphoton density matrix is

ρ̂ =
∫

dωsdωidω′sdω′idk
⊥
s dk⊥i dk⊥

′
s dk⊥

′
i f(ωs, ωi,k⊥s ,k⊥i )

×f∗(ω′s, ω
′
i,k

⊥′
s ,k⊥

′
i )

∣∣∣ωs, ωi,k⊥s ,k⊥i
〉〈

ω′s, ω
′
i,k

⊥′
s ,k⊥

′
i

∣∣∣ . (A.2)

Here f(ωs, ωi,k⊥s ,k⊥i ) is the joint two-photon amplitude, and
∣∣ωs, ωi,k⊥s ,k⊥i

〉
is the

two-photon state vector.

Substituting Eq. A.2 into Eq. A.1, we have

ρ̂s =
∫

dωsdω′sdk
⊥
s dk⊥

′
s ρs(ωs, ω

′
s,k

⊥
s ,k⊥

′
s )

∣∣∣ωs,k⊥s
〉〈

ω′s,k
⊥′
s

∣∣∣ , (A.3)

where

ρs(ωs, ω
′
s,k

⊥
s ,k⊥

′
s ) =

∫
dωidk⊥i f(ωs, ωi,k⊥s ,k⊥i )f∗(ω′s, ωi,k⊥

′
s ,k⊥i ). (A.4)

is the heralded single photon matrix element.

Unless ρs(ωs, ω
′
s,k

⊥
s ,k⊥′s ) is factorable so that it can be written as

ρs(ωs, ω
′
s,k

⊥
s ,k⊥

′
s ) = ms(ωs,k⊥s )m∗

s(ω
′
s,k

⊥′
s ), (A.5)

the state described in Eq. A.3 is a mixed state. This severely limits the source

performance in quantum information processing applications. For example, linear

optical quantum computation [26] relies on the two-photon Hong-Ou-Mandel (HOM)
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interference between photons from multiple sources. The visibility of the two-photon

HOM interference is proportional to the purity of the input single-photon states when

they are independent and identical. So to achieve a scalable quantum computation

scheme, highly pure single-photon sources are required. As mentioned earlier, to

ensure heralded pure-state single photons from PDC requires the heralded single

photon matrix element ρs(ωs, ω
′
s,k

⊥
s ,k⊥′s ) to be factorable.

One possible way to satisfy this condition is to tailor the biphoton amplitude

f(ωs, ωi,k⊥s ,k⊥i ) so that the resulting biphoton amplitude is factorable

ft(ωs, ωi,k⊥s ,k⊥i ) = us(ωs,k⊥s )ui(ωi,k⊥i ). (A.6)

This can be done by applying filtering in both the spatial and spectral degree of

freedoms of the photons [208,209]. When the filtering is strong enough, with the trans-

mission function approaches a Dirac-delta function, the photon passed through it

can be approximated as possessing a single spatio-temporal mode determined by the

filtering function. Therefore the joint probability amplitude is factorable. However

this method has obvious drawbacks: it reduces the photon flux dramatically and

the factorization is asymptotic. Moreover, filtering PDC deteriorates the successful

heralding rate of the single-photon generation: even without noise, the detection of

the idler photon will not always herald a photon in the signal mode, since there is

a large contribution from the vacuum state in the signal mode due to severe losses

incurred by the filtration. To avoid this problem, an alternative method is proposed:
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instead of using spectral and spatial filters to passively select the factorable spatio-

temporal mode pair from a given PDC source, it is possible to engineer the original

PDC state to be factorble with proper configurations [210]. It has been shown that

by matching the group velocity of the pump with that of one of the downconverted

photons, the joint spectral amplitude of the collinear, i.e. spatially filtered with

single-mode fibers or pinholes, type-II PDC state can be factorable [211]. Using this

technique of “group velocity matching” an experimental demonstration generating

heralded single photons with purity over 94.4% has been reported [212,213].

This chapter generalizes the methods used in Refs [211–213] to both the spatial

and spectral degrees of freedom. Using this approach we study the conditions that

eliminate spatial and spectral corelations in PDC. The analysis is restricted to non-

collinear type-I PDC here. This work has been done in collaboration with Dr.

Alfred U’ren at Instituto de Ciencias Nucleares, Universidad Nacional Autónoma de

México.

A.2 Preliminaries

We begin with the PDC state give in Eq. 2.17. Assuming a Gaussian pump is used,

i.e., both the spatial and spectral profiles of the pump are described by a Gaussian

function

v(k⊥p , ωp) = N exp
[
−(ωp − ωp0)2

σ2

]
exp

[
w2

0(k
⊥
p )2

4

]
, (A.7)
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where N is an overall amplitude, ωp0 is the pump central frequency, σ is the pump

bandwidth, w0 is the pump beam waist, and k⊥p = |k⊥p |. The joint amplitude of the

biphoton component is then given by:

f(k⊥s , ωs;k⊥i , ωi) = N exp
[
−(ωs + ωi − ωp0)2

σ2

]
exp

[
w2

0

∣∣k⊥s + k⊥i
∣∣2

4

]
sinc

[
∆kzL

2

]
.

(A.8)

Depending on the relative position between the pump beam waist and the center of

the crystal along the z axis (where z axis is the propagation direction of the pump,

and normal to the crystal, see Fig. 2.1(a)), there will be a phase term exp[i∆kzz0],

where z0 is the position of the beam waist with the crystal center at z = 0. When

z0 = 0, this term equals unity, which will be the situation considered in this chapter.

With the Gaussian approximation of the sinc function as in Eq. 2.33, the joint

amplitude can be written as:

f(k⊥s , ωs;k⊥i , ωi) = N exp
[
−(ωs + ωi − ωp0)2

σ2

]
exp

[
−w2

0

∣∣k⊥s + k⊥i
∣∣2

4
− γ

∆k2
zL

2

4

]
.

(A.9)

and with the paraxial approximation the wavevector mismatch can be written as

∆kz = kz
p − kz

s − kz
i

=
√

k2
p − |k⊥s + k⊥i |2 − kz

s − kz
i

≈ kp − kz
s − kz

i −
|k⊥s + k⊥i |2

2kp
. (A.10)

For the following analysis, we apply the transformation from Cartesian coordi-
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nates to spherical coordinates (Fig. A.1):

kx
µ = kµ(ωµ) sin θµ cosφµ, (A.11)

ky
µ = kµ(ωµ) sin θµ sinφµ, (A.12)

ky
µ = kµ(ωµ) cos θµ, (A.13)

d~k⊥µ = kµ(ωµ) sin θµdθµdφµ (A.14)

where µ = s, i. For a general PDC process, kµ should also depend on θµ and φµ,

but here we consider the simple situation in which this dependence vanishes. This

is applicable for (i) type-I PDC when both the signal and idler photons are ordinary

waves or (ii) when the downconverted modes are restricted to the paraxial region,

where θµ have a small range.

Substituting Eqn. A.14 into |k⊥s + k⊥i |2, we have

∣∣∣k⊥s + k⊥i
∣∣∣
2

= k2
s sin2 θs + k2

i sin2 θi + 2kski sin θs sin θi cos(φs − φi). (A.15)

Since kz
µ does not depend on φµ, the joint amplitude only depends on the difference

between φs and φi, not the specific value of either φs or φi. This shows the down-

converted modes in this situation are azimuthally symmetric, which confirms the

arguments in Sec. 2.3.

For the following discussion we focus on type-I degenerate PDC, in which the

center frequencies of the downconverted photons are ωs0 = ωi0 = ωp0/2 = ω0, and
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(a)

(b)

Figure A.1 (a) Schematic showing the relation between the carte-
sian coordinates and the spherical coordinates. (b) A 2D figure shows
the configuration of the PDC setup and major parameters.
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center directions satisfy θs0 = −θi0 = θ0 and φs0 = φi0 = φ0. This satisfies the

phase matching conditions in both the x and y directions kx
s (ωs0)+ kx

i (ωi0) = 0 and

ky
s (ωs0) + ky

i (ωi0) = 0. For the phase matching conditions in the z directions, we

need

kp(ωp0)− kz
s(ωs0)− kz

i (ωi0) = kp0 − 2k cos θ0 = 0, (A.16)

where k = ks(ω0) = ki(ω0).

We define the spectral and angular detunings

νµ = ωµ − ωµ0, (A.17)

Θµ = θµ − θµ0, (A.18)

Φµ = φµ − φµ0. (A.19)

With these definitions we can apply a Taylor expansion on the components for the

phase mismatch in Eq. A.9 up to first order (the zeroth order vanishes due to the

phase matching conditions) giving

kx
s + kx

i = k cos θ0 cosφ0(Θs + Θi) + k sin θ0 sinφ0(Φi − Φs)

+k′ sin θ0 cosφ0(νs − νi), (A.20)

ky
s + ky

i = k cos θ0 sinφ0(Θs + Θi)− k sin θ0 cosφ0(Φi − Φs)

+k′ sin θ0 sinφ0(νs − νi), (A.21)

kp − kz
s − kz

i = (k′p − k′ cos θ0)(νs + νi) + k sin θ0(Θs −Θi), (A.22)
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where k′ = ∂ks/∂ω(ω0) = ∂ki/∂ω(ω0) and k′p = ∂kp/∂ω(2ω0). Since k′ is the

reciprocal of the group velocity vg, it is convenient to define two variables in the

time dimension

τl = L(k′p − k′ cos θ0), (A.23)

τt = w0k
′ sin θ0, (A.24)

which are called the longitudinal and transverse group delay.

Substituting Eqns. A.10, A.20 - A.21 into Eq. A.9, and keeping the terms up to

quadratic in νs, νi, Θs, Θi, Φs and Φi, the joint amplitude can be approximated as

f(νs, νi, Θs,Θi,Φs, Φi) = M exp(− t2−
2

νsνi − α−
2

ΘsΘi + 2βΦsΦi − τ−
2

νsΘi

+
τ−
2

νiΘs − τ+

2
νsΘs +

τ+

2
νiΘi − α+

4
(Θ2

s + Θ2
i )

− t2+
4

(ν2
s + ν2

i )− β(Φ2
s + Φ2

i ) + ϑ(3)) (A.25)

where

α± = w2
0k

2 cos2 θ0 ± γL2k2 sin2 θ0, (A.26)

β =
1
4
w2

0k
2 sin2 θ0, (A.27)

τ± = w0τtk cos θ0 ± γLτlk sin θ0, (A.28)

t2± =
4
σ2

+ γτ2
l ± τ2

t , (A.29)

where definitions in Eqns. A.23 and A.24 are used. α± and β are dimensionless
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parameters, while τ± and t± have dimensions of time. Note that M is not a constant,

since it contains sin θs and sin θi, but it does not contain any cross term between νs,

νi, Θs, Θi, Φs and Φi, so it will not affect the following discussions.

Eq. A.25 exhibits various types of correlations among ωs, ωi, θs, θi, φs and

φi. These can be correlations between the variables of different photons (external

correlations), e.g. the components contain νsνi, ΘsΘi, ΦsΦi, νsΘi and νiΘs; or cor-

relations between the variables of the same photon (internal correlations), e.g. the

components νsΘs and νiΘi. The external correlations compose the pairwise correla-

tion between the signal and idler photons, and are the reasons that the detection of

one photon (idler) projects the other (signal) into a mixed state unless the detector

can resolve ωi, θi and φi, or strong filtering is used. The internal correlations reveal

hyperentanglement between spatial and spectral degrees of freedom arising from the

dispersion relations. Interestingly there are no correlation terms involving the az-

imuthal angles (Φs and Φi) and any other variables (Θs, Θi, νs and νi). Therefore

the azimuthal correlation is decoupled from the correlations of the other degrees of

freedom. All of these correlations are summarized in Fig. A.2

A.3 PDC state engineering

Adjustments of the coefficients α±, β, t± and τ± offer many ways to manipulate

the PDC state for various purposes. As an example, we consider a special situation

for collinear PDC where θs0 = θi0 = 0. Under this condition τ = 0 in Eq. A.24,
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Figure A.2 Various correlations within the PDC state. Φ and Θ
are spatial parameters. ν is the spectral parameter. The lines with
arrowhead show the possible correlations between different variables.
The parameter next to each line quantifies the strength of the corre-
lation.

therefore

β = τ+ = τ− = 0, (A.30)

α+ = α− = α = w2
0k

2 cos2 θ0, (A.31)

t2+ = t2− = t2 =
4
σ2

+ γτ2
l . (A.32)

Thus the joint amplitude in Eq. A.25 is reduced to

f(νs, νi, Θs, Θi, Φs,Φi) = exp
[
− t2

4
(νs + νi)2 − α

4
(Θs + Θi)2

]
. (A.33)

There are several special features of this state. First, the azimuthal correlation

vanishes, which is expected, since the downconverted photons are phase-matched at
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collinear directions, where the azimuthal angles have no effect on the PDC state.

Second, the frequency correlation is decoupled from the polar angle correlation. In

some sense, this means the spatial degree of freedom is decorrelated from the spectral

degree of freedom. But this is different from the situation discussed in Sec. A.1,

where the spatial degree of freedom is expressed in terms of k⊥s and k⊥i . Since

sin θ =
k⊥

k(ω)
, (A.34)

we have

Θ cos θ0 =
1

k(ω0)
∆k⊥ +

sin θ0

k(ω0)
∂k

∂ω

∣∣∣∣
ω0

ν. (A.35)

Unless the second term on the right side of Eq. A.35 is negligible, or sin θ0
∂k
∂ω

∣∣
ω0
¿ 1,

there is no one-to-one mapping between Θ and ∆k⊥. Depending on the applications

and the detection system configurations, we may choose either Θ, Φ or k⊥ to repre-

sent the spatial degree of freedom.

A drawback of collinear degenerate type-I PDC is that it is hard to distinguish the

signal photon from idler, since both of the photons have the same properties in their

spatio-temporal degrees of freedoms (transverse wave vectors, pointing directions,

frequencies etc.) and polarizations. This enables the generation of a single mode

squeezed state, but strongly limits the possible usage of this kind of state as a

heralded single-photon source. In the following discussions we focus on the non-

collinear type-I PDC state.

As mentioned in Sec. A.1 a two-photon state that is factorable between signal
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and idler degrees of freedom plays an important role in pure single-photon state

generation. It can be seem from Eq. A.25 and Fig. A.2 that to achieve this requires

τ− = t− = α− = β = 0, i.e.

w0τtk cos θ0 − γLτlk sin θ0 = 0, (A.36)

4
σ2

+ γτ2
l − τ2

t = 0, (A.37)

w2
0k

2 cos2 θ0 − γL2k2 sin2 θ0 = 0, (A.38)

1
4
w2

0k
2 sin2 θ0 = 0. (A.39)

Note that Eq. A.37 implies the same condition proposed in Ref [210] for the generation

of PDC state factorable in the spectral degree of freedom (spatially filtered), since t−

determines the correlations between νs and νi. Because the azimuthal correlations

are decoupled from the polar angle and frequency correlations, we can consider Eqns.

A.36 - A.38 first. Moreover, we assume a pump bandwidth σ that is sufficiently large

so that the first term in Eq. A.37 is negligible. Thus solving these equations gives

the relatively simple results

tan θ0 =
w0√
γL

, (A.40)

k′ = k′p cos θ0. (A.41)

Recall that θ0 should satisfy the phase matching condition in Eq. A.16. Thus Eq.

A.40 implies the focusing strength (the beam waist w0) for a given crystal length.



A.3 PDC state engineering 193

Eq. A.41 is of particular interest. It can be rewritten as vgp = vg cos θ0 = vz
g , where

vgp is the group velocity of the pump, and vg is the group velocity of signal and

idler. Therefore this condition can be interpreted as the longitudinal group velocity

matching condition, the longitudinal component of the group velocity of signal/idler

equals the pump group velocity. Thus, similar to the technique proposed in the

generation of a spectrally decorrelated state [211], group velocity matching plays an

important role here. An explanation of this condition is illustrated in Fig. A.3.

The pump photon may split into signal and idler photon pairs at any point as it

propagates through the crystal. When the group velocity matching condition is

satisfied, the photon pairs generated at different points will arrive at any plane that

is normal to the z-axis at the same time. As a result, the time that the idler photon is

detected will give no information about where the signal photon is generated. This

indistinguishability is essential for the conditional generation of pure-state single

photons.

Now we consider the azimuthal correlation, which is quantified by β. As shown

in Eq. A.27, β = 0 when θ0 = 0 or w0 = 0. Since we are considering non-collinear

PDC, it is required to have w0 = 0, so that the pump is a perfect point source. Due

to diffraction, this is not achievable. So one option is to make β small enough so that

the azimuthal correlation is negligible. For many applications involving conditional

single photon generation, the detection device usually has a limited aperture due

to the limited detector size or spatial filtering, thus will not cover the whole spatial

distribution region of the PDC state. Since it is the detection of the idler photon
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Pump

Signal

Idler

Figure A.3 The longitudinal group velocity matching condition.
When vgp = vz

g , the downconverted photon generated at z0 and z1

will arrive the z2 plane at the same time.

that projects the signal photon into a mixed state, we only need to consider the

factorability of the PDC state within the detection aperture.

As shown in Fig. A.4, the detection device with a angular aperture (∆θd) is

placed at r, while the crystal is centered at the origin. The dimensions of the

aperture along the x-axis and y-axis are then given by

∆X = r∆θd, (A.42)

∆Y = r sin θ0 ∆φ. (A.43)

We assume ∆X = ∆Y , say, the detector is symmetric in x and y direction or a
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Figure A.4 The effect of limited detection aperture on the az-
imuthal correlations. The agular aperture is ∆θd.

circular iris filter is used. Then from Eqns. A.42 and A.43, we have

∆φ =
∆θd

sin θ0
. (A.44)

According to Eq. A.25, β defines the azimuthal correlation width of the PDC state,

or more precisely ∆Φ− = 1/
√

β for Φ− = Φs − Φi. If ∆φ ¿ ∆Φ−, the component

for azimuthal angle correlation in Eq. A.25 can be considered constant within the

detection aperture, and the azimuthal angle dependence is removed. This requires

w0k∆θd ¿ 1, (A.45)

where the definition of β in Eq. A.27 is used. From Eq. A.45 we can see that when

the strong focusing w0 → 0 or spatial filtering θd → 0 is applied, the azimuthal
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angle correlation vanishes, which, together with the previous discussions, allows us

to achieve a factorable state.

In summary, the conditions for generating a completely factorable state are

1. Phase matching condition

kp0 − 2k cos θ0 = 0.

2. Group velocity condition

k′ = k′p cos θ0.

3. Pump, crystal and detection configuration condition

tan θ0 =
w0√
γL

,

w0k∆θd ¿ 1.

The PDC state we consider are non-collinear type-I, with the downconverted modes

in the paraxial regime, and the spatial walkoff of the pump negligible.

To rigorously verify these conditions, we need to substitute them into Eq. A.8

and calculate the purity of the reduced density matrix in Eq. A.1. These results

will be presented in the future work.
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A.4 Further discussions

For the previous discussions, to achieve analytic results, we considered relatively

simple configurations with several constraints (paraxial approximations, etc.). How-

ever, this also limits the options for tailoring the PDC state. In this section, we will

discuss several issues for applying these ideas to more general situations.

A.4.1 Spatial walkoff

One effect that is ignored in our previous discussion is the spatial walkoff of the

pump, signal and idler inside the crystal. This is due to the birefringence of the

crystal, which makes the Poynting vector not parallel to the wavevector for the

extraordinary polarized light. For type-I PDC considered in the previous sections,

only the pump will experience transverse walkoff. Fig. A.5 shows the situation

in the plane that contains the pump wavevector (assuming a plane wave for the

purpose of illustration). It can be seen that although the o-rays (signal and idler)

do not experience transverse walkoff, due to the skewness of the pump field, the

signal and idler will result in different spatial patterns. Moreover, since the emission

of PDC in the plane (yz) orthogonal to the pump plane (xz plane shown in Fig.

A.5) is not affected by the pump walkoff, the emission pattern is not symmetric in

both planes [214,215]. Therefore the azimuthal correlations depend not only on the

azimuthal angle difference φs − φi any more, but the particular values of φs and φi.

This also introduces correlations between the azimuthal angle and the polar angle,

and even correlations between the azimuthal angle and frequency. When the crytal
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Pump

Signal

Idler

Figure A.5 Transverse walkoff in type-I PDC. This smears out the
signal and idler emission pattern in different ways, and introduces
additional correlations in the PDC state.

is short or the pump beam waist is broad so that the pump transverse walkoff is

small compared to the beam waist, this effect can be ignored. However if a strongly

focused pump is used, the transverse walkoff effect must be taken into the analysis.

For type-II PDC, not only the pump, but one of the downconverted modes will

experience transverse walkoff effect as well. This introduces even more complex

correlations, e.g. time-position correlations [216].

A.4.2 Non-degenerate PDC

The above situations dicuss degenerate PDC, for which the signal and idler have

exactly the same spectral characteristics. In some situations it will be convenient to

consider non-degenerate situations to allow some difference between the downcon-

verted modes. For example, the spectrally factorable state considered in Refs [211–213]



A.4 Further discussions 199

is achieved by asymmetric group velocity matching, i.e. matching the pump group

velocity with the group velocity of one but not both of the downconverted modes. A

non-degenerate situation allows us to vary the frequency of the signal mode (due to

the energy conservation condition, the idler frequency is not completely independent

of the signal frequency), therefore offers one more control parameter for tailoring the

PDC state. Moreover, in this situation, the signal and idler modes can be distin-

guished using the spectral degree of freedom even for the collinear phase matching

condition.

A.4.3 Fiber coupling efficiency

Coupling the downconverted photons into single-mode fibers is of particular inter-

est, since it allows the photons to be transfered through a long distance, or benefits

building integrated optical quantum information processing circuits. The coupling

efficiency is crucial since it affects the scalability of the quantum information pro-

cessing implementations based on photons. The state we discuss here is a signal-idler

factorable state. Still there remain internal correlations, i.e., between the polar angle

and frequency. This frequency-angle correlation will diminish the coupling efficency.

Another difficulty for calculating the coupling efficiency in spherical coordinate is

that the fiber mode contains internal correlations between the polar and azimuthal

angles. Therefore the calculation of the overlap between the PDC state and the

fiber mode is not trivial. It is more convenient to do the calculation in Cartesian

coordinates, but the PDC state engineering becomes a bit more obscure.



Appendix B

Conditional Entropy and

Conditional Variance

The joint distribution p(x, y) of variables X and Y can have numerous forms, which

makes the conditional entropy H(X|Y ) difficult to estimate. However, it is possible

to bound H(X|Y ) with some statistical properties that are more accessible, e.g. the

variance of the variables. Recall the definition of H(X|Y ),

H(X|Y ) = −
∫∫

dxdy p(x, y) log2 p(x|y)

= −
∫

dϑ p(ϑ)
∫

dx p(x|y = ϑ) log2 p(x|y = ϑ)

= −
∫

dϑ p(ϑ)H(X|Y = ϑ). (B.1)
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Assume the mean value and variance of the probability distribution p(x|y = ϑ) are

µϑ and σ2
ϑ respectively. Considering a normal distribution

gϑ(x) =
1

σϑ

√
2π

exp
[
−(x− µϑ)2

2σ2
ϑ

]
, (B.2)

we have

−
∫

dx p(x|y = ϑ) log2 gϑ(x) +
∫

dx gϑ(x) log2 gϑ(x)

=
∫

dx [p(x|y = ϑ)− gϑ(x)]
[
log2(σϑ

√
2π) +

(x− µϑ)2

2σ2
ϑ

]

=
∫

dx [p(x|y = ϑ)− gϑ(x)] log2(σϑ

√
2π) +

∫
dx [p(x|y = ϑ)− gϑ(x)]

×(x− µϑ)2

2σ2
ϑ

log2 e

= 0 (B.3)

where

∫
dx p(x|y = ϑ) = 1 (B.4)

∫
dx gϑ(x) = 1 (B.5)

∫
dx p(x|y = ϑ)(x− µϑ)2 = σ2

ϑ (B.6)
∫

dx gϑ(x)(x− µϑ)2 = σ2
ϑ (B.7)

are used.
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We also have

H(X|Y = ϑ) +
∫

dx p(x|y = ϑ) log2 gϑ(x) =
∫

dx p(x|y = ϑ) log2

gϑ(x)
p(x|y = ϑ)

≤
∫

dx p(x|y = ϑ)
[

gϑ(x)
p(x|y = ϑ)

− 1
]

× log2 e

= 0, (B.8)

where the inequality

log x ≤ x− 1, (B.9)

Eq. B.4 and Eq. B.5 are used. Combining Eq. B.3 and Eq. B.8, we have

H(X|Y = ϑ) ≤
∫

dx gϑ(x) log2 gϑ(x)

=
1
2

log2

[
2πeσ2

ϑ

]
. (B.10)

Substituting Eq. B.10 into Eq. B.1, we have

H(X|Y ) ≤ 1
2

∫
dϑ p(ϑ) log2

[
2πeσ2

ϑ

]
(B.11)

≤ 1
2

log2

[
2πe

∫
dϑ p(ϑ)σ2

ϑ

]
(B.12)

=
1
2

log2

[
2πe∆2(x|y)

]
, (B.13)
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where

∆2(x|y) =
∫

dϑ p(ϑ)σ2
ϑ

=
∫

dϑ p(ϑ)
∫

dx p(x|y = ϑ)(x− µϑ)2 (B.14)

To derive Eq. B.12 from Eq. B.11, we use the condition that the logarithm is a

concave function.

Eq. B.13 is the result we used in Chapter 4. Before concluding, we compare

∆2(x|y) with other variances. Since

∫
dx p(x|y = ϑ)(x− ϑ)2 −

∫
dx p(x|y = ϑ)(x− µϑ)2 = (ϑ− µϑ)2 ≥ 0, (B.15)

we have

∆2(x|y) =
∫

dϑ p(ϑ)
∫

dx p(x|y = ϑ)(x− µϑ)2

≤
∫

dϑ p(ϑ)
∫

dx p(x|y = ϑ)(x− ϑ)2

= ∆2(x− y) (B.16)

Similarly we have

∆2(x|y) ≤ ∆2(x + y). (B.17)



Appendix C

The Calculation of Ctot

Assume m photon pairs (labeled as pair 1, pair 2 · · · pair m) are incident onto the

detector array during one frame. Also, assume the detector array is operated in

photon-counting mode, i.e. most detector noise can be ignored except the spurious

charges. Then the two-dimensional pattern of the frame is

F l(r) =
∑

js∈Ql
s

δ(r− rl
s,js

) +
∑

ji∈Ql
i

δ(r− rl
i,ji

) +
∑

jn∈Ql
n

, δ(r− rl
n,jn

) (C.1)

where Ql
s and Ql

i are two different subsets of {1, 2, · · ·m} due to the detection effi-

ciency η, and rl
n,jn

is the possible position of spurious charge. The first sum in Eq.

C.1 is the contribution of signal photons, the second sum is the contribution of idler

photons, and the third is due to the noise. Then the total correlation Cn
tot for all
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the frames with the same m is

Cm
tot(r) =

Nm∑

l

F l ∗ F l =
∑

l

∫
dr′F l(r′)F l(r− r′). (C.2)

Substituting Eq. C.1 into Eq. C.2, we have

Cm
tot(r) = Cs,s(r) + Ci,i(r) + Cs,i(r) + Cn,n(r) + Cs,n(r) + Ci,n(r), (C.3)

where

Cs,s(r) =
Nm∑

l

∑

js,j′s∈Ql
s

δ(r− rl
s,js

− rl
s,j′s), (C.4)

Ci,i(r) =
Nm∑

l

∑

ji,j′i∈Ql
i

δ(r− rl
i,ji
− rl

i,j′i
), (C.5)

Cs,i(r) = 2
Nm∑

l

∑

js∈Ql
s,ji∈Ql

i

δ(r− rl
s,js

− rl
i,ji

), (C.6)

Cn,n(r) =
Nm∑

l

∑

jn,j′n∈Ql
i

δ(r− rl
n,jn

− rl
n,j′n), (C.7)

Cs,n(r) =
Nm∑

l

2
∑

js∈Ql
s,jn∈Ql

n

δ(r− rl
s,js

− rl
n,jn

), (C.8)

Ci,n(r) =
Nm∑

l

2
∑

ji∈Ql
i,jn∈Ql

n

δ(r− rl
i,ji
− rl

n,jn
), (C.9)

Among all the terms, only δ(r − rl
s,js

− rl
i,ji

) with js = ji, i.e. the signal and

idler photons from the same pair, contributes to the observation of the quantum

correlations in the input state.
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Now we consider each term in Eq. C.3.

Cs,s(r) =
Nm∑

l

[ ∑

js=j′s

δ(r− rl
s,js

− rl
s,j′s) +

∑

js 6=j′s

δ(r− rl
s,js

− rl
s,j′s)

]

=
Nm∑

l

∑

js∈Ql
s

δ(r− 2rl
s,js

) +
Nm∑

l

∑

js 6=j′s∈Ql
s

δ(r− rl
s,js

− rl
s,j′s). (C.10)

Assume the marginal distribution of the position of the signal photon is Ps(r), when

Nm is large enough to ensure the number of rl
s,js

is approximately proportional to

Ps(rl
s,js

), then the first term in Eq. C.10 can be written as

Nm∑

l

∑

js∈Ql
s

δ(r− 2rl
s,js

) = Nmmη

∫
drsPs(rs)δ(r− 2rs) = NmmηPs(

r
2
), (C.11)

where η is the detection efficiency, and the second term is

Nm∑

l

∑

js 6=j′s∈Ql
s

δ(r− rl
s,js

− rl
s,j′s) = Nmmη(mη − 1)

∫
drs

∫
dr′sPs(rs)Ps(r′s)

×δ(r− rs − r′s)

= Nmmη(mη − 1)
∫

drsPs(rs)Ps(r− rs)

= Nmmη(mη − 1)Ps(r) ∗ Ps(r) (C.12)

where ∗ denotes convolution. Substituting Eqns. C.11 and C.12 into Eq. C.10, we

have

Cs,s(r) = NmmηPs(
r
2
) + Nmmη(mη − 1)Ps(r) ∗ Ps(r). (C.13)
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Similarly, we have

Ci,i(r) = NmmηPi(
r
2
) + Nmmη(mη − 1)Pi(r) ∗ Pi(r). (C.14)

Cs,i(r) can also be split into two part

Cs,i(r) = 2
Nm∑

l

∑

js=ji

δ(r− rl
s,js

− rl
i,ji

) + 2
Nm∑

l

∑

js 6=ji

δ(r− rl
s,js

− rl
i,ji

). (C.15)

When N is large, the two terms can be written as

Nm∑

l

∑

js=ji

δ(r− rl
s,js

− rl
i,ji

) = Nmmη2

∫
drs

∫
driPtwin(rs, ri)δ(r− rs − ri)

= Nmmη2

∫
drsPtwin(rs, r− rs), (C.16)

and

Nm∑

l

∑

js 6=ji

δ(r− rl
s,js

− rl
i,ji

) = Nmm(m− 1)η2

∫
drs

∫
driPs(rs)Pi(ri)

×δ(r− rs − ri)

= Nmm(m− 1)η2

∫
drsPs(rs)Pi(r− rs)

= Nmm(m− 1)η2Ps(r) ∗ Pi(r), (C.17)

where Ptwin(rs, ri) is the joint probability distribution of the input state. Substitut-
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ing Eqns. C.16 and C.16 into Eq. C.15, we have

Cs,i(r) = 2Nmmη2

∫
drsPtwin(rs, r− rs) + 2Nmm(m− 1)η2Ps(r) ∗ Pi(r). (C.18)

With similar analysis, we have

Cn,n(r) = NmmnPn(
r
2
) + Nmmn(mn − 1)Pn(r) ∗ Pn(r), (C.19)

Cs,n(r) = NmmηmnPs(r) ∗ Pn(r), (C.20)

Ci,n(r) = NmmηmnPi(r) ∗ Pn(r). (C.21)

where mn is the averaged number of spurious charges per frame, and Pn(r) is the

distribution of spurious charges. If we consider the situation that each pixel in the

detector array is identical, Pn(r) is a uniform distribution, i.e., Pn(r) = 1/S where

S is the size of the detector array. Eqns. C.19 – C.21 could be simplified as

Cn,n(r) =
Nmm2

n

S , (C.22)

Cs,n(r) =
Nmmηmn

S , (C.23)

Ci,n(r) =
Nmmηmn

S . (C.24)

All three components do not change with r. Note that in the derivation we assume

the area S is much larger than the region of the distributions Ps(r) and Pi(r),

otherwise Cn,n(r), Cs,n(r) and Ci,n(r) fall off rapidly when r approachs the edge

of the detector array. In our experiment, the PDC ring onto fits almost the entire
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area of the EMCCD. In analysing the correlations, we artificially extend the size

the detector array by extrapolating the random noise outside the original area.

Substituting Eqns. C.13, C.14, C.18 and C.22 – C.24 into Eq. C.3, and denote

Cnoise as Cn,n + Cs,n + Ci,n, we have

Cm
tot(r) = Nmmη

[
Ps(

r
2
) + Pi(

r
2
)
]

+ Nmmη(mη − 1)
[
Ps(r) ∗ Ps(r) + Pi(r)

∗Pi(r)
]

+ 2Nmmη2

∫
drsPtwin(rs, r− rs)

+2Nmm(m− 1)η2Ps(r) ∗ Pi(r) + Cnoise. (C.25)

If the photon pair generation rate has a distribution P (m), then for a total of N

frames, Nm = NP (m), the overall correlation is

Ctot(r) =
∑
m

P (m)Cm
tot(r). (C.26)

Substituting Eq. C.25 into Eq. C.26, and assume 〈m〉η À 1 (the average number

of photon pairs detected per frame is much greater than 1, which is the situation in

our experiment), we have

Ctot(r) = N〈m〉η
[
Ps(

r
2
) + Pi(

r
2
)
]

+ N〈m2〉η2
[
Ps(r) ∗ Ps(r) + Pi(r) ∗ Pi(r)

+2Ps(r) ∗ Pi(r)
]

+ 2N〈m〉η2

∫
drsPtwin(rs, r− rs) + Cnoise, (C.27)

where

〈m〉 =
∑
m

mP (m), (C.28)
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is the mean value of m.

When the discretization effect of the detector array cannot be ignored, the in-

tergration in Eq. 5.12 should be substituted with sum.
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[39] K. Życzkowski, P. Horodecki, A. Sanpera, and M. Lewenstein, Volume of the
set of separable states, Phys. Rev. A, 58, pp. 883–892 (1998).

[40] M. B. Plenio and S. Virmani, An introduction to entanglement measures,
QUANT.INF.COMP., 7, p. 1 (2007).

[41] M. Horodecki, P. Horodecki, and R. Horodecki, Mixed-State Entanglement and
Distillation: Is there a Bound Entanglement in Nature?, Phys. Rev. Lett., 80,
pp. 5239–5242 (1998).

[42] G. Vidal and R. F. Werner, Computable measure of entanglement, Phys. Rev.
A, 65, p. 032314 (2002).



BIBLIOGRAPHY 214

[43] B. Terhal, A Family of Indecomposable Positive Linear Maps based on Entan-
gled Quantum States, Arxiv preprint quant-ph/9810091 (1998).

[44] B. M. Terhal, Bell inequalities and the separability criterion, Physics Letters
A, 271, pp. 319–326 (2000).

[45] F. G. S. L. Brandao, Quantifying entanglement with witness operators, Phys-
ical Review A (Atomic, Molecular, and Optical Physics), 72, 022310 (2005).

[46] O. Gühne and N. Lütkenhaus, Nonlinear Entanglement Witnesses, Physical
Review Letters, 96, 170502 (2006).

[47] J. Eisert, F. G. S. L. Brandao, and K. M. R. Audenaert, Quantitative entan-
glement witnesses, New Journal of Physics, 9, pp. 46–46 (2007).

[48] M. Hillery and M. S. Zubairy, Entanglement conditions for two-mode states,
Physical Review Letters, 96, p. 050503 (2006).

[49] J. C. Howell, R. S. Bennink, S. J. Bentley, and R. W. Boyd, Realization of the
Einstein-Podolsky-Rosen Paradox Using Momentum- and Position-Entangled
Photons from Spontaneous Parametric Down Conversion, Physical Review
Letters, 92, 210403 (2004).
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